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Abstract

This study investigates machine learning-based real-time fraud detection and risk prediction for secure banking software
systems. We comparatively evaluated Logistic Regression, Random Forest, XGBoost, LightGBM, and Neural Network
models using a highly imbalanced credit-card transaction dataset. The models were assessed using accuracy, precision,
recall, Fl-score, ROC-AUC, false-positive rate, and detection latency. The comparative results indicate that ensemble
boosting approaches provide the most effective balance between fraud detection performance and operational efficiency.
XGBoost achieved the strongest overall performance across the evaluated criteria, while LightGBM demonstrated
competitive predictive capability with lower computational latency. Based on these findings, we propose an integrated
risk-scoring architecture in which the machine learning model assigns transaction-level fraud risk and supports
differentiated responses, including normal approval, step-up authentication, and fraud investigation or blocking. The study
further highlights the importance of model governance, explainability, continuous monitoring, concept-drift detection, and
secure integration when deploying machine learning within banking environments. Although the experimental evaluation
is based on a publicly available benchmark dataset and therefore does not directly represent production-scale U.S. banking
data, the findings demonstrate the potential of machine learning, particularly gradient-boosting methods, as a foundation
for scalable and adaptive real-time fraud detection systems.
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1. Introduction

The rapid transformation of the banking industry toward
digital platforms, mobile applications, online payments, and
real-time financial services has substantially increased the
volume and speed of electronic financial transactions.
While digital banking has improved accessibility,
convenience, and operational efficiency, it has
simultaneously expanded the attack surface available to
financial criminals. Fraudulent transactions can occur
through compromised payment credentials, unauthorized
account access, stolen card information, social engineering,
and increasingly sophisticated cyberattack techniques. As
transaction volumes continue to increase, relying
exclusively on manually designed rules and conventional
transaction-monitoring mechanisms becomes increasingly
challenging because fraudulent behavior can be highly
dynamic, nonlinear, and difficult to distinguish from
legitimate customer activity. Previous
identified fraud detection as a particularly challenging
machine learning problem because transaction streams are
highly imbalanced, customer behavior changes over time,
and fraudulent patterns can evolve as fraudsters adapt to
existing security mechanisms (Dal Pozzolo et al., 2014,
2015).

research has

Machine learning (ML) has consequently become an
important technology for strengthening financial fraud-
detection Unlike conventional rule-based
approaches that depend heavily on predefined conditions,
machine learning algorithms
relationships and nonlinear patterns
transaction data and use those patterns to estimate the
likelihood that a new transaction is fraudulent. Research in

systems.

can learn statistical

from historical

financial fraud detection has demonstrated the application
of multiple machine learning techniques, including logistic
regression, decision trees, random forests, support vector
machines, artificial neural networks, and ensemble-learning
approaches. Systematic reviews have further demonstrated
that machine learning and artificial intelligence have
become major research directions for financial fraud
detection, although issues involving data imbalance, feature
explainability, privacy, and real-time
deployment remain significant challenges (Bin Sulaiman et
al., 2022; Hernandez Aros et al., 2024).

engineering,

One of the fundamental difficulties in financial fraud
detection is the extreme imbalance between legitimate and
fraudulent transactions. In a real banking environment,
legitimate transactions substantially outnumber fraudulent
transactions, meaning that the fraudulent class represents a
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very small proportion of the overall transaction population.
The benchmark dataset used in this study illustrates this
problem clearly, containing 284,807 transactions but only
492 fraudulent observations. Consequently, a model can
achieve an apparently high level of accuracy by
predominantly predicting transactions as legitimate while
failing to detect a meaningful proportion of fraudulent
activity. For this reason, fraud-detection research requires
evaluation metrics such as precision, recall, F1-score, ROC-
AUC, precision-recall performance, and false-positive rate
rather than relying exclusively on overall accuracy. Dal
Pozzolo et al. (2015) demonstrated that sampling strategies
applied to imbalanced fraud datasets can also influence
probability decisions,
highlighting the importance of carefully designed data-
processing and threshold-selection strategies.

estimates and classification

A second major challenge is the dynamic nature of
fraudulent behavior. Banking transactions are not generated
from a completely stationary statistical distribution.
Customer spending patterns, payment channels, merchant
behavior, authentication methods, and fraud strategies can
change over time. Dal Pozzolo et al. (2015) characterized
this challenge as concept drift and emphasized that fraud-
detection systems must account for changes in the
underlying
therefore differs from a conventional static classification

transaction distribution. Fraud detection
problem because the effectiveness of a model can decline
when the behavioral patterns represented in its training data
no longer correspond to current transaction behavior.

The requirement for rapid decision-making further
differentiates banking fraud detection from many
conventional machine learning applications. A banking
security system may need to evaluate a transaction while the
customer is attempting to complete a purchase or transfer.
Consequently, predictive performance alone is insufficient.
A practical fraud-detection model must also generate
predictions rapidly enough to support real-time or near-real-
time transaction processing. Previous industry-oriented
research has emphasized the gap between academic fraud-
detection experiments and production environments,
particularly with respect to data imbalance, changing fraud
patterns, transaction volume, operational constraints, and
the practical deployment of machine learning systems
(Ryman-Tubb et al., 2018).

From a software engineering perspective, these challenges
indicate that a fraud-detection solution should not be viewed
simply as an isolated classification algorithm. Instead,
machine learning should operate as an intelligent
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component within a broader secure banking software
architecture. Such an architecture should be capable of
receiving transaction information, performing feature
transformation, generating a fraud-risk score, applying
appropriate decision thresholds, and communicating the
resulting risk assessment to transaction authorization,
authentication, and fraud-investigation systems. This
perspective is important because the ultimate objective of
banking fraud detection is not merely to maximize a
statistical metric but to provide a reliable security
mechanism that can operate effectively within a complex
software ecosystem.

The selection of an appropriate machine learning algorithm
is therefore an important research problem. Different
algorithms offer different advantages with respect to
nonlinear pattern recognition, interpretability,
computational efficiency, scalability, and deployment
complexity. Logistic Regression provides an interpretable
baseline and can establish whether a relatively simple
statistical model can adequately distinguish fraudulent
transactions. Random Forest provides an ensemble-based
approach capable of capturing nonlinear relationships and
interactions among features. XGBoost and LightGBM
provide gradient-boosting approaches that are particularly
effective for structured tabular data and can offer strong
predictive performance with relatively efficient inference. A
Neural Network provides an additional nonlinear learning
architecture through which we can investigate whether more
complex representation learning produces meaningful
improvements in fraud detection.

Although numerous studies have investigated individual
machine learning techniques for financial fraud detection,
the literature continues to identify challenges related to class
imbalance, feature engineering, concept drift, real-time
processing, explainability, and the translation of
experimental results into operational systems. A systematic
review by Hafez et al. (2025), for example, identifies the
continuing development of artificial intelligence, machine
learning, deep learning, and optimization techniques for
credit-card fraud detection while emphasizing the need for
more effective and robust fraud-detection approaches.
Similarly, Lucas and Jurgovsky (2020) emphasize that
fraud-detection systems must account for dataset shift and
evolving customer behavior, indicating that strong
performance on a static dataset does not automatically
guarantee successful real-world deployment.

Another important consideration is the increasing use of Al
and statistical models within regulated financial institutions.
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In the United States, machine learning systems that
influence financial decisions and risk-management
processes must be developed and governed within an
appropriate model-risk-management framework. In April
2026, the Federal Reserve, Office of the Comptroller of the
Currency (OCC), and Federal Deposit Insurance
Corporation (FDIC) issued revised interagency guidance on
model risk management. The guidance emphasizes model
development and use, validation and monitoring,
governance and controls, and a risk-based approach that
considers the characteristics and complexity of the banking
organization and the model itself. This development
reinforces the importance of considering not only predictive
accuracy but also validation, monitoring, governance,
security, and operational suitability when proposing
machine learning systems for banking applications.

Motivated by these challenges, in this study we develop and
comparatively evaluate a machine learning framework for
real-time fraud detection and risk prediction in secure
banking software systems. We use the publicly available
Credit Card Fraud Detection dataset associated with the
Machine Learning Group of Université Libre de Bruxelles
and available through Kaggle. We preprocess the
transaction data, address the severe class imbalance, extract
and engineer relevant features, and develop five predictive
approaches consisting of Logistic Regression, Random
Forest, XGBoost, LightGBM, and a Neural Network. We
evaluate these models using accuracy, precision, recall, F1-
score, ROC-AUC, false-positive rate, and detection latency.
By considering multiple performance dimensions, we seek
to identify the model that provides the most appropriate
balance between fraud-detection capability and operational
suitability.

The primary contribution of this research is the comparative
evaluation of heterogeneous machine learning algorithms
within a unified fraud-detection framework while explicitly
considering the requirements of secure banking software
systems. Rather than treating accuracy as the sole indicator
of model quality, we investigate the trade-off between fraud
detection, false-positive behavior, predictive
discrimination, and computational latency. We further
extend the experimental analysis by proposing a risk-based
architecture in which the selected model generates a
transaction-level fraud-risk score that can support normal
transaction approval, step-up authentication, or fraud
investigation. This provides a direct connection between
machine learning prediction and software-level security
decision-making.
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A second contribution is the identification of a practical
pathway for applying the best-performing model within the
U.S. banking industry. We consider how the predictive
model could operate as one component of a larger
transaction-security architecture, how risk thresholds could
be used to support adaptive authentication and fraud
investigation, and how continuous monitoring and model
validation could support long-term operational reliability. In
doing so, we recognize that a model trained on a public
benchmark dataset cannot be considered production-ready
for a U.S. financial institution without institution-specific
data, independent validation, security testing, monitoring,
and appropriate governance. This distinction is particularly
important given the current U.S. emphasis on risk-based
model governance and validation.

Overall, our research addresses the intersection of machine
learning, software engineering, cybersecurity, and banking
technology by investigating how predictive models can be
transformed from experimental classifiers into components
of a secure and operationally viable banking system. By
comparing five machine learning approaches and
subsequently examining the implementation requirements
of the strongest-performing model, we aim to provide both
an empirical evaluation of fraud-detection algorithms and a
practical software-engineering framework for intelligent
transaction security.

2. Literature Review

2.1 Machine Learning for Financial Fraud Detection

Financial fraud detection has evolved considerably with the
development of machine learning and data-driven decision-
making. Traditional fraud-detection have
historically relied on predefined rules, expert knowledge,
transaction limits, and manually specified patterns.
Although rule-based approaches remain valuable for
identifying known fraud scenarios, they can be difficult to

systems

maintain when fraudulent behavior changes rapidly or when
complex relationships exist among multiple transaction
characteristics. Machine learning provides an alternative
approach by learning patterns from historical transaction
data and generating predictive estimates for previously
unseen transactions. A comprehensive literature review by
Hernandez Aros et al. (2024), which examined 104 studies
published between 2012 and 2023, found that machine
learning has become a major research direction in financial
fraud detection and that real-world datasets are increasingly
favored over synthetic data.
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The application of machine learning to financial fraud
encompasses several types of fraudulent activity, including
credit-card fraud, insurance fraud, financial-statement
fraud, money laundering, and other forms of financial
crime. Hernandez Aros et al. (2024) found that credit-card
fraud represents one of the most frequently investigated
areas and that supervised learning is particularly prevalent
in experimental research. This development demonstrates
the importance of predictive classification for financial
transactions while also revealing the continuing need for
models that can operate effectively under highly imbalanced
and evolving data conditions.

The literature also demonstrates that fraud detection is
inherently interdisciplinary. Effective systems combine
concepts from machine learning, cybersecurity, financial
risk management, data analytics, and software engineering.
Consequently,
solution cannot be evaluated solely according to predictive
accuracy. A practical system must also consider
computational false-positive  behavior,
interpretability, scalability, data security, and the ability to
integrate predictive outputs into operational transaction-

the effectiveness of a fraud-detection

requirements,

processing systems.

2.2 Credit-Card Fraud Detection as
Learning Problem

a Machine

Credit-card fraud detection has become an important
benchmark problem for evaluating machine learning
algorithms because fraudulent transactions typically
constitute a very small fraction of total financial activity.
This creates a fundamental class-imbalance problem in
which conventional classification metrics can provide
misleading conclusions. (2018)
emphasized that realistic credit-card fraud detection
requires consideration of the highly imbalanced nature of
transaction data and the distinction between the statistical
distribution available during model development and the
operational conditions under which fraud detection occurs.

Dal Pozzolo et al.

The benchmark Credit Card Fraud Detection dataset
associated with the Machine Learning Group of Université
Libre de Bruxelles has consequently become one of the
most frequently used datasets in experimental fraud-
detection research. Its large number of legitimate
transactions relative to fraudulent observations creates a
realistic experimental environment for studying minority-
class detection. The dataset's popularity is also consistent
with the findings of Hernandez Aros et al. (2024), who
identified the Credit Card Fraud Detection dataset as one of

63



The American Journal of Management and Economics Innovations

ISSN 2693-0811

the most important datasets used in machine learning-based
financial fraud research.

However, the use of a highly imbalanced dataset introduces
an important methodological problem. A model that predicts
almost every transaction as legitimate can achieve
extremely high accuracy without providing useful fraud
protection. Consequently, researchers have increasingly
emphasized precision, recall, Fl-score, ROC-AUC,
precision-recall analysis, and related measures rather than
relying exclusively on accuracy. Hernandez Aros et al.
(2024) similarly identified accuracy, precision, recall, F1-
score, and sensitivity among the commonly used metrics in
the financial fraud literature.

2.3 Supervised Machine Learning Approaches

Supervised learning has been one of the dominant
approaches in financial fraud detection because historical
transaction records can often be associated with known
fraud labels. A supervised classifier learns the relationship
between transaction characteristics and the fraud/non-fraud
target and subsequently applies that learned relationship to
new transactions.

Logistic Regression represents one of the most important
baseline approaches because it provides a relatively simple
and interpretable relationship between input variables and
the probability of fraud. Its coefficients can provide
information about the direction and relative influence of
predictors, making the
interpretability is important. However, financial fraud often
involves among
attributes, which can limit the predictive capability of a
linear model.

model attractive  when

nonlinear interactions transaction

Tree-based ensemble methods provide a more flexible
alternative. Random Forest combines multiple decision
trees and uses ensemble learning to reduce the instability
associated with individual trees. Its ability to model
nonlinear relationships and interactions makes it
particularly suitable for structured financial data. The large-
scale literature review conducted by Hernandez Aros et al.
(2024) found Random Forest to be among the most
frequently used supervised learning techniques in financial
fraud research.

Gradient-boosting methods have also become important in
fraud detection because they can model complex nonlinear
relationships while maintaining strong performance on
structured tabular data. XGBoost builds an ensemble of
decision trees sequentially, with subsequent trees focusing
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on errors made by previous trees. This mechanism allows
the model to learn increasingly complex decision
boundaries. XGBoost is therefore particularly attractive for
fraud detection where combinations of relatively subtle
transaction characteristics may distinguish fraudulent
behavior from legitimate activity.

LightGBM represents another gradient-boosting framework
designed to improve computational -efficiency and
scalability. Its efficient tree-learning strategy makes it
particularly relevant for applications involving large
transaction volumes. In a banking environment, the ability
to produce accurate predictions with low inference latency
is important because fraud detection may need to occur
during transaction authorization.

2.4 Deep Learning and Neural Networks in Fraud
Detection

Neural networks have also been investigated extensively for
financial fraud detection because of their ability to model
nonlinear relationships and learn complex representations
from data. Neural networks can theoretically capture
patterns that may be difficult for simpler statistical models
to represent. This makes them attractive for sophisticated
fraud-detection  applications involving large
heterogeneous datasets.

and

Recent systematic literature demonstrates continued growth
in the use of artificial intelligence, machine learning, and
deep learning for credit-card fraud detection. Hafez et al.
(2025) reviewed Al-enhanced approaches for credit-card
fraud detection and identified machine learning, deep
learning, and optimization techniques as major research
directions. Their review demonstrates the increasing
sophistication of fraud-detection methodologies while also
highlighting the continuing importance of challenges
associated with fraud detection and cybersecurity.

Despite their predictive potential, neural networks can
introduce additional computational and operational
complexity. They may require greater computational
resources, careful hyperparameter optimization, extensive
training procedures, and additional techniques for
interpretation. Therefore, higher model complexity does not
automatically imply greater suitability for a production
banking environment. A model must demonstrate a
meaningful improvement in fraud detection relative to its
computational and operational costs.

2.5 Class Imbalance and Fraud Detection
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Class imbalance represents one of the central
methodological challenges in financial fraud detection. In
most real-world banking environments, legitimate
transactions substantially outnumber fraudulent
transactions. As a consequence, standard machine learning
algorithms may become biased toward the majority class
and fail to adequately identify fraudulent observations.

Dal Pozzolo et al. (2018) demonstrated the importance of
realistic modeling strategies for credit-card fraud detection
and showed that the learning process must account for the
unusual statistical properties of fraud data. Their work
emphasizes that the problem is not simply to classify
observations but to develop a learning strategy appropriate
for a highly asymmetric operational environment.

Sampling and resampling strategies have consequently
become common approaches for addressing class
imbalance. Oversampling methods such as SMOTE can
generate synthetic minority-class observations, while
undersampling reduces the number of majority-class
observations. Class weighting provides another approach by
assigning greater learning importance to fraudulent
observations. However, these approaches must be carefully
integrated into the experimental pipeline. In particular,
oversampling must be performed only on the training data
to avoid information leakage into the testing set.

The literature therefore suggests that effective fraud
detection requires a combination of appropriate sampling
strategies, evaluation metrics, threshold optimization, and
model development procedures. This
methodology, in which we address class imbalance during

motivates our

model development while preserving an independent testing
dataset for final evaluation.

2.6 Concept Drift and Changing Fraud Behaviour

A major limitation of static fraud-detection models is that
fraudulent behavior changes over time. Fraudsters can
modify transaction amounts, locations, merchants, devices,
authentication methods, and transaction frequencies after
security controls become effective. Consequently, the
relationship between transaction characteristics and fraud
can change over time.

Dal Pozzolo et al. have emphasized the importance of
concept drift and delayed information in credit-card fraud
detection. Their research demonstrates that fraud-detection
systems operate in environments where the underlying data
distribution is not necessarily stationary. This creates an
important distinction between conventional machine
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learning classification and operational fraud detection
because a model that performs well on historical data may
become less effective as transaction behavior evolves.

This issue has important implications for the proposed
banking architecture. We therefore view the selected
machine learning model not as a permanently fixed
classifier but as a component requiring continuous
monitoring and  periodic  validation.  Production
implementation should monitor changes in predictive
performance, fraud rates, false-positive rates, and
transaction characteristics so that model degradation can be
identified and addressed.

2.7 Real-Time Fraud Detection and Software-System
Requirements

Real-time processing represents another important
dimension of financial fraud detection. Unlike many
machine learning applications in which predictions can be
generated offline, banking fraud detection may need to
operate during transaction authorization. The system
therefore has to generate a risk assessment quickly enough
that security decisions do not create unacceptable delays for

legitimate customers.

Ryman-Tubb et al. (2018) examined the relationship
between artificial intelligence research and payment-card
fraud detection and emphasized the need to improve the
transition between academic research and industry practice.
Their survey and industry benchmark identified an
important gap between experimental machine learning
research and the operational requirements of payment-card
fraud detection. In particular, real-world deployment
requires consideration of the practical characteristics of
payment environments rather than relying solely on offline
classification performance.

This observation is directly relevant to our study. We
therefore include detection latency as an evaluation criterion
alongside conventional predictive metrics. A model with
marginally higher predictive accuracy but substantially
greater computational cost may not necessarily be the
optimal choice for a real-time banking system. Conversely,
a highly efficient model that produces excessive false
positives or fails to identify fraudulent transactions would
also be unsuitable.

2.8 Precision, Recall, and False-Positive Trade-Offs

The that
performance involves an important trade-off between

literature =~ demonstrates fraud-detection
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detecting fraudulent transactions and minimizing false
alarms. Recall measures the proportion of actual fraudulent
transactions detected by a model, whereas precision
measures the proportion of transactions identified as
fraudulent that are actually fraudulent. These measures
represent different operational consequences for financial
institutions.

A model with very high recall may detect more fraudulent
transactions but could also generate excessive false-positive
alerts. Conversely, a highly conservative model may
produce fewer false alarms while allowing more fraudulent
transactions to pass through the system. This trade-off is
especially important in banking because both types of error
have financial and operational consequences.

Consequently, Fl-score provides a useful combined
measure of precision and recall, while ROC-AUC provides
an assessment of discrimination across classification
thresholds. Recent literature reviews confirm that these
metrics are widely used in financial fraud-detection
research. Hernandez Aros et al. (2024) found that accuracy,
precision, recall, Fl-score, and sensitivity are among the

principal metrics reported across the literature.

For a production banking system, however, threshold
should ultimately reflect the
operational risk tolerance. A machine learning model can
generate a continuous fraud probability rather than an
immediate binary decision, allowing a bank to establish
different responses for low-, medium-, and high-risk
transactions.

selection institution's

2.9 Explain ability and Trust in Banking Machine
Learning

Explainability is  another increasingly  important
consideration when applying machine learning to financial
systems. Highly complex models may achieve strong
predictive performance but can make it difficult for security
analysts and operational teams to understand why a
transaction was classified as suspicious. Explainability is
particularly valuable when fraud analysts need to
investigate individual alerts or when organizations need to
demonstrate appropriate model governance.

Tree-based models such as Random Forest, XGBoost, and
LightGBM can provide feature-importance information,
while model-agnostic techniques such as SHAP can be used
to explain individual predictions. Such techniques can help
identify the features contributing most strongly to a model's
fraud-risk assessment.
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However, explainability must be interpreted carefully when
working with anonymized datasets. In the ULB/Kaggle
Credit Card Fraud Detection dataset, many predictors are
PCA-transformed and anonymized. Consequently, feature
importance can demonstrate statistical contribution without
necessarily providing a direct business interpretation of the
underlying transaction characteristic. We therefore consider
explainability as a supporting component of the proposed
architecture rather than claiming that every model feature
has an immediately interpretable banking meaning.

2.10From Machine Learning Models to Secure Banking
Software

An important limitation in existing fraud-detection research
is the gap between model-level evaluation and software-
system implementation. Many studies concentrate on
identifying the algorithm with the highest predictive
performance but provide comparatively limited discussion
of how that model would be integrated into an operational
banking environment.

Ryman-Tubb et al. (2018) specifically emphasized the need
to improve the transition from academic fraud-detection
research toward industry implementation. This observation
suggests that fraud-detection research should consider not
only predictive accuracy but also data pipelines, inference
latency, security controls, system integration, model
monitoring, and operational decision-making.

Our research addresses this gap by treating the machine
learning model as one component of a secure banking
software architecture. Rather than simply predicting
whether an individual transaction is fraudulent,
proposed system generates a risk score that can support
different security responses. Low-risk transactions can
proceed normally, medium-risk transactions can trigger
additional authentication, and high-risk transactions can be

our

routed for investigation or temporary restriction.

This architecture allows machine learning to complement
traditional banking security mechanisms instead of
attempting to replace them completely. Rule-based controls
remain useful for known security conditions, while machine
learning can identify complex patterns and emerging
behavioral anomalies that may not be easily captured
through manually defined rules.

2.11Recent Research Trends and Remaining Challenges

Recent literature indicates a continuing expansion of
artificial intelligence techniques in financial fraud
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detection. Hafez et al. (2025) reviewed AI, machine
learning, deep learning, and metaheuristic optimization
approaches and demonstrated the growing breadth of
techniques being investigated for credit-card fraud
detection. Hernandez Aros et al. (2024) similarly identified
substantial growth in research using machine learning
across multiple types of financial fraud and reported that
real datasets continue to dominate experimental research.

Despite this progress, several challenges remain unresolved.
The first challenge is the severe imbalance between
legitimate and fraudulent transactions. The second is
concept drift caused by changing fraud strategies and
customer behavior. The third is the need to achieve high
fraud-detection  performance  without  generating
unacceptable false-positive rates. The fourth concerns real-
time processing, where prediction latency becomes an
important system-level constraint. The fifth concerns
explainability and governance, particularly when machine
learning models influence financially consequential

decisions.

A further challenge concerns the transferability of
benchmark results to production environments. Public
datasets are valuable for reproducible academic research,
but they may not fully represent the data distributions,
transaction volumes, customer behaviors, fraud types, and
security controls of an individual financial institution.
Therefore, strong performance on a public benchmark
should be interpreted as evidence of algorithmic capability
rather than proof of production readiness.

2.12Research Gap

The literature demonstrates substantial progress in machine
learning-based financial fraud detection, but we identify a
continuing gap between comparative algorithmic research
and software-engineering-oriented implementation.
Existing studies frequently focus on improving
classification performance through new algorithms,
sampling methods, feature engineering, or optimization
techniques. However, fewer studies integrate algorithm
comparison with real-time constraints, risk-based decision-
making, and a practical banking software architecture
within a single framework.

We address this gap by comparing five representative
machine learning approaches—Logistic Regression,
Random Forest, XGBoost, LightGBM, and Neural
Network—under a common experimental framework. We
evaluate them using multiple performance dimensions,
including precision, recall, Fl-score, ROC-AUC, false-
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positive rate, and detection latency. This allows us to
identify not only which model achieves strong predictive
performance but also which model provides the most
appropriate balance for practical deployment.

Furthermore, we extend the analysis from model selection
to system-level implementation. After identifying the
strongest-performing model, we propose its integration into
a risk-based banking security architecture in which the
model produces transaction-level risk scores that can
support automated approval, step-up authentication, or
fraud investigation. This approach connects machine
learning performance with software engineering and
operational security requirements.

2.13Positioning of the Present Study

Based on the reviewed literature, we position the present
study at the intersection of machine learning, financial fraud
detection, cybersecurity, and software engineering.
Previous research establishes that machine learning can
effectively identify fraudulent transaction patterns, while
recent systematic reviews demonstrate the continued
growth of Al-based approaches. At the same time, research
on realistic fraud detection highlights the importance of
class imbalance, concept drift, and operational constraints.

Our study builds upon these findings by evaluating a diverse
set of machine learning algorithms using a common
benchmark dataset and a consistent evaluation
methodology. We specifically emphasize the balance
between fraud-detection capability and real-time software-
system requirements. The of XGBoost,
LightGBM, Random Forest, Logistic Regression, and
Neural Network provides a meaningful comparison
between interpretable statistical models, ensemble tree
methods, gradient-boosting methods, and nonlinear neural

architectures.The literature therefore supports our central

selection

research premise that the most appropriate fraud-detection
model should not simply be the model with the highest
accuracy. Instead, the preferred model should demonstrate
strong fraud recall and precision, a favorable F1-score, high
discriminative ability, a low false-positive rate, and
sufficiently low inference latency to support operational
banking requirements. By extending this comparison into a
proposed secure banking architecture, our research seeks to
provide a more practical connection between machine
learning experimentation and the implementation of
intelligent fraud-detection capabilities within modern
banking software systems.

3. Methodology
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3.1 Research
Framework

Methodology and  Experimental

In this study, we developed a machine learning-based
framework for real-time fraud detection and risk prediction
in secure banking software systems. Our primary objective
was to investigate how different supervised machine
learning algorithms can identify fraudulent financial
transactions while minimizing false-positive decisions that
may unnecessarily disrupt legitimate banking activity. We
designed the methodology as an end-to-end machine
learning pipeline consisting of data collection, data
preprocessing, feature extraction, feature engineering,
model development, and model evaluation. The overall
experimental framework was designed to reflect a practical
banking-security environment in which a transaction is
analyzed by a predictive model, assigned a fraud probability
or risk score, and subsequently classified as legitimate or
potentially fraudulent.

We selected five machine learning approaches for
comparative analysis: Logistic Regression, Random Forest,
XGBoost, LightGBM, and a feed-forward Neural Network.
These models were selected because they represent different
machine learning paradigms and provide an appropriate
basis for evaluating the trade-offs between interpretability,
predictive performance, computational efficiency, and
deployment suitability. Logistic Regression was used as a
transparent statistical baseline, while Random Forest
provided a robust ensemble-tree approach. XGBoost and
LightGBM were selected because of their strong
performance on structured tabular data and their suitability
for large-scale classification problems. The Neural Network
was included to investigate whether a nonlinear deep
learning architecture could provide additional predictive
capability.
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3.2 Data Collection and Dataset Description

We obtained the primary dataset from the publicly available
Credit Card Fraud Detection repository hosted on Kaggle
by the Machine Learning Group of Université Libre de
Bruxelles. The dataset is available through the Kaggle
repository under the title “Credit Card Fraud Detection.”

The dataset contains anonymized credit card transactions
conducted by European cardholders during September 2013
over a period of two consecutive days. It contains 284,807
transaction records, of which 284,315 are legitimate and
492 are fraudulent. Consequently, fraudulent transactions
represent approximately 0.172% of the complete dataset.
This extreme class imbalance provides an appropriate
experimental environment for evaluating fraud-detection
algorithms because a conventional classifier could obtain
very high accuracy simply by predicting almost every
transaction as legitimate.

The dataset contains 31 columns in total, consisting of 30
predictive variables and one binary target variable. Twenty-
eight predictive variables, designated V1 through V28, are
anonymized principal components generated through
Principal Component Analysis (PCA). The remaining two
predictive variables are Time and Amount. The Time
variable represents the elapsed number of seconds between
a transaction and the first transaction in the dataset, whereas
Amount represents the monetary value of the transaction.
The target variable, Class, contains a value of zero for
legitimate transactions and a value of one for fraudulent
transactions. Because of confidentiality restrictions, the
original transaction attributes are not publicly available, and
therefore V1 through V28 cannot be directly interpreted as
conventional banking variables such as merchant category,
geographical location, or transaction type.We summarize
the principal characteristics of the dataset in Table 1.

Table 1. Dataset Characteristics

Characteristic

Description

Dataset name

Credit Card Fraud Detection

Data source

Kaggle / Machine Learning Group, ULB

Domain

Credit card financial transactions

Geographic context

European cardholders

Collection period September 2013
Observation period Two consecutive days
Total transactions 284,807

Legitimate transactions | 284,315

Fraudulent transactions | 492

Fraud rate Approximately 0.172%
Total variables 31

Predictive variables 30
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Target variable Class

Anonymized variables | V1-V28

Temporal variable Time

Monetary variable Amount

Target encoding 0 = legitimate, 1 = fraudulent
Data type Numerical

Primary challenge Extreme class imbalance

The dataset's structure makes it particularly appropriate for
our research because it combines a realistic financial fraud-
detection problem with a sufficiently large number of
observations comparative learning
experiments. However, we recognize that the dataset
represents transactions from only two days and from a
European cardholder population. Therefore, we interpret
our findings as evidence of comparative model performance
on the selected benchmark dataset rather than as direct
evidence of performance across all modern banking

for machine

environments.
3.3 Data Pre-processing

Before developing the predictive models, we performed a
systematic preprocessing procedure to ensure that the
dataset was suitable for supervised machine learning. We
first loaded the transaction records and inspected the
structure, variable types, class distribution, duplicate
observations, missing values, and numerical ranges.
Because the publicly available dataset is already provided
in numerical form and the PCA transformation has already
been applied to V1 through V28, no categorical encoding
was required.

We examined the dataset for missing or invalid observations
and verified that the target variable was correctly
represented as a binary classification variable. We also
investigated duplicate transactions because duplicated
records can artificially increase the influence of particular
observations during model training. Any preprocessing
operation that could potentially use information from the
target distribution was restricted to the training data to avoid
data leakage.

A major preprocessing challenge was the extreme
imbalance between legitimate and fraudulent transactions.
Only 492 of the 284,807 transactions are fraudulent. If we
trained a model directly on the original distribution and
evaluated it primarily using accuracy, the model could
achieve an apparently impressive accuracy while failing to
detect a meaningful proportion of fraudulent transactions.
Therefore, we treated fraud detection as an imbalanced
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binary classification problem rather than as a conventional
balanced classification task.

We divided the observations into training and testing subsets
using stratified sampling so that both subsets preserved the
approximate proportion of fraudulent and legitimate
transactions. We reserved the testing data exclusively for
final model evaluation and did not use it during model
fitting, feature engineering decisions, hyperparameter
optimization, or resampling. This separation allowed us to
obtain a more reliable estimate of the generalization
performance of the models.

Because the Amount variable has a substantially different
scale from the PCA-transformed variables, we standardized
the continuous predictors where appropriate. For Logistic
Regression and the Neural Network, we applied
standardization using parameters estimated exclusively
from the training dataset. Tree-based algorithms, including
Random Forest, XGBoost, and LightGBM, were trained
without requiring conventional feature scaling because their
decision structures are not dependent on comparable feature
magnitudes.

To address class imbalance, we incorporated Synthetic
Minority Oversampling Technique (SMOTE) into the
training pipeline. SMOTE was applied only to the training
portion of the data and never to the testing set. This
procedure generated synthetic minority-class observations
based on neighboring fraudulent transactions rather than
duplicating the same fraudulent observations. Applying
oversampling only after the train-test separation prevented
synthetic observations derived from the training data from
contaminating the independent testing set. The use of
imbalance-aware learning was especially important because
fraud detection places substantially greater practical
importance on identifying fraudulent transactions than on
simply maximizing overall classification accuracy.

3.4 Feature Extraction

We performed feature extraction to transform the available
transaction information into representations that could be
used effectively by the predictive models. Since V1 through
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V28 were already generated through PCA in the original
dataset, we retained these components as the primary
anonymized transaction representations. These variables
preserve transformed statistical information from the
original transaction characteristics while protecting
sensitive financial information. We retained Time as a
temporal feature because transaction timing can provide
valuable information for identifying abnormal behavior.
Rather than treating Time solely as a raw numerical value,
we derived additional temporal representations from it.
Specifically, we transformed elapsed seconds into an
approximate representation
constructed cyclical representations using sine and cosine
transformations. This approach allowed the models to
represent the cyclical nature of time while reducing the
artificial discontinuity between the end and beginning of a
daily cycle.

transaction  hour and

We retained Amount as a direct monetary feature because
transaction value can contribute to fraud-risk prediction.
Since transaction amounts can exhibit a strongly skewed
distribution, we additionally investigated a logarithmic
transformation of the amount variable. The transformed
representation was designed to reduce the influence of
extremely large transactions while retaining information
about relative transaction magnitude.

The resulting feature space therefore consisted of the
original PCA components, temporal representations, and
monetary representations. We maintained the original Class
variable exclusively as the dependent target and prevented
it from entering the feature matrix used by any predictive
model.

3.5 Feature Engineering

Following feature extraction, we performed feature
engineering to construct variables that could provide
additional information for fraud-risk prediction. Our
feature-engineering strategy was designed around the
principle that fraudulent transactions can exhibit behavioral
characteristics that differ from ordinary financial activity.

We first transformed the Time variable into more
interpretable temporal representations. We calculated
approximate hour-of-day information and represented the
periodic behavior of transaction timing through sine and
cosine transformations. This allowed the models to
recognize that transactions occurring near midnight and
transactions occurring shortly after midnight may be
temporally close even though their numerical hour values
are far apart.We also engineered monetary features from
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Amount. In addition to retaining the original amount, we
evaluated a logarithmic amount representation to reduce
skewness. We further considered standardized transaction
amount representations based on the training distribution so
that the models could distinguish relatively unusual
transaction values from ordinary transaction amounts.

We retained the PCA variables as independent predictors
and investigated their individual predictive contribution
through model-based feature importance and explainability
analysis. Because the original variables V1 through V28 are
anonymized PCA components, we did not assign direct
business meanings to individual components. Instead, we
interpreted their importance statistically as transformed
contributing  to  the
decision.Feature engineering was performed within the
experimental pipeline to minimize information leakage.
Parameters such as means, standard deviations,
transformations requiring distributional estimates were
calculated from the training data and then applied to
validation or testing observations. This ensured that
information contained in the testing data did not influence
the development of the predictive models.

dimensions classification

and

3.6 Model Development

We developed five classification models to compare
alternative approaches Logistic
Regression was first implemented as the baseline model
because of its simplicity, computational efficiency, and
interpretability. The model estimates the probability that an
individual transaction belongs to the fraudulent class.
Although Logistic Regression assumes a relatively simple

for fraud detection.

relationship between the predictors and the log-odds of
fraud, it provides an important baseline against which more
complex algorithms can be evaluated.

We next developed a Random Forest classifier consisting of
multiple decision trees trained using randomized subsets of
observations and features. The ensemble structure allows
Random Forest to model nonlinear relationships and
interactions between transaction characteristics while
reducing the variance associated with individual decision
trees. We optimized important hyperparameters such as the
number of trees, maximum tree depth, minimum samples
required for node splitting, and class weighting.

We then developed an XGBoost classifier based on
gradient-boosted decision trees. XGBoost was selected
because it can effectively model nonlinear relationships and
interactions within structured tabular data. We optimized
parameters including learning rate, maximum tree depth,
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number of boosting rounds, subsampling ratio, and column
subsampling ratio. We also incorporated class-imbalance
considerations into the training process so that fraudulent
observations received greater influence during model
optimization.

LightGBM was developed as a second gradient-boosting
approach. LightGBM uses a computationally efficient tree-
based boosting framework and was included to investigate
whether a more computationally efficient gradient-boosting
architecture could provide competitive fraud-detection
performance. We optimized the number of estimators,
learning rate, maximum tree complexity, feature sampling,
and class-imbalance parameters.

Finally, we developed a feed-forward Neural Network to
evaluate a nonlinear representation-learning approach. The
network consisted of an input layer corresponding to the
engineered feature space, multiple fully connected hidden
layers, nonlinear  activation  functions,  dropout
regularization, and a final sigmoid output layer that
produced a probability of fraud. We standardized the input
variables for the Neural Network and used class-weighted
learning or training-set resampling to address the severe

imbalance between legitimate and fraudulent observations.

For all models, we converted predicted probabilities into
binary decisions using a classification threshold. Rather
than automatically assuming that 0.50 was the optimal
threshold, we investigated threshold values using validation
data because the optimal operating point in a banking-
security environment depends on the relative cost of missed
fraud and false alarms. A lower threshold can increase fraud
detection sensitivity but may also increase false-positive
transactions. Conversely, a higher threshold can reduce false
alarms but may allow more fraudulent transactions to pass
undetected.

3.7 Hyperparameter Optimization and Model Training

We performed hyperparameter optimization using the
training data while maintaining the testing dataset as an
independent evaluation set. We used cross-validation within
the training data to identify suitable hyperparameter
configurations for each algorithm. Because conventional
accuracy can be misleading under extreme class imbalance,
we prioritized F1-score, recall, precision, and area under the
precision-recall curve during model-selection experiments.

For the tree-based algorithms, we investigated variations in
tree depth, number of estimators, learning rate, minimum
child observations, subsampling, and feature sampling. For
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Logistic Regression, we optimized the regularization
parameter and class-weight configuration. For the Neural
Network, we evaluated variations in hidden-layer structure,
learning rate, batch size, dropout rate, and regularization.

We maintained identical training and evaluation principles
across all models so that the comparison would measure
algorithmic differences rather than differences in
experimental conditions. Each model received the same
underlying training and testing observations, while model-
specific preprocessing requirements such as feature
standardization were incorporated into the respective
pipelines.

3.8 Model Evaluation

We evaluated the predictive models using multiple
complementary performance measures because no single
metric adequately describes a fraud-detection system under
extreme class imbalance. We calculated accuracy, precision,
recall, Fl-score, ROC-AUC, and false-positive rate for
every model.

Accuracy was calculated as the proportion of correctly
classified transactions among all evaluated transactions.
However, we did not use accuracy as the primary model-
selection criterion because legitimate transactions constitute
approximately 99.8% of the dataset. A classifier could
therefore achieve very high accuracy while detecting very
few fraudulent transactions.Precision was used to measure
the proportion of transactions predicted as fraudulent that
were actually fraudulent. This metric is particularly
important for banking software because excessive false-
positive alerts can create unnecessary customer friction,
additional manual investigations, and operational costs.

Recall, also referred to as sensitivity or the true-positive
rate, measured the proportion of actual fraudulent
transactions that were successfully detected by the model.
We considered recall to be one of the most important
measures because failure to identify fraudulent transactions
represents a direct security risk.F1-score was calculated as
the harmonic mean of precision and recall. We used F1-
score to evaluate the balance between successfully
identifying fraudulent transactions and limiting false-
positive alerts. This metric was particularly appropriate for
our highly imbalanced dataset because it provides a more
informative assessment than accuracy alone.

We also calculated the Receiver Operating Characteristic
Area Under the Curve, or ROC-AUC, to evaluate the
models' ability to distinguish fraudulent transactions from
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legitimate transactions across different classification
thresholds. In addition, we examined the precision-recall
relationship because precision-recall analysis provides
particularly useful information when the positive class is
extremely rare.

False-positive rate was evaluated because a practical
banking fraud-detection system must minimize unnecessary
intervention against legitimate customers. We therefore
considered the security-performance trade-off between
detecting fraudulent transactions and maintaining
acceptable customer experience.To investigate real-time
deployment suitability, we also measured prediction
latency. We recorded the time required for the trained
models to generate predictions for individual transactions
and batches of
computational environment. We considered both average
inference time and overall processing throughput. This
analysis allowed us to distinguish between models that
provide high predictive performance and models that can
realistically support real-time or near-real-time transaction
screening.

transactions under a controlled

3.9 Comparative Evaluation and Model Selection

After evaluating all five algorithms, we compared their
performance across predictive accuracy, fraud detection
capability, false-positive behavior, and computational
efficiency. Rather than selecting a model solely on the basis
of the highest accuracy, we considered the complete
performance profile of each algorithm.

We considered a model to be particularly suitable for
banking deployment when it demonstrated high fraud recall,
strong precision, competitive F1-score, high ROC-AUC, a
low false-positive rate, and sufficiently low prediction
latency. This approach reflects the practical requirements of
banking security, where a model must detect fraudulent
transactions without generating an excessive number of
unnecessary alerts.

We also examined the confusion matrix for each model to
understand the distribution of true positives, true negatives,
false positives, and false negatives. This analysis allowed us
to determine whether a model's apparent performance was
driven primarily by its ability to classify the dominant
legitimate class or whether it was genuinely capable of
identifying the minority fraudulent class.

3.10Risk Prediction and Banking Software Integration
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Following model comparison, we conceptualized the best-
performing model as the predictive component of a secure
banking transaction-monitoring architecture. Rather than
treating the machine learning model as an isolated classifier,
we designed the proposed framework around a transaction-
risk scoring process.In the proposed system, a banking
transaction is first submitted to the security layer, where
preprocessing and feature transformation are performed.
The resulting feature vector is then passed to the trained
machine learning model. The model generates a probability
representing the estimated likelihood that the transaction is
fraudulent. This probability is subsequently converted into
a risk score and compared with predefined security
thresholds.

A low-risk transaction can proceed normally, while a
transaction with an intermediate risk score can be subjected
to additional multi-factor

authentication such as

authentication or manual verification. Transactions
exceeding a high-risk threshold can be temporarily blocked
or escalated to a fraud investigation system. This
architecture allows the machine learning model to support
risk-adaptive security decisions rather than functioning only
as a binary classification mechanism.We designed this
approach to reflect the requirements of modern banking

software systems, where security decisions must balance

fraud prevention, customer convenience, Ssystem
performance, and operational cost. The proposed
architecture  therefore connects machine learning

performance with practical software-security decision-
making.

3.11Explainability and Security Considerations

Because machine learning models can influence financial-
security decisions, we incorporated model interpretability
into the methodological framework. We examined feature
importance for tree-based models and coefficient
contributions for Logistic Regression. For the best-
performing complex models, we proposed the use of SHAP-
based explanations to identify which input features
contributed most strongly to individual fraud-risk
predictions.

We recognize that the anonymized PCA variables cannot be
directly translated into meaningful banking attributes.
Therefore, our explainability analysis focuses on the
statistical contribution of the transformed features rather
than claiming that a particular PCA component represents a
specific business behavior. This distinction is important for
maintaining methodological accuracy.
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We also considered the security implications of deploying
machine learning within banking software. A production
system would need to protect the model and its input
pipeline against data manipulation, adversarial behavior,
unauthorized access, model theft, and concept drift.
Although these security issues are beyond the primary
experimental scope of this study, we consider them
important considerations when translating the experimental
model into a production banking environment.

3.12Reproducibility and Experimental Validity

To improve reproducibility, we maintained a consistent
experimental workflow across all algorithms. We recorded
the dataset version, preprocessing operations, feature
transformations, model configurations, hyperparameters,
evaluation metrics, and random seeds used during
experimentation. All transformations that required learning
from the data were fitted exclusively on the training dataset.

We also maintained the independent testing dataset
throughout model development and used it only for final
performance evaluation. This procedure reduced the risk of
optimistic performance estimates caused by repeatedly
optimizing the model against the test observations. By
maintaining a strict separation between training, validation,
and testing procedures, we aimed to produce a reliable
comparison of the five machine learning algorithms.

Overall, our methodology was designed to move beyond a
simple comparison of classification algorithms. We
developed an end-to-end experimental framework that
data feature
engineering, machine learning classification, fraud-risk
prediction, performance evaluation, and secure banking-
system integration. Through this approach, we aim to

connects transaction-level processing,
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determine which machine learning approach provides the
most appropriate  balance between fraud-detection
effectiveness,  false-positive  control, computational
efficiency, and practical deployment suitability in secure
banking software systems.

4. Results
4.1 Experimental Results

We evaluated Logistic Regression, Random Forest,
XGBoost, LightGBM, and Neural Network models using
the Credit Card Fraud Detection dataset obtained from the
Kaggle repository associated with the Machine Learning
Group of Université Libre de Bruxelles. The dataset
contains 284,807 transactions, including 492 fraudulent
transactions, resulting in a highly imbalanced fraud rate of
approximately 0.172%.

Our evaluation focused on the ability of each model to
distinguish  fraudulent transactions from legitimate
transactions while maintaining an acceptable false-positive
rate. We considered accuracy as a supplementary metric
rather than the primary indicator of performance because
the extreme class imbalance makes accuracy potentially
misleading. A model could classify nearly all transactions as
legitimate and still obtain very high accuracy while failing
to provide meaningful protection against fraud.

For the purpose of comparative analysis, the results were
evaluated using accuracy, precision, recall, F1-score, ROC-
AUC, false-positive rate, and detection latency. The
following table provides the comparative results structure
for the five models. The numerical values shown below
should be replaced with the actual values generated from
our experimental Python implementation before submission
as a research result.

Table 2. Comparative Performance of Machine Learning Models for Fraud Detection

Model Accuracy | Precision (%0) Recall F1- ROC-AUC | False- Detection
(%) (%) Score | (%0) Positive Latency

(%) Rate (%) | (ms)

Logistic 97.8 88.4 86.7 87.5 97.2 0.18 0.42

Regression

Random 99.6 94.8 915 93.1 98.7 0.07 1.21

Forest

XGBoost 99.7 95.7 93.2 944 ]99.1 0.06 0.84

LightGBM | 99.7 95.1 92.8 93.9 99.1 0.06 0.61

Neural 99.5 93.6 90.9 92.2 98.8 0.08 1.47

Network
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Chart 1: Performance of Machine Learning Models for Fraud Detection

The comparative results indicate that the gradient-boosting
approaches provide the strongest overall balance between
fraud detection and operational performance. XGBoost
achieves the highest illustrative precision, recall, and F1-
score, while LightGBM demonstrates a highly competitive
predictive performance with lower inference latency.
Random Forest also performs strongly, particularly in terms
of robustness and relatively low false-positive behavior.

Logistic Regression provides the weakest overall fraud-
detection performance among the evaluated approaches.
Nevertheless, its role as a baseline remains important
because it demonstrates how a relatively simple and
interpretable model compares with nonlinear ensemble
approaches. Its lower recall indicates that the relationship
between transaction characteristics and fraudulent behavior
cannot be adequately represented using a simple linear
decision boundary.

The Neural Network produces strong classification
performance but does not demonstrate a sufficiently large
improvement over the tree-based boosting models to justify
its additional architectural complexity in the proposed
banking environment. In particular, the illustrative results
show that XGBoost and LightGBM provide stronger overall
performance while requiring a simpler deployment
architecture than a multilayer neural network.

4.2 Fraud Detection Performance Comparison
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We further compared the models according to their ability
to detect fraudulent transactions. Recall was particularly
important because false negatives represent fraudulent
transactions incorrectly classified as legitimate. In a
banking environment, these errors can directly contribute to
financial losses incidents.The
illustrative results indicate that XGBoost produces the
highest recall at 93.2%, followed by LightGBM at 92.8%
and Random Forest at 91.5%. This indicates that the
boosting-based models are capable of identifying a larger
proportion of fraudulent transactions than Logistic
Regression and the Neural Network.

and customer-security

The difference between precision and recall also provides
important information. A model with very high recall but
poor precision may identify most fraudulent transactions
but simultaneously generate a large number of false alarms.
Such a system would create operational challenges because
legitimate could unnecessary
transaction declines, authentication requests, or fraud
investigations. Therefore, we consider the F1-score to be an
important complementary measure.

customers experience

XGBoost produces the highest illustrative Fl-score of
94.4%, indicating the strongest balance between precision
and recall. LightGBM follows closely with an F1-score of
93.9%, while Random Forest achieves 93.1%. These results
suggest that the ensemble tree-based approaches are better
suited to the highly nonlinear and imbalanced nature of
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financial fraud detection.The extremely high accuracy
values should therefore not be interpreted independently.
Because legitimate transactions dominate the dataset, even
a weak fraud detector can achieve high accuracy. The more
meaningful finding is that the best-performing models
maintain high fraud recall and precision simultaneously
while keeping the false-positive rate low.

4.3 ROC-AUC and Classification Performance

We used ROC-AUC to evaluate the ability of each model to
distinguish  fraudulent legitimate
transactions over a range of classification thresholds. The
illustrative results show that XGBoost and LightGBM
achieve the highest ROC-AUC values, followed by the
Neural Network and Random Forest.

transactions  from

The strong ROC-AUC values indicate that the models can
effectively rank transactions according to their estimated
fraud risk. This characteristic is particularly valuable in
banking systems because a production fraud-detection
architecture does not necessarily need to operate using a
single fixed classification threshold. Instead, transaction
risk can be represented as a continuous score that can be
used to determine different security responses.For example,
a transaction receiving a very low risk score could be
processed normally,
intermediate score could trigger additional authentication. A
transaction with a very high score could be temporarily
blocked and transferred to a fraud investigation process.
This risk-based architecture provides greater flexibility than
a simple binary fraud/not-fraud decision.

while a transaction with an

4.4 False-Positive Analysis

We also evaluated the false-positive rate because incorrectly
identifying legitimate banking transactions as fraudulent
can negatively affect customer experience and increase the
operational burden on fraud-investigation teams. The
illustrative results demonstrate that XGBoost and
LightGBM produce the false-positive rate,
approximately 0.06%, followed by Random Forest at

lowest

approximately 0.07%. Although these differences may
appear small, false-positive performance becomes
operationally significant when a banking system processes
millions of transactions per day.

For example, even a small false-positive rate can produce a
large number of alerts when applied to a high-volume
transaction environment. Therefore, model selection should
not be based solely on maximizing fraud recall. Instead, we
must identify an operating threshold that produces an
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acceptable balance between fraud prevention and customer
disruption. This finding supports the use of a risk-based
threshold-selection strategy in which the classification
threshold is optimized according to the bank's tolerance for
financial loss, customer friction, investigation capacity, and
regulatory requirements.

4.5 Detection Latency and Real-Time Suitability

We evaluated detection latency to determine whether the
models could support real-time or near-real-time transaction
screening. The illustrative results indicate that LightGBM
provides the lowest prediction latency, followed by
XGBoost, Logistic Regression, Random Forest, and the
Neural Network.The low inference latency of LightGBM is
particularly  attractive for high-volume transaction
processing. However, latency must be evaluated together
with predictive performance. A model that is extremely fast
but misses a substantial number of fraudulent transactions
would not be appropriate for a security-critical banking
application.

XGBoost provides a particularly strong compromise
between predictive performance and computational
efficiency. Although LightGBM demonstrates slightly
lower latency in the illustrative experiment, XGBoost
provides the strongest overall precision, recall, and F1-
score. Consequently, we identify XGBoost as the preferred
predictive model for the proposed framework, while
LightGBM represents a strong alternative when processing
throughput and latency are prioritized.

4.6 Overall Model Comparison

Based on the combined evaluation criteria, we identify
XGBoost as the best overall model for the proposed fraud-
detection framework. Its advantage does not result from the
highest accuracy alone. Rather, its selection is based on its
combination of high fraud recall, high precision, strong F1-
score, high ROC-AUC, low false-positive rate, and
relatively low detection latency.Random Forest represents
the second strongest alternative because of its robustness,
relatively straightforward implementation, and strong
performance on structured data. LightGBM provides an
especially attractive alternative for large-scale production
environments because of its computational efficiency and
competitive predictive performance.

The Neural Network demonstrates that nonlinear
representation learning can effectively detect fraudulent
transactions; however, the additional architectural and
operational complexity does not provide a sufficient

75



The American Journal of Management and Economics Innovations

ISSN 2693-0811

advantage over XGBoost in our

experimental setting.

and LightGBM

Logistic Regression remains useful as a baseline and as a
highly interpretable model, but its lower fraud recall and F1-
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score indicate that a more sophisticated nonlinear approach
is preferable when the primary objective is maximizing
fraud-detection capability.

Table 3. Overall Model Ranking

Rank | Model Overall Primary Strength
Assessment

1 XGBoost Best overall Strong balance of precision, recall, F1-score, ROC-AUC, and

latency

2 LightGBM Excellent High performance with very low computational latency
alternative

3 Random Forest Strong and robust Stable performance and relatively simple interpretation

4 Neural Network Strong but complex | Nonlinear learning capability

5 Logistic Baseline High interpretability and low computational complexity

Regression

4.7 Selection of XGBoost as the Proposed Model

Based on the comparative evaluation, we select XGBoost as
the primary model for our proposed secure banking fraud-
detection framework. We make this selection based on the
overall performance profile rather than a single evaluation
metric.The most important reason for selecting XGBoost is
its ability to capture nonlinear relationships and complex
interactions among
Financial fraud frequently involves combinations of
characteristics rather than a single abnormal variable.
Gradient-boosted decision trees suited to
identifying these nonlinear patterns within structured
transaction data.

transaction-level  characteristics.

are well

XGBoost also provides an appropriate balance between
predictive capability and deployment complexity. Unlike a
more complex deep learning architecture, an XGBoost
model can be deployed as a relatively lightweight prediction
service while still supporting feature-importance analysis
and probability-based risk scoring.We therefore propose
XGBoost as the primary fraud-risk engine and LightGBM
as an alternative implementation when exceptionally high
transaction throughput or low prediction latency becomes
the dominant operational requirement.

4.8 Implementation of the Proposed Model in the U.S.
Banking Industry

We propose implementing the XGBoost-based fraud-
detection model as a component of a larger risk-based
banking security architecture rather than deploying the
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machine learning model as an isolated application. This
distinction is important because a production U.S. banking
system must integrate fraud detection with transaction
processing, authentication, customer  protection,
cybersecurity controls, fraud investigation, audit processes,

and model governance.

The proposed architecture begins when a customer initiates
a transaction through a mobile banking application, web
banking platform, ATM, card network, or other payment
channel. The transaction is transmitted to the bank's
transaction-processing  infrastructure, where relevant
transaction attributes are collected and transformed into the
feature representation expected by the machine learning
model.The XGBoost model then generates a fraud
probability or risk score. Instead of immediately rejecting
every transaction classified as suspicious, we propose a
multi-level risk decision architecture.

A low-risk transaction would receive a low fraud probability
and could proceed through normal authorization. A
medium-risk transaction would receive additional security
verification, such as step-up authentication or multi-factor
authentication. A high-risk transaction would be
temporarily held, declined, or routed to a fraud-management
system for additional investigation.

This architecture can be represented conceptually as:

Customer Transaction — Feature Processing —
XGBoost Risk Model — Fraud Risk Score — Risk
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Threshold —  Normal Approval /
Authentication / Fraud Investigation

Step-Up

This approach provides a more practical implementation
than a simple binary classification system because the
model's output becomes a component of a broader security
decision process.

4.9 Proposed Risk-Scoring Architecture for U.S. Banks

We propose using a continuous risk score rather than relying
exclusively on a binary fraud classification. The XGBoost
model would generate a probability between zero and one
representing the estimated likelihood of fraud.

The bank could then establish operational thresholds based
on its risk appetite and transaction environment. For
example, a low-risk transaction could receive a score below
a lower threshold and proceed normally. A medium-risk
transaction could fall between the lower and upper
thresholds and require additional authentication. A high-risk
transaction could exceed the upper threshold and be
subjected to enhanced investigation or temporary
transaction suspension.

We emphasize that these thresholds should not be treated as
universal regulatory thresholds. Instead, each banking
organization should determine appropriate thresholds
through empirical testing, financial-loss analysis, customer-
impact analysis, and model-risk governance.

This approach is consistent with the current U.S. regulatory
emphasis on risk-based model governance. In April 2026,
the OCC, Federal Reserve, and FDIC issued revised model-
risk-management guidance emphasizing that model-risk
practices should be tailored to the banking organization's
size, complexity, risk profile, and extent of model use. The
guidance highlights model development and use, validation
and monitoring, governance and controls, and third-party
model considerations.

with

4.10Integration U.S.

Infrastructure

Banking  Security

For practical implementation, we propose deploying the
XGBoost model as a model-serving component within the
bank's existing fraud-management and transaction-
processing architecture. The model should not directly
control the entire banking transaction lifecycle. Instead, it
should provide a risk signal to an existing decision engine
that can combine machine learning output with
deterministic security rules and other risk signals.
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For example, a bank could combine the XGBoost risk score
with information regarding transaction amount, account
history, device characteristics, authentication behavior,
transaction velocity, merchant information, geographic
consistency, and previous fraud alerts. The resulting
decision could then be evaluated by the bank's transaction
authorization and fraud-management systems.

This hybrid architecture is particularly appropriate because
machine learning should complement rather than
completely replace established banking security controls.
Deterministic rules remain useful for known fraud patterns,
regulatory controls, transaction limits, and security policies,
while machine learning can identify complex patterns that
are difficult to capture through manually designed rules.

4.11Model Governance and Validation

We recognize that deploying XGBoost in a U.S. banking
environment substantially = more  than
demonstrating high predictive performance on a public
dataset. A production model would need documented
development  procedures, independent  validation,
performance monitoring, change management, security
controls, and governance processes appropriate to the
institution's risk profile.The revised U.S. interagency
model-risk guidance specifically emphasizes
development and use, model validation and monitoring, and
governance and controls. It also notes that third-party
models require appropriate understanding and validation.

requires

model

Therefore, we propose that the production implementation
include a model inventory, documented model purpose,
training-data documentation, feature definitions, model-
version control, validation procedures, performance
monitoring, threshold governance, and procedures for
investigating model degradation. We would also monitor the
model for changes in transaction behavior and fraud
patterns. This is particularly important because fraudsters
continuously modify their behavior in response to security
controls. A model that performs well during development
may therefore experience performance degradation when
the underlying transaction distribution changes.

4.12Continuous Monitoring and Model Updating

We propose continuous monitoring of precision, recall,
false-positive rate, fraud-loss rate, alert volume, prediction
latency, and population-level changes in feature
distributions. The monitoring system would compare
current production performance against predefined
acceptable ranges.
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If fraud patterns change substantially, the bank could initiate
a model-review process and determine whether retraining,
recalibration, feature modification, or threshold adjustment
is appropriate. Model updates should be subject to
appropriate validation and change-control procedures rather
than being automatically deployed without review.This
continuous-monitoring approach is particularly important
because the OCC's current supervisory framework
emphasizes ongoing validation and monitoring as
components of sound model-risk management.

4.13Security and Privacy Considerations

The proposed implementation must also protect the
machine learning infrastructure itself. Because the fraud-
detection model becomes part of the bank's security
architecture, unauthorized access to the model, training
data, feature-processing pipeline, or prediction API could
create additional security risks.

We therefore propose strong access controls, encryption,
audit logging, secure API authentication, model-version
management, data-quality monitoring, and monitoring for
suspicious manipulation of model inputs. Production
deployment should also include controls for adversarial
manipulation, data
extraction, and compromised upstream data sources.

poisoning, unauthorized model

The model should be treated as one component within the
bank's broader cybersecurity architecture rather than as a
standalone security mechanism.

4.14Practical Deployment Strategy

We propose a phased deployment strategy for U.S. banking
institutions. During the initial phase, the XGBoost model
would operate in a shadow or monitoring mode, generating
risk scores without directly affecting customer transactions.
This would allow the bank to compare model predictions
with existing fraud-detection outcomes and investigate
false-positive and false-negative behavior.

During the second phase, the model could be introduced
into selected transaction categories or customer segments
with conservative thresholds. Performance and operational
impact would be monitored before expanding the
system.During the final phase, the model could become an
integrated component of the bank's real-time fraud decision
engine. Even after production deployment, the model would
continue to operate under monitoring, validation, and
governance controls.This phased strategy reduces
implementation risk and allows the bank to establish
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evidence of operational effectiveness before relying on the
model for broader transaction decisions.

4.15Implications for the U.S. Banking Industry

The results indicate that machine learning can provide an
effective analytical layer for modern banking fraud
detection, particularly when models are evaluated using
metrics appropriate for highly imbalanced financial data.
Our analysis suggests that XGBoost provides the strongest
overall balance among fraud-detection performance, false-
positive control, interpretability, and deployment feasibility.

The proposed approach is also consistent with the current
direction of U.S. banking technology. The OCC has
identified real-time fraud and anomaly detection as an
existing banking Al use case while also recognizing that Al
adoption introduces model, cybersecurity, and compliance
risks. The OCC's 2026 risk perspective also identifies fraud
and cyber threats as continuing concerns for the U.S.
banking sector.

Therefore, our findings support an implementation strategy
in which machine learning operates as an intelligent risk-
scoring layer within a broader banking-security ecosystem.
The objective should not be to replace existing fraud
controls, but to augment them with adaptive predictive
analytics capable of identifying complex transaction
patterns.

4.160verall Findings

Overall, our experimental comparison indicates that
ensemble machine learning methods provide the strongest
solution for the proposed fraud-detection problem. Among
the evaluated algorithms, XGBoost provides the best overall
balance between fraud detection capability and operational
suitability, while LightGBM provides a highly competitive
alternative with particularly attractive computational
efficiency.

We therefore recommend XGBoost as the primary model
for the proposed secure banking fraud-detection
architecture. However, we do not interpret the public
Kaggle benchmark as sufficient evidence for immediate
production deployment in a U.S. bank. Instead, we view it
as an initial proof-of-concept demonstrating the predictive
capability of the approach.

Before deployment in an actual U.S. banking environment,
the model would need to be retrained and validated using
institution-specific  transaction data, subjected to
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independent model validation, tested for robustness and
security, calibrated to the bank's fraud-loss and customer-
friction objectives, and incorporated into an appropriate
model-governance  framework. The U.S.
interagency guidance explicitly emphasizes that model-risk
management should be proportionate to the institution's risk
profile, complexity, and use of models.

current

Consequently, the principal contribution of our study is not
simply the identification of the algorithm with the highest
classification score. Rather, we demonstrate a complete
pathway from machine learning-based fraud prediction to a
practical, risk-based, and governable banking-security
architecture. This integration of predictive performance,
software-system design, real-time risk scoring, and model
governance makes the proposed framework particularly
relevant to the modernization of secure banking software
systems in the United States.

5. Conclusion

In this study, we investigated the use of machine learning
for real-time fraud detection and risk prediction in secure
banking software systems. We evaluated five supervised
learning approaches—Logistic Regression, Random Forest,
XGBoost, LightGBM, Network—with
particular attention to the challenges that make financial
fraud detection different from conventional classification

and Neural

problems. These challenges include severe class imbalance,
evolving fraudulent behavior, false-positive costs, real-time
processing requirements, and the need to integrate
predictive models into secure and reliable banking software
architectures.

Our comparative analysis demonstrates that model selection
for banking fraud detection should not be based on accuracy
alone. Because fraudulent transactions represent only a very
small proportion of total financial transactions, a model can
achieve high overall accuracy while still failing to identify
a meaningful number of fraudulent transactions. Therefore,
we considered precision, recall, F1-score, ROC-AUC, false-
positive rate, and detection latency as complementary
measures of model effectiveness. Among the evaluated
approaches, XGBoost provided the strongest overall
balance between fraud detection capability and operational
requirements, while LightGBM demonstrated competitive
predictive performance with particularly attractive
computational efficiency. Logistic Regression provided an
interpretable baseline, Random Forest offered robust
nonlinear classification, and the Neural Network
demonstrated the potential of more complex learning
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architectures. The comparative results therefore support the
use of ensemble boosting methods as strong candidates for
real-time financial fraud detection.

An important contribution of this research is the connection
between machine learning performance and secure banking
software implementation. Rather than treating fraud
detection as an isolated classification task, we proposed an
architecture in which the selected model produces a fraud-
risk score that can support transaction-level decisions. Low-
risk transactions can proceed through normal authorization
processes, medium-risk transactions can trigger additional
verification or step-up authentication, and high-risk
transactions can be directed toward investigation or
temporary blocking. Such a risk-based architecture allows
machine learning to function as a decision-support layer
within existing banking security infrastructure rather than as
an independent replacement for established authorization,
authentication, and fraud-management mechanisms.

The study also highlights the importance of model
governance, explainability, security,
monitoring in financial applications. A model that performs
well during offline experimentation may lose effectiveness
when transaction patterns, customer behavior, attack
strategies, or financial environments change. Consequently,
practical deployment requires continuous monitoring of
model performance, false-positive rates, data quality, model
drift, prediction latency, and changes in fraud patterns.

and continuous

Model validation, controlled retraining, access control,
secure data pipelines, audit logging, and human oversight
should also be incorporated into the software lifecycle.
These requirements are particularly important in U.S.
banking environments, where automated decision-support
systems must operate within broader expectations for
cybersecurity, risk management, consumer protection,
privacy, and responsible model governance.

The findings should nevertheless be interpreted within the
limitations of the experimental dataset. The publicly
available credit-card fraud dataset used in this research is
highly imbalanced and contains anonymized features, while
its transaction history represents a relatively limited period
compared with the continuous and heterogeneous data
environments of modern  banking institutions.
Consequently, the experimental findings demonstrate
comparative model behavior in a benchmark setting rather
than guaranteeing equivalent performance in a production
U.S. banking environment. Real-world implementation
would require institution-specific transaction data, broader
temporal coverage, additional behavioral and contextual
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features, rigorous temporal validation, and testing under
realistic transaction volumes and latency requirements.

Future research can extend this work by incorporating
streaming transaction data, behavioral biometrics, device
and network intelligence, merchant information, transaction
sequences, and graph-based relationships among customers,
accounts, merchants, and devices. Advanced approaches
such as online learning, graph neural networks, transformer-
based architectures, ensemble models, and adaptive
threshold optimization could further improve the detection
of previously unseen fraud patterns. Future studies should
also investigate explainable artificial intelligence, fairness,
privacy-preserving  machine  learning,  adversarial
robustness,
Evaluating these approaches using large-scale, temporally
separated, real-world banking datasets would provide
stronger evidence regarding their suitability for production
deployment.

and automated model-drift detection.

Overall, this research demonstrates that effective banking
fraud detection requires more than selecting the machine
learning model with the highest classification score. A
successful solution must combine predictive performance,
low false-positive rates, real-time
explainability, cybersecurity, governance, and integration
with existing banking software. The results indicate that
XGBoost is a strong candidate for the proposed architecture,
but its value ultimately depends on how effectively it is

responsiveness,

integrated, monitored, validated, and governed within a
secure banking ecosystem. By connecting machine learning
model evaluation with practical software architecture and
risk-based decision-making, this study provides a
foundation for developing more adaptive, scalable, and
secure real-time fraud detection systems for modern
banking environments.
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