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Lab 1: Testing Lab connectivity

Objectives

After completing this lab, you will become familiar with the lab environment and prepare for the
workshop activities.

Overview

The Remote Lab provides with all required equipment to complete the workshop activities. You should
know the purpose and access procedures for this equipment. Juniper Mist web Ul could be changed over
the time and will not match screenshots in this workshop. Ask your instructor for assistance if you
struggle finding required settings in Juniper Mist.

MGMT PC: This client is used for remote lab management access, traffic analysis, and to access the
switch’s CLI via SSH.

PC-1: This wired and wireless client is used for connectivity testing.

PC-4: This wired and wireless client is used for connectivity testing.

Edge-1 switch: This is the AOS-CX edge switch.

Edge-2 switch: This is the Junos OS EX4100 edge switch.

Core-1 switch: This is the primary AOS-CX core switch.

Core-2 switch: This is the secondary AOS-CX core switch.

Core router: This is preconfigured virtual AOS-CX core switch used to connect table devices to Internet.
AP-1: This is the HPE Aruba Networking AP connected to your Edge-1 on port 1/1/2.

AP-2: This is the HPE Juniper Networking AP connected to the Edge-2 port on 0/0/2.

OOBM switch: You have NO access to this switch; it connects the OOBM ports of the lab switches.

DNS/DHCP: This server provides DHCP, DNS, and NTP services for the lab devices. You have NO access
to this server.

CPPM: This is ClearPass Policy Manager server, an AAA RADIUS solution for your network environment.

HPE Aruba Networking Central: This is Cloud-Native network management and automation platform
access with assigned table credentials.

HPE Juniper Networking Mist Al: This is Al-Native, cloud-based network management and automation
platform access with assigned table credentials.
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Task 1-1: Remote Lab access

Objectives
Validate remote lab connectivity and ability to log in.

Ensure that you have remote lab access during this workshop.

Steps

Launch a web browser in private or incognito mode on your local computer and access the Remote Lab
web portal at the URL: https://arubatraininglab.computerdata.com.

Enter your username and password and click the Sign in button (alternatively use a link from email if
you receive it after the registration for this workshop).

Sign in
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Task 1-2: Testing connectivity

Objectives
Test connectivity and admin credentials for each of the devices.

Connect and log into the lab devices and client PCs using Remote Lab network diagram.

Steps

MGMT PC
The MGMT PC is used for remote device management access.

To connect to the MGMT PC desktop, right-click the lab diagram icon and select Open Desktop.

D I_Er"' Open Desktop |

—

MGMT PC

A new browser tab will open with a remote desktop. Verify that you can view the remote desktop.
Edge-2

This is Juniper EX 4100 switch where Juniper access point and PC-4 testing client are connected. This
switch is not provisioned in Mist Al yet and will be provisioned and managed in Mist Al in the following
labs.

Locate MTPUTTY or Putty application on MGMT PC Desktop and launch it.
Connect to Edge-2 switch with SSH using saved session or type IP address 10.251.1.10.

Login with admin/Arubal23! credentials. Verify the hostname is sw-edge.

login as: admin

Keyboard-interactive authentication prompts from server:

| Password: Arubal23!

End of keyboard-interactive prompts from server

Last login: Sun Apr 19 18:41:45 2026 from 10.251.1.90

--- JUNOS 22.4R3.25 Kernel 64-bit JNPR-12.1-20231013.108e0b3 buil
{master:0}

admin@sw-edge>
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Take note of the Juniper EX switch information. Enter command “show system information”.

admin@sw-edge> show system information
Model: ex4100-f-12t

Family: junos-ex

Junos: 22.4R3.25

Hostname: sw-edge

Confirm that there is only admin user configured on the switch with “show configuration system login”
command. Make sure user mist is configured.

admin@sw-edge> show configuration system login
user admin {

uid 2000;

class super-user;

authentication {

encrypted-password

"$6$1Y04D4zw$1EF8YFF.pI1I1f0OV8sVa/owtdcvg87oWECsEeilHFDyM6uNa2mIpyBshg6ArI3gloyvKKrsFCEe
GBiFKvGdOul"; ## SECRET-DATA

}
i

Core-1 and Core-2
These 6300 AOS-CX switches are preconfigured as VSX peers with VLANs, SVIs and VSX LAGs.
Open SSH connection from MGMT PC to Core-1 using saved sessions or type IP address 10.251.1.2.

Log in with admin/Arubal23! credentials. Verify the prompt is sw-corel.

login as: admin
admin@10.251.1.2's password: Arubal23!

sw-corel#

Validate VSX cluster state on sw-corel with “show vsx status” command.

sw-corel# show vsx status
VSX Operational State

ISL channel : In-Sync
ISL mgmt channel : operational
Config Sync Status : In-Sync
NAE : peer_reachable
HTTPS Server : peer_reachable
Attribute Local Peer
ISL link lag256 lag256
ISL version 2 2
System MAC 02:00:00:02:00:01 88:3a:30:a35:06:40
Platform 6300 6300
Software Version FL.10.16.1006 FL.10.16.1006
Device Role primary secondary

Open SSH connection from MGMT PC to Core-2 using saved sessions or type IP address 10.251.1.3 and
log in with admin/Arubal23! credentials. Verify the prompt is sw-core2.

login as: admin
admin@10.251.1.3"'s password: Arubal23!
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Sw-core2#
Edge-1

This is physical AOS-CX 6300 switch where AOS-10 Aruba access point and PC-1 testing client are
connected.

Open SSH connection from MGMT PC to Edge-1 using saved sessions or type IP address 10.251.1.4 and
log in with admin/Arubal23! credentials. Verify the prompt is sw-edgel.

login as: admin
admin@10.251.1.4's password: Arubal23!

sw-edgeltt
PC-1 and PC-4

PC1 and PC4 are wired and wireless testing clients.

To access PC-1 Desktop, right-click the icon in the lab diagram and select Open Desktop.
A new browser tab will open with a remote desktop. Verify that you can view the remote desktop.

Repeat the previous two steps on PC-4.

NOTE: The primary method to configure, troubleshoot and monitor your table switches
will be HPE Aruba Networking Central for AOS-CX 6300 switches and HPE Juniper
Networking Mist Al for EX 4100 Junos OS switch. You can use SSH from MGMT PC to
connect to your table switches with local CLI and you can use remote console
connection to your table switches for troubleshooting in case if they are unreachable.
To connect to your table switches with a remote console, right-click the lab diagram
icon of one of your table switches and select Open Console.
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Task 1-3: HPE Juniper Networking Mist Al access

Objectives
Test access to your table Mist Al organization with provided credentials.

Validate that Mist Al organization is ready for the workshop.

Steps

Find your Mist Al credentials on the WebGate page with the network diagram and take notes about
your table and POD numbers. In this example table number is 11 and POD numberis 67 (P —POD, T
- table).

Campus Access Fundamentals -|P67T11

HPE Aruba Metworking Central Credentials
Username: p67t11@arubatraininglabs.net  Password: MACMFT7s
URL: https://commeon.cloud.hpe.com - Click "Sign on with 550"

I Mist Al user: juniper@computerdata.com, password: Arubaiz3! I

Core vCX.-Switch NAT Device f_f
/AN N

Navigate to https://manage.mist.com webpage and type Mist Al username and click Next.
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(&) 52 O+ manage.mistcom

Al Is In the Air™

.'l-I Juniper Mist”

juniper@computerdata.com

Enter your Mist Al password and click Sign In.

&« C @ 52 manage.gc2.mist.com/signin.htmi?e=FYVwdgl

Al Is In the Air™

juniper@computerdata.com * Global 04

.1.' Juniper Mist”

e0000000e (@]

-or-

& sign in with Google

Click on your table number from the list of organizations to access Mist Al instance assigned to your

table (In this example, it’s table 11).

Lab 1: Testing Lab Connectivity
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& C © & Or managegc2.mist.com/cloud.html#laccount

Al Is In the Air™

juniper@computerdata.com * Global 04

-~ . .
.'I Juniper Mist

View Organization:

p67-t11

p67-t12

Create Organization

View Account

Mist Courses

Cloud Ports and Endpoints

After successful login you will be redirected to Mist Al home page. Close “Getting Started” pop-up
windows. At the start of class state you will have only one Access Point Connected.

U C @ &2 manage.gc2 mist.com/admin/?org_id=f52d87c5-1f89-431f-83ca-51983460a3 1e#!dashboard/insights/5f3fc397-7bfd-404f-bc78-7c90a0aa907 1
Juniper Mist ’ P67TIN
@) Monitor Monitor | wieess | wiea | wan Primary site ¥ Today = | [BEA| Classic View
=) marvism
Current Values @
1 Access Point 0
Wi-Fi Clients

(] Access points 1
[5] switches i

Clients

W wireless W Wired
(&) wan Edges
S Mist Edges
<7 Location
ooll Anatytics
&L site
@ organice 12:00 AM Apr 22 - 1:50 PM Apr 22
DA 12:00 AM 3:00 AM 00 AM 10 AM 12:00 PM
i
Bse
Wireless || Wired [_| WAN
Alerts & All ocritical 0warning 0 Information
Alert Recurrence First Seen Last Seen

Navigate to Organization at the bottom of the left-hand sidebar menu and select Inventory.
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@ &2 manage.gc2.mist.com,/admin/?org_id=f52d87c5-1f89-431f-83ca-5198346

Juniper Mist™ ' P&7-T11
@ Monitor Mon]tor E Wired | WAN | Insights Primary Site ~ Today ~
. Marvis™

Users

2 clients

E] Access Points

[5] switches System Changes

@ WAN Edges

D misted
5 ges
= Audit Logs Application Policy Campus Fabric Device Profiles

4 Location Applications Switch Templates Labels

[] Mobile Hub Profiles RF Templates
pOll Analytics

Settings Network Topology WLAN Templates
O ..
oo Site Site Configuration Netwarks

@ Organization Subscriptions WAN Edge Templates

Select Switches tab and confirm that no switches are listed.

Juniper Mist™

@ wonitor

. Marvis™
O ciients

[*] Access points

Switches

@ WAN Edges

@ 52 manage.gc2.mist.com/admin/?org_id=f52d87c5-189-43 1f-83ca-51983

31e#laplnventory/switches

ﬂ P67T11
| nve nto [’y Access Points D WAN Edges | Mist Edges | Installed Base Entire Org ~

Status Name MAC Address Model Site Serial Number

I There are no Switches foundlin this organization

Navigate to Organization -> Site Configuration and confirm that you have only Primary Site by default.
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@ &2 manage.gc2.mist.com/admin/?org_id=152d87c5-1f89-431f-83ca-51983460a3 1e#!configuration
Juniper Mist™ ' P67-T11
@ Monitor Sites

. Marvis™ Q, Filter

r&’, Clients

Name » Country RF Template Time Zone

E] Access Points - L
Primary Site United States - America/Los_Angeles

Switches
@ WAN Edges
S5 wist Edges

Audit Logs Application Policy Campus Fabric Device Profiles
q Location Inventory Applications Switch Templates Labels

[] Mobile Hub Profiles RF Templates
ool Analytics

Settings Network Topology WLAN Templates

| = [
EEEEE Networks

@ Organization Subscriptions WAN Edge Templates

Navigate to Organization > Settings.

(+) waN Edges

S mist Edges

Audit Logs Application Policy Campus Fabric Device Profiles
4 Location Inventory Applications Switch Templates Labels
Mobile Hub Profiles RF Templates
n[][] Analytics
Network Topology WLAN Templates

oo Site Site Configuration Networks

@ Organization Subscriptions WAN Edge Templates

Review Mist Al Organization settings page. On this page you can find and change organization name
with sufficient authorization, manage Single sign-on settings, configure password policy, change the
session policy, enable/disable remote shell access to your devices, schedule firmware upgrade for
devices per site, manage your APl Tokens and configure Mist Al integration with other solutions.
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Juniper Mist

@ Monitar

(=) marvis™
rE\J\ Clients

E] Access Points
Switches

[S] WAN Edges

S5 mist Edges

4 Location
nEI[l Analytics
o site

n P67-T11
Organization Settings

Organization Name

Organization ID
f52d87c5-1f89-431f-83ca-51983460a3 1e

Managed Service Provider

Password Policy
Enabled Disabled

Session Policy
Session Timeout after minutes

Inactivity Timeout after minutes

Switch Management

Switch Proxy
() Enabled

® Disabled
Device Management
|| Disable Remate Shell Access

Role Based Remote Shell Access | BETA
Enabled (® Disabled

Roles Access

Super User

(5]

Management Connection

DHCP

L2TP Management Tunnel

Support Access

Allow Mist Support Team to access your Mist
Organization

Allow Mist to capture packets in order to analyze

errors and improve diagnostics

Mist Certificate

CA certificate for use by RadSec servers to validate
certificates presented by Mist APs. Copy this certificate

to all RadSec servers.

ficate

RadSec Certificates

CA certificates for use by Mist APs to validate
certificates presented by RadSec servers.

Add a RadSec certificate

AP RadSec Certificate

Signed certificate for use by Mist APs to identify
themselves to RadSec servers.

Add AP RadS:

certificate

SSL Proxy Root Certificate

View Certificate

P DURT o RS Py Ry, .

Single Sign-on
Identity Providers

Name Type Issuer

CPPM SAML

Roles

Name Access

Installer

Graceperiod | 7 days
[Z Allow all devices after grace period

[Z] Allow extra sites after grace period

Webhooks

Name Status

Signing Algorithm 550 URL

MNo. Topics

Site Access

Add Webhook

Deliveries

Navigate to Organization > Subscriptions and explore the page. On this page you have access to
Add/Renew subscriptions in the top-right corner, apply activation code and review available
subscriptions. In this case you should see a list of Trial subscriptions and only one Wi-Fi Management
and Assurance subscription in use. Later you will onboard EX switch to Mist Al and it will be auto-
assigned with Wired Assurance subscription.
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Juniper Mist” n P&7-T11

@ wonicor Subscriptions [EEEE ow

. Marvis™ Subscription Type

Asset Visibility

,E.E\ Clients

E] Access Points
Switches

@ WAN Edges

S5 Mist Edges

4 Location

n[][] Analytics

oy site

@ organization Wi-Fi Management and Assurance

Wired Assurance 12

Usage

Sites with Usage

0

o

o

0

Click on “Support Tickets and Documentation” button with the “?” icon to access the drop-down menu
with several options. Click on “Cloud Status” to check Mist Al status and any recently reported
issues, click on “Ports & Endpoints” to access the documentation with a list of Firewall ports required
for different Juniper devices to communicate with Mist Al, click on “Mist Documentation” to find
more information about Mist Al and “API Documentation” to get the access to MIST Al REST API

resources.

Support Tickets — allows you to manage TAC support tickets.

Cloud Status — displays MIST cloud status for different regions along with previous incidents details.

Ports & Endpoints — gives you a quick link to a documentation with TCP ports listed required to
access the admin portal, run API calls, used to communicate with managed EX switches, Mist

APs, Mist Edges, SSR devices and SRX Gateways.
Mist Documentation — redirects you to Mist documentation.

APl Documentation — reveals APl overview and explanation about how to use it.

Courses — allows you to start or resume Mest technology and Wi-Fi basic free courses.

Feature Updates — quick link to the Mist documentation with details about latest updates.
Firmware Updates — details about Access Points firmware versions and bug fixes.
Juniper Support Portal — Juniper Support Insights on Juniper Support Portal.

Terms of Use — Juniper General Terms and conditions.

Lab 1: Testing Lab Connectivity
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& ¢y & H =

Change language (en) ~ | WEDZS1Pm 2 O

Apply Activation Code ' Support Tickets
Cloud Status

Last Renewal Parts & Eﬂdp01m
Mist Documentation
APl Documentation
Courses
Feature Updates
Firmware Updates
Juniper Support Pertal

Terms of Use

Click on Marvis icon in the top-left or bottom-right corner.

@ o Change language (en) ~ | WED 2557 0 @
bscriptions SRS e ... ..-cvor- )

o
0
o
0
o
o
0
0
0
0
0
0

Ask Marvis a question about Juniper devices you have in Mist Al: “How many switches do | have?”,
“How many access points do | have?” Feel free to ask additional questions to practice with Marvis.
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How many access points do | have?

| found 1 Active AP in your org since 12:00 AM Apr 22nd.

You can find it below:

Name Mac w
70:90:41:40:5a:60 70:90:41:40:5a3:60

£ 110f1 ¥

For detailed information, please visit the page below.

How many switches do | have ?

Sorry, | can't find any Active Switches since 12:00 AM Apr
22nd.

Inventory |00
N 2

[ + [Message I

NOTE: You may spend some additional time to explore Mist Al web interface and

become more familiar with menu options and how it’s organized.
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Task 1-4: HPE Aruba Networking Central access

Objectives
Test access to your table HPE Aruba Networking Central customer with provided credentials.

Validate that HPE Aruba Networking Central customer is ready for the workshop.

Steps

Find HPE GreenlLake credentials required to launch HPE Aruba Networking Central Service on the

WebGate page with network diagram.

Campus Access Fundamentals —|P67T11

HPE Aruba Networking Central Credentials
Username: po7t11@arubatraininglabs.net Password: M4CMF7s
URL: https://commen.cloud.hpe.com - Click "Sign on with 550"

Mist Al user: juniper@computerdata.com, password: Aruba123!

NAT Device
Core vCX-Switch

AN

Navigate to https://common.cloud.hpe.com, click on Sign in with SSO button.

Slgn In Try new sign in

Usemame

[] Remember Me

OR

( | sign in with ss0 | )

Need help Signing in?

New to HPE? Create account

Enter your HPE GreenLake username from step 1 and click Next.

Lab 1: Testing Lab Connectivity
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https://common.cloud.hpe.com/

Sign In with
Single Sign-On

Sign in and access HPE's cloud services.

Email”

p67t11@arubatraininglabs.net

Signing In Is your acknowledgement of the
HPE Terms of Use.

Looking for HPE GreenLake Central?
Sign In Here

Enter your username and password from step 1 and click Log In.

Login — ClearPass X +

@ o arubatraininglabs.net,

HPE networking LlEalrass
Login

Please login to the network using your username and password.

Username: |p6?t1l@arubatraininglabs.net |

Password: |ounu |

[Logn |

Contact a staff member if you are experiencing difficulty logging in.

Click on greenlake by HPE logo in the top-left corner if it doesn’t show your workspace.

greenlake ceru
— Y E

Welcome to HPE GreenLake

Click on View service catalog.
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= greenlake . Qs

Getting started

Recent services

Widgets

User overview

8"‘ Manage workspace
11l Set up this workspace, users, access and more.

arch HPE GreenlL ake Platform

Dismiss

Take the welcome tour

[=]s]
[=]a]

dashboard.my_services.empty

> Subscription overview
Device subscriptions

Total 25 Expiring within 30 Expiring within 90
days days

®  Adive 1

@  Inaciive 24

@  Unverified 0 0 ©®15

Take a guided tour to learn about GreenlLake cloud step
by step.

Edit widgets
Device summary >
Q total devices
Require ]
assignments
Require ]

subscriptions

™ Assigned & 9

Select HPE Aruba Networking Central.

p67-t11 v
— by HPE

Services

My services
Service subscriptions

Catalog

Q, Search HPE Greenl ake Platform

Discover and manage services.

Service catalog
View all cloud services.

Q, Search by name and description

2 item(s)

Networking

HPE Aruba Networking Central

Manage campus, branch, SD-WAN & data center
networks with Al, automation & security.

-

User Experience Insight

Monitor network and application performance
from end users' perspective for rapid
troubleshooting.

_)
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= greenlake
& S/HBE

< Service catalog

PoT-111 Q  Search HPE GreenlLake Platform

HPE Aruba Networking Central

Networking

Overview Regions (1)

Overview

Manage campus, branch, SD-WAN & data center networks with Al automation & security.

Network and security services orchestration and management for WLAN, LAN, and WAN infrastructure across campus, branch, data center, cloud,

and remote worker locations - all delivered from a single point of centrol using AlOps and automation

Capabilities

« Surface and resolve issues before users ever nofice them with Al-powered insights.

* Streamline operations across wired, wireless, and WAN

* Single point of visibility and control to oversee every aspect of wired and wireless LANs, WANs, and VPNs across campus, branch, remote, and
data center locations.

Establish the right network foundation for zero-frust security and SASE architectures while ensuring users have fast, secure access no matfer
how or where they connect.

Contact sales 2 E

Details

Supported workspace types
Standard Enterprise Workspace
Managed Service Provider Workspace
MSP Tenant

Service ID (for SAML authorization)
683da368-66cb-4ee7-90a9-ec1964768092

Documentation

h b | 4§ ",

n
CE)

latest/content/home.htm%27,

This should successfully launch HPE Aruba Networking Central service.

HPEJL.LS  cenmal Q
Network Overview

= - . . .
=) Access your network organization, configuration and operations from a single pane of glass.

Classic Central

Sites ] Configuration Health . Client Health £l Device Health >
Sifes by health Nefwork configuration and Its health Cllent type and Ifs health. Device fype and ifs health.
Health Devices. Client Type Health Device Type Health
® Feature not avallable for devices configured
through Classic Central.
Alerts E Client Connectivity Metrics ey s
Active alerts aggregated Into categories. Client connectivity successful connection rate and a breakdown by connectivity step.
Categories Aerts ByClient = By Attempt Last3 hours  ~
Client o . . .
No client onboarding data available.
Davice o This may be due fo no recent client attemps or clients connecting only on access points with Incompatible
firmware (JAP <8.11 or AOS <10.5). Upgrade firmware fo verslon o enable visibllity.
LAN o
WLAN ]
Inventory and Subseriptions Insights
Device and subscripfion summary. 0 for

Use toggle in the top-right corner to switch between Classic Central and New Central modes.
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Classic Central ga A

88 Bk &

Device Health 2
Device type and Iis health.

Device Type Health

Switch to Classic Central mode and navigate to Devices > Access Points. Conform that you have 1
Online Access Point.

greenlake 88

HPEZL, central o o Classic Central ) L N ORF-Y
Customer: p67-t11 e ® ih [ ®
Access Points Switches Gateways Sumanany Contg

@ Global
Access Points Online o Offline Radio:
1 [ 2
o
o B Access Points (1) J O
e [ e | a2 e EreTRyv—

2 Guests
[ Applications
@ Security

& Network Services

Switch to Switches tab and confirm that you have 3 Online Switches.

oo
greenlgkpeE iz

HPEZ.255 central Q Classic Central () i OIS

Customer: p67-t11 [©] @ il ®
Access Points Gateways Summary
@ Global
SWITCHES ONLINE o OFFLINE
3 1]

BR Overview

SWITCHES (3) L e
Devices
Y Device Name Type Clients Alerts Config Status Last Seen Usage

o Clients e e

sw-corel ADS-CX 0
o 205-0x o
24 Guests sw-core2

sw-edgel
Applications

Q security

& Network Services

Click on Organization section in the left-hand sidebar menu and confirm that you have only 1 group
(default), not sites, no labels and 9 Device Preprovisioning.
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greenlake
— by HPE

Customer: p67-t11
@ Global

BB Overview
@ Devices

3 Clients

2, Guests

[® Applications
Q Security

¥ Network Services

Q Alerts & Events

B Audit Trail

2, Tools

HPEZSLES | Central

Q

Network Structure Platform Integration

Groups

1

Groups

1 unprovisioned devices

Install Manager

O Site installations in progress
O Authorized installers

QR Codes

Classic Central T 202

Sites Labels
Sites Labels
4 unassociated devices 4 unassodiated devices
Device Preprovisioning Certificates
Devices Certificates

NOTE: You may spend some additional time to explore HPE Aruba Networking Central
web interface and become more familiar with menu options and how it’s organized.
At the start of workshop state all devices are not managed in HPE Aruba Networking

Central.

You have completed this lab!
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Lab 2: Day 0: Onboard Juniper EX switch to
Mist Al

Objectives
Create Site and Switch Template in Mist Al.
Adopt Juniper EX Switch in Mist Al and assign to Site.
Validate and monitor Juniper EX Switch connectivity to Mist Al.

General switch configuration.

Overview

After completing this lab, you will learn how to onboard Juniper EX switch to Juniper Mist Al and
troubleshoot connectivity to Mist Al. Juniper Mist web Ul could be changed over the time and will not
match screenshots in this workshop. Ask your instructor for assistance if you struggle finding required
settings in Juniper Mist.
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Task 2-1: Create Site and Switch Template in Mist Al

Objectives
Create and configure Sites in Mist Al

Create, configure and assign Switch Templates in Mist Al

Steps

Navigate to https://manage.mist.com web page and login to your table Mist Al organization as
explained in Task 1-3.

NOTE: Make sure that the right Mist Al organization is selected. In this example POD
number is 67 and table number is 11.

Juniper Mist” n
@ wonitor Monitor E Wired | WAN | Insights Primary Site ~

. Marvis™
Users
,cﬁ’\ Clients
E] Access Points
[5] switches System Changes A

oroean x i Campus Access Fundamentals {P67T11

HPE Aruba Networking Central Credentials

H Username: p67t11@arubatraininglabs.net  Password: MACMFTs

B Course Qutiine ¥ URL: https://common.cloud.hpe.com - Click "Sign on with 550"
i Mist Al user: juniper@computerdata.com, password: Aruba123!

? Help & Support

Core vCX-Switd

Click on “site Primary Site” next to Insights at the top of the page to confirm that you have only one
site configured.

Lab 2: Day 0: Onboard Juniper EX switch to Mist Al 25


https://manage.mist.com/

@ WAN Edges

S5 wist Edges
4 Location
n[][] Analytics

oL site

@ Organization

Juniper Mist ﬂ PE7-T11
@) Monitor Monitor [: Wired | WAN | Insights Today ~

Entire Org ~ Site  AccessPoint  Client
[ marvis™ —_—

Users Eearch by Site Mame or Site Group Q

[s)] i
—n Clients Primary Site

B Access Points

Switches System Changes

[\T,] WAN Edges

4 Location

n[][] Analytics

Navigate to Organization > Admin > Site Configuration.

Administrators Application Policy Campus Fabric Device Profiles
= Settings
Audit Logs Applications Switch Templates Labels
Inventory Hub Profiles RF Templates o
5
Maobile Network Topology WLAN Templates o
DHCP 5
Settings Networks
WAN Edge Templates =
5
WAN Topology ™
5
5
Click on Create Site.
Juniper n PE7-T11 Change language (en) = | THU338PM 2. Q (2
@ Monitor S ites
. Marvis™ Q. Filter /
1-10f1
,Q.’, Clients
Name a Country RF Template Time Zone Address Site Groups Notes Insights
E] Access Points . . .
Primary Site United States - America/Los_Angeles Site Insights
EI Switches
@ WAN Edges
S5 mist Edges
4 Location
nﬂ[] Analytics
oo Site
@ Organization
26
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Complete the following information:

Information Site Name: p<pod>t<table>-site (example for POD 67 and table 11: p67t11-site).

Information Country: United States

Information Time Zone: America/Detroit

Location: 29299 Franklin Road Southfield, MI, USA

Click Save button in the top-right corner.

Juniper Mist

@ Monitor

. Marvis™

2 Clients

B Access Points

Switches

@ WAN Edges

% Mist Edges
V Location
nﬂU Analytics
o Site

@ Organization

¢ Site euration: New Site

~ Site

Information

Site Name

p67t11-site
Country
United States

Time Zone

|America:‘Detm\t (GMT -05:00/-04:00) |

MNotes

Add Notes

Site Proxy

Proxy URL

's)
5

Change language (en) ~ | THU3:58PM 8

Save Cancel

Location

Location Search (or click on the map)

29299 Franklin Road Southfield, M1, USA

[T

CHARING cf 7
La

Birmingham

Beverly Hills
Farmington . Berkle
Hills
+ Southfield
o D) Ok Pz
. | (:s jur
Map Satellite
Go gle Map dsta ©2026 Google  Terms
Street Address
Latitude Longitude

Confirm that your new site is displayed in the list of sites.
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Juniper

@ Monitor
Marvis™

Clients

Access Points

Switches

WAN Edges

Mist Edges

Location

Analytics

Organization

Juniper

@) Monitor
Marvis™ Q

22 ciients

) etz

ﬂ PE7-T1M Change language (en) ~  THU4 2 2
Sites Create site
1-20f2
Name £ Country RFTemplate  Time Zone Address Site Groups Notes Insights
United States America/Detroit 29299 Franklin Rd, Southfield, M148034, USA Site Insights
Primary Site  United States AmericasLos_Angeles Site Insights
Navigate to Organization > Wired > Switch Templates.
ﬂ P67-T11 Change language (en) ~  THU403 & Q G
Sites Create Site
1-20f2
Name » Country RF Template Time Zone Address Site Groups Notes Insights
p67t11-site  United States  — America/Detroit 29299 Franklin Rd, Southfield, M1 48034, USA Site Insights
Primary Site  United States America/Los_Angeles Site Insights

Switches
(+) wan edges

D wmist £
= Mist bages dit Logs

Inventory

<7 Location

Mobile
un[] Analytics
Settings

[= .
oo Site Site Configuration

@ Organization

Hub Profiles
Netwark Topology
Networks

WAN Edge Templates

WAN Topology

Campus Fabr

Device Profiles
Labels
RF Templates

WLAN Templates

Click Create Template.
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Juniper Mist o P67-T11 Change language (en) = | THU443PM 2 Q (2

ORI C:iich Templates

[@®) marvis~ 0 Templates
Template Sites Switches
2, clients
(] Access points There are no Switch Templates in this org

Switches

(&) wan Edges
S mist Edges
<7 Location
ool] Anatytics
oy site

NOTE: Template could be exported and imported in JSON format.

Import Config

File is required

Config File (JSON file supported) *

G Drag and Drop o Click to upload an attachment

Name *

Cancel

Name your template as p<pod>t<table>-swTemplate (example: p67t11-swTemplate) and click
Create.

NEW TEMPLATE

Template Name

| p67t11-swTemplate

Enter NTP server IP address 10.254.1.21 and DNS server IP address 10.254.1.21 and then click Save.
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Change language (en) ~ | THU4s2PM 2 Q (7

@ Monitor
& s

5 p67t1 1 ’SWTemplate Delete Template

INFO APPLIES TO SITES

2. clients

Name
0 . O B Assign to Sites
=] ints | po7t T-swTemplate ‘ sites switches

All Switches Configuration

AUTHENTICATION SERVERS NTP CLI CONFIGURATION
Authentication Servers INTP Servers [T Additional CLI Commands @ 33
<7 Location
Radius > 10.254.1.21

onl) Ansiytics e eVa
Authentication Servers (comma-separated Hostnames / IPs)

Y
No servers defined
DNS SETTINGS
Add Server OSPE
DNS Servers {153
Timeout ‘ 5 ‘ (0 - 1000 seconds) 10.254.1.21
- OSPF Areas
Retries | 3 | ©-100 (commarseparated IPv4/1Pv and max 5) . .
DNS Suffix [Z10)
Enhanced Timers €
() Enabled @ Disabled Add Area
Load Balance € e )
) Enabled @ Disabled (comma-separated domains and Max 3) VRRP

Review changes and confirm by clicking Save.

Confirm Changes

APPLIES TO SITES

0 sites 0 switches
show only differences [ERCEEEC] * Template or System inherited

¥ DNS Settings

¥ Servers
| e: 1e.254.1.21
¥ NTP

¥ Servers

| 10.254.1.

Your new Switch Template will be displayed in the list with no sites and Switches assigned.
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L)
S

Juniper Mist n PE7T11 Change language (en) « | THU4S5PM 2

Ll S\'tch Templates

@) marvism 1 Template

Template Sites. Switches

D o
2, Clients 0 0

[*] Access paints

(&) wan eages

<7 Location
onl] Analytics
o5 site

@ organization

Click on your switch template name to return to your switch template configuration and then click
Assign to Sites.

n PE7-T11 Change language (en) ~ | THUSI3PM 2 Q (2
¢ switch Templates : p6/7t11-swlemplate Delete Tempiste [
INFO APPLIES TO SITES

(o 0 0 -
" B Assign to Sites
p67ti1-swiemplate sites switches

All Switches Configuration

() wan Edges

o) Mist Edges AUTHENTICATION SERVERS NTP CLI CONFIGURATION
= VISt RO
- Authentication Servers NTP Servers [Z0J Additional CLI Commands © 23
Location _
Radius > 10.254.1.21
onl] Ansiytics .
Authentication Servers (comma-separated Hostnames / IPs)
5 site e ¥
DNS SETTINGS
@ organization Add Server —
DNS Servers {153
Timeout 5 (0- 10.254.1.21
OSPF Areas
Retries 3 (0-100) (comma-separated IPv4/IPv6 and max 5)
DNS Suffix [0
Enhanced Timers €
Enabled @ Disabled A prea
Load Balance @
comma-separated domains and Max 3]
Enabled (@) Disabled { P ) VRRP

Click on “+” icon below Search, then select your new site and click Add.
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Assign Template to Sites

p67t11-swTemplate

APFLIES TO SITES

0 sites 0 switches

Sites

Q. search

[]  siteName A Switches

pE7t11-site 0

Configuration Template

[ Primary Site 0

Confirm that recently created site is listed and click Apply.

Assign Template to Sites

p67t11-swTemplate

APPLIES TO SITES

0 sites O switches

Sites

Q Search

L | pE7i11-site

Cancel

Click Confirm to confirm apply Template to Sites.
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Confirm Apply Template to Sites

The pa7t11-swTemplate template will be applied to the following sites:

+ p67t11-site

m cancel

You should see now 1 site is shown where this switch template is applied. Click Return arrow or
Cancel to return to the list with switch templates.

Changelanguage (en) ~| THUs2ieM O Q
s |p67t11-swlemplate DeleteTemplate [ e -

INFO APPLIES TO SITES &
Name

1 0 p———

peTH 1 1-swiTemplate | sites switches
All Switches Configuration
AUTHENTICATION SERVERS NP CLI CONFIGURATION
Authenticatian Servers NTP servers (2 Additional CLI Commands © 53
Reds v 10.254.1.21
Authentication Servers {comma-separated Hostnames / 1P5)
Y
No servers defined
DNS SETTINGS.
Add Server o

DNs servers [

Timeout | 5 (01000 seconds) 10.254.1.21
OSPF Areas

Retries | 3 | 10-100 (comma-separated IPv1P6 and max 5) .

DNS Suffix
Enhanced Timers € @
) Enabled @ Disabled A A
Load Balance @ -
~ Enabled  ® Diabled (comma-separated domains and Max 3 f—

Switch template is listed now with 1 site assigned.

Juniper Mis 8 rom Changelanguage(en) ~| THUS23PM 2 Q@
@ monitor Switch Templates —
) Marvis™ 1 Template

Template Sites Switches
| p67t11-swTemplate ] I .
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Task 2-2: Adopt Juniper EX Switch in Mist Al and assign to Site

Objectives
Adopt Juniper EX switch in Mist Al.
Assign EX switch to Mist Al Site.

Validate EX switch assignment.

Steps

Navigate in Mist Al to Organization > Admin > Inventory.

Juniper Mist” n P&67-T11

@ wonitor p6/t11-site
. Marvis™

O Configuration Template | p&7t11-swTemplate v

O Clients

(] Access points All Switches Configuration

Switches
AUTHENTICATION SERVERS

@ WAN Edges

D wmistEq
st Edges
= Audit Logs Application Policy Campus Fabric Device Profiles

4 Location Applications Switch Templates Labels

Maobile Hub Profiles RF Templates

n[][] Analytics
Settings Network Topology WLAN Templates

1, site
oo Site Configuration Networks

@ Organization Subscriptions WAN Edge Templates

Retries (0 -100
) ! (comma-separated IPv4/IPv6 and max 5

Select Switches tab at the top of the page. You should see this message: “There are no Switches
found in this organization” since you didn’t add any switches yet.
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Juniper Mist n P67-T11 Changelanguage(en) ~| FRI12Z7PM 2 Q (@
@ Monitor | nve nto ry Access Points m WAM Edges | Mist Edges nstalled Base Entire Qrg ~ Claim Switches Adopt Switches
) marvis Q  Filter
2, clients Status Name MAC Address Model Site Serial Number sku € Version
E] Access Points
cwitenes There are no Switches found in this organization
@ WAN Edges
% Mist Edges
4 Location
n[][] Analytics
Oh site
@ Organization

Click Adopt Switches button.

Juniper Mist ﬂ P67-T11 Change language(en) ~| FRITZZ7PM 2 © (2
@ Monitor ‘ mve ntory Access Points : WAN Edges | Mist Edges nstalled Base Entire Org ~ Claim Switches
=] marvis™ Q Filter
& clients Status Name MAC Address Model Site Serial Number sku @ Version

E] Access Points

5] switcnes There are no Switches found in this organization

@ WAN Edges

% Mist Edges
¢ Location
n[][] Analytics
oh site

@ Organization

NOTE: There are two options you can use to connect Juniper switches to Mist Al:

Claim Switches — used in greenfield scenarios, switches can be automatically added to
the Juniper Mist cloud using the zero-touch provisioning (ZTP) option, or manually by
entering an activation or claim code in the Juniper Mist portal.

Adopt Switches — used in brownfield scenarios, switches being brought into the Juniper
Mist cloud from a previous deployment. This option requires to enter CLI commands
on a switch which you can copy from the Juniper Mist cloud.

Lab 2: Day 0: Onboard Juniper EX switch to Mist Al

35



Read instructions and review the list of Junos OS CLI commands that you need to copy and paste into
your table switch.

Switch Adoption b4

Please check whether your Switch(s) meet the requirements before adopting the Switch: Prerequisites

Apply the following CLI commands to adopt a Juniper switch
Copy to Clipboard

set system services ssh protocol-version v2

set system authentication-order password

set system login user mist class super-user

set system login user mist authentication encrypted-password

$65xZMNbMIHBpCT PeTdvd LQ3fXmsm. 1k//7gNnX1eyb T2ZHNQ2| FegAENrpgelUricwevalHsIPn30njjaVHPQ)wD 25 3jc3 5UWX. jty|Onvn 1
set system login user mist authentication ssh-rsa "ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABEOC OukudeTPRDHOL 3] Y381 5fhY/
LmxEfNTEIEoMXp)kCT7aRwuPMFrkv2PQs7xi97bmk0ZjGnr4 Fp2/4dzZVukPImvogqHNeeMRT 1bOY)gEaMw 1 LEXuy/

CEo|CNz4DHUPg 1wLhKmMriSEcig2 1InMWjDNQs +PyG+4RDZUbWEXqtQJAMHZEQ2nIQ)gGljppRFUdXOPXNE
G+bufspLDuDIVTCQt7BvLoUKtelifdhxL+f3poNWpzX7bAecil/

aRReOHO7pDfj2ee88z+53PtFj9U1)kAUOUCD 1 pODCEJy4GE10Kx2a0zujT1H +YguIRbDDOF2etSwiu)sfrmIWyTeHLKmLgezFFCfYmavtd
rM30GEWOq)ZFLTNQEyzU3HvM1 2LuFXHNDyy6IEB1 qEkxjegEI8SAWVEX3heLMEZSDUoUdKIg23TfeuLuQxMBbygiktv+RzwZo|UyHT
51Eed+BBXSkDgNBIWDQsPISYytNGQEzxSAZ07521 2YoxLb4ROLp2FI0= mist@f52d87c5-1189-4311-83ca-51983460a31e"

set system services outbound-ssh client mist device-id f52d87¢5-1f89-431f-83ca-51983460a31e

set system services outbound-ssh client mist secrat
b9f8a7e50519775a1456022f04265031d9472ff26051f6597bbo6b4e76220fb43442b12e0a5f21d 1f9e40208bf0f535b62de6d2ba37
603ebc7cf268effochfa

set system services outbound-ssh client mist services netconf keep-alive retry 12 timeout 5

set system services outbound-ssh client mist oc-term.gc2.mist.com port 2200 timeout 60 retry 1000

delete system phone-home]

These commands will enable SSH service, create user “mist” with encrypted password and super-
user class, set outbound-ssh client device-id, secret, Netconf and cloud server hostname depending
on the used cluster and region.

Click Copy to Clipboard.

Switch Adoption X

Please check whether your Switch(s) meet the requirements before adopting the Switch: Prerequisites
Apply the following CLI commands to adopt a Juniper switch

I Copy to Clipboard I

set system services ssh protocol-version v2

set system authentication-order password

set system login user mist class super-user

set system login user mist authentication encrypted-password

$65xZNbMIHIpcT PeTdvd LQ3fXmsm. 1k//TgNnX1eyb T2ZHNQ2| FegAENrpgelricwevalHsIPn30njjaVHPQ)wD 25 3jc 3 5UWX.jty| Onvn 1
set system login user mist authentication ssh-rsa "ssh-rsa AAAAB3NzaC1yc2EAAAADAQABAAABZQCIukudeTPRDHOL Y] Y381 5hY/
LmxEfNTEIBoMXp|KC7 aRwuPMFrkv2PQs7xig7bmk0ZjGnr4 Fp2/4dzZVukPImvogqHNeeMR7 10 OY|gEaMw 1 LKXuv/

Open MGMT PC Remote Desktop and connect with SSH to 10.251.1.10 (sw-edge2) switch CLI then log
in with credentials provided in Task 1-2. Or use existing SSH session.

|login as: admin
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Keyboard-interactive authentication prompts from server:

| Password: Arubal23!

End of keyboard-interactive prompts from server

Last login: Fri May 8 17:14:40 2026 from 10.251.1.90

--- JUNOS 22.4R3.25 Kernel 64-bit JNPR-12.1-20231013.108e0b3 buil
{master:0}

admin@sw-edge>

On sw-edge2, enter configuration mode with “configure” command.

admin@sw-edge> configure
Entering configuration mode

{master:0}[edit]
admin@sw-edgett

NOTE: Notice that prompt will be changed from operational “>” to configuration mode
II#II.
Operational mode — used for monitoring and troubleshooting commands.

Configuration mode — used for making configuration changes.

Paste CLI commands from the Juniper Mist cloud to sw-edge2, hit Enter at the end of the input.

NOTE: Use clipboard to copy and paste text between your computer and virtual lab PC.
It could be accessed with Ctrl+Alt+Shift keyboard combination or by clicking on a small
black arrow in a middle of the left-side of the windows with remote desktop.

<Output omitted>

{master:0}[edit]
admin@sw-edge# ...0f535b69d66d2ba37603ebc7cf268effccbfa

{master:0}[edit]
admin@sw-edge# ...t services netconf keep-alive retry 12 timeout 5

{master:0}[edit]
admin@sw-edge# ...t oc-term.gc2.mist.com port 2200 timeout 60 retry 1000

{master:0}[edit]
admin@sw-edge# delete system phone-home

{master:0}[edit]
admin@sw-edge#

Validate the candidate uncommitted configuration with “show | compare” command. Press space to
list the output till the bottom.

<Output omitted>

port 2200;
retry 1000;
timeout 60;

+ + 4+ + + o+
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[edit system]

- phone-home {

- server https://redirect.juniper.net;
- rfc-compliant;

-}

{master:0}[edit]
admin@sw-edge#t

On sw-edge2, enter “commit” command to apply new configuration.

{master:0}[edit]
admin@sw-edge# commit
configuration check succeeds
commit complete

{master:0}[edit]
admin@sw-edge#

Leave the SSH session open, return to Mist Al web Ul, close the Switch Adoption window and refresh
the page. You should see your table switch displayed with Unassigned status.

Juniper Mist” n PE7-T11 Changelanguage (en) ~ | FRITSOPM 2 O (2
| @ Monitor | nve nto ry Access Points D WAN Edges | Mist Edges nstalled Base Entire Org ~ Claim Switches Adopt Switches
. Marvis™ 1 1 0 1
Physical Devices  Logical Devices | Virtual Chassis EX4100
| 22 Ciients
E] Access Points Q Filte
‘ 1-1 of 1
Switches
|
] status Name a MAC Address Model Site Serial Number sku Version
@ WAN Edges —
‘ | [l [Elunassigned 20:93:3%:01:2f00 20:93:39:01:2F00 EX4100-F-12T Unassigned FK3124AV0065 EX4100-F-12T

S5 wist Edges

V Location

n[][] Analytics

&y site

@ Organization

Select your switch with a checkbox, then click More at the top of the screen and click Assign to Site.
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Juniper Mist n P67T11 Change language (en) ~ | FRITSEPM 2 O (2

| @ Monitor | nve nto ry Access Points D WAN Edges | Mist Edges nstalled Base Entire Org ~ Claim Switches Adopt Switches
Assign To Site

. Marvis™
1 1 0 1 Release
Physical Devices  Logical Devic Virtual C| s EX4100
| 2h clients
E] Access Points @ Flle
‘ 1-10f1
Switches
|
Status MName a MAC Address Model Site Serial Number SKU 0 Version

@ WAN Edges

Unassigned 20:93:39:01:2f:00 20:93:39:01:2f:00 EX4100-F-12T Unassigned FK3124AV0065 EX4100-F-12T

&5 mist Edges

4 Location
|
n[]ﬂ Analytics

&5 site

@ Organization

In a popup window recently created site should be selected (p<pod>t<table>-site), leave “Manage
configuration with Mist” checkbox disabled and click Assign to Site.

NOTE: Do not enable Manage Configuration yet, you will enable it later when your
complete the configuration template settings.

Assign Switches x

Assign 1 selected Switch to site poe7t11-site -

Manage Configuration

Manage configuration with Mist

Assign to 5ite Cancel

Review site assignment changes and click Close.
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Assign Switches X
Progress 4

1 Switch assigned.

Switch MAC Old Site New Site

20:93:39:01:2f:00 Unassigned p67t1 1-site

Close

Confirm that your switch is displayed with Connected status in Mist organization inventory.

Juniper Mist n P67-T11 Change language (en) ~ | FRI205PM 2 O (2

| @ Monitor | mve nto r’y Access Points : WAN Edges Mist Edges nstalled Base Entire Ofg hd More ~ Claim Switches Adopt Switches

. Marvis™ 1

Physi Logi EX4100

| 2\ cients

[*] Access points @ e

1-10f1

Switches

|
Status Name 2 MAC Address Model Site Serial Number sku @ Version

@ WAN Edges

Connected 20:93:39:01:27.00 20:93:39:01:2f:00 EX4100-F-12T p67tl1-site FK3124AV0065 EX4100-F-12T

% Mist Edges

<7 Location

anl] Anaiytics

o8 site

@ Qrganization

Navigate to Switches section in the left-hand side-bar menu and confirm that your switch is listed
with connected status and config success state.
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Juniper Mist” ' P67-T11

;@Momtm SW‘tChes List  Topology

. Marvis™

| & ciients

1 0 4

E] Access Points

Change language (en) ~

FRIZOEPM 2

o Inventory Claim Switches

o ERTE

Switch-AP Affinity PoE Compliance VLANS Version Compliance Switch Uptime Config Success Switchport Usage Potential Anomalies
9, Filte
@ WAN Edges
‘ 1-10f1

£ mist Edges B

(] Status Name » [P Address Model Mist APs Wireless Clients Wired Clients Insights
4 Lrroirem [} Connected sw-edge 10.1.99.18 EX4100-F-12T 0 0 4 Switch Insights
n[]ﬂ Analytics
&L site
@ Organization

Navigate to Organization > Admin > Inventory.
Juniper ’ n P67-T11
| @ Monitor SW|tC h e5 p67tl1-site ¥ List ~ Topology Location
. Marvis™
Switch-AP Affinity PoE Compliance WLANS ([ Version Compliance Swit

Switches
@ WAN Edges

‘ @ Mist Ed
st Edges
S Audit Logs

<7 Location Inventory

Mobile

n[][] Analytics

Settings

o ..
oo Site Site Configuration

@ Organization

Application Policy Campus Fabric
Applications Switch Templates
Hub Profiles

Network Topology

Networks

WAN Edge Templates

Device Profiles
Labels
RF Templates

WLAN Templates

In Access Points tab select your Mist AP, click More and Assign to Site.
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Juniper Mis ' PE7-T11
) Monitor mven‘[ory Sm(:hes WAN Edges | Mist Edges

Q  Filter

2, clients

Status Name

[*] Access points

B connected 70:90:41:40:5a:60

(&) wan Edges

\+)
S wist Edges
<7 Location
ool] anaiytics
Ly site

Installed Base

MAC Address

70:90:41:40:5a:60

Entire Org ~

Model

AP12

Change language (en)

site a Serial Number

Primary Site A1523240203D7

FRIZ17PM 2

(o)

qamirs

Assign To Site

Rename
Release
sk @
AP12-US

1 of1

7

Select your site and click Assign to Site.

Assign Access Points

Assign 1 selected Access Point to site

p67t11-site

Review and close the site assignment changes window.

Assign Access Points
Progress
1 AP assigned.

AP MAC

70:90:41:40:5a:60

0Old Site

Primary Site

X

New Site

p&7t11-site

Close
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Task 2-3: Validate and monitor Juniper EX Switch connectivity to Mist Al

Objectives
Practice with Mist Al monitoring and troubleshooting tools.

Practice with JunosOS CLI troubleshooting and validation commands.

Steps

In Mist Al, navigate to Switches section in left-hand sidebar menu and click on your switch name.

Juniper Mist ' P67-T11 Change language (en) ~ | FRIZ27FM Q @
@) wonitor n Switches pe7tI1-site. List Topology Location 22547 PM © | inventory | | Qaim switches | =
Marvis™ 0 4 oW
Clon d Discovered Switches Wired Clients Tot; ted AP

| 2 Clients

[*] Access points
| Switches P

(&) wan edges 14101

status Name a P Address Model Mist APs Wireless Clients Wired Clients Insights

Connected 10.1.99.18 EX4100-F-12T 0 0 4 Switch Insights

S mist Edges

<7 Location
ooll Anaiytics
Ly Site

@ organization

Review sw-edge?2 statistics. This page shows connection status between the switch and Mist Al, static
and dynamic IP addresses, uptime, last config and other details.

Juniper Mist ﬂ PE7-T11 Change language (en) ~  FRIZ30PM Q @
it Front Panel  Port List
2, Clients EX4100-F-12T = CPU o Memory | Temp  PoE @ PSUs @ Fans
. x x
[*] Access points w £ ]
: : :
v
< ¥ n
hes = & =
(&) wan Edges
METRICS PROPERTIES STATISTICS
% Mist Edges
INSIGHTS Switch Insights STATUS Connected
Switch-AP Affinity PoE Compliance VLANs -
LOCATION not on floorplan IP ADDRESS ®10.251.1.10

®10.1.99.18

<7 Location
MACADDRESS ~ 20:93:39:01:2:00
ool] Anaiytics m Config Success I m Potential Anomalies I MIST APS a
DEVICEID 20933901200

WIRELESS CLIENTS

=] -
Sit
oo Sfe MODEL  EX4100-F-12T

TOTAL POWER DRAW 0.00W
VERSION 22.4R3.25

@ organization

UPTIME 1d1h3sm
TEMPLATE  p67tllswiemplate
LASTSEEN  May 8, 2026 2:30:16 PM
SWITCH PHOTOS
LAST DISCONNECT

REASON

LAST CONFIG May 8, 2026 2:14:37 PM
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NOTE: Mist AP is not connected directly to your table Juniper EX switch, instead it’s
connected through a fanout PoE switch. That is why Mist AP is not displayed in

statistics.

Review the front panel of the switch. Port 10 is connected to sw-corel, port 11 is connected to sw-
core-2, port 2 is connected to Mist AP through a fanout switch and port 4 is connected to a testing
client PC4 through a fanout switch, ESXi host and virtual distribution switch vDS.

Juniper Mist

@) Wonitor

(&) wan Edges
D Wist Edges
<7 Location
o0l] Anatytics
oh) site

@ organization

ﬂ P67-T11

< Switches: Sw_edge

Front Panel  Port List

EX4100-F-12T

- .
METRICS PROPERTIES

_ INSIGHTS
Switch-AP Affinity

MAC ADDRESS
DEVICE ID

MODEL

PoE Compliance VLANS
LOCATION

VERSION

TEMPLATE

SWITCH PHOTOS

Switch Insights
not on floorplan
20:92:39:01:2:00
209339012100
EX4100-F-12T
22.4R3.25

pE7t11-swTemplate

Changelanguage(en) «| FRIZ3EFM 2

Q 7

- CPU . Memory [ Temp PoE @ PSUs Fans

STATISTICS
STATUS

IP ADDRESS

MIST APS

WIRELESS CLIENTS

TOTAL POWER DRAW

UPTIME

LAST SEEN

LAST DISCONNECT
REASON

LAST CONFIG

Connected

®10.251.1.10
®10.1.99.18

0

0.00W

1dth4im

May 8, 2026 2:35:16 PM

May 8, 2026 2:14:37 PM

Hove your mouse over port 10. This allows you to see details about your port configuration and devices
which are connected though this port. You should see sw-corel listed with its IP address.

Juniper Mist

& wonitor

@ organization

u P&7T11
< Switches: sw-edge

FrontPanel  Port List

EX4100-F-12T

w
4
o
= 5
Speed
PoE Admin Status
PoE Operation Status
METRICS Power Draw -
. Duplex
Switch-AP Affinity PoEC

- [
I Conne success m

Authentication

Hostname

Username

MAC Count

MAC Limit

Pvé Address

Manufacture

» e

tch
on floorplan
13:39:01:2f:00
339012100
100-F12T

4R3.25

nfiguration

Change language(en) ~ !

241 PM 0 @

= CPU . Memory N Temp PoE @ PSUs @ Fans

STATISTICS
STATUS

IP ADDRESS

MIST APS

WIRELESS CLIENTS

TOTAL POWER DRAW

UPTIME

LAST SEEN

LAST DISCONNECT
REASON

LAST CONFIG

©10.251.1.10
€10.1.99.18

00w

1d 1th41m

May 8, 2026 2:35:16 PM
May 8 P

Enable Configuration Management
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Hover your mouse over port 11 to see details about this port configuration and sw-core2 hostname
and IP address, then hover your mouse over ports 2 and 4 to review details.

Click on port 10 to access port configuration, statistics and troubleshooting. On this page you can
assign port profiles, access live traffic counters, bounce port, perform cable test, clear MAC and

Juniper Mist

@) Monitor
) marvis™

2, clients
[*] Access points

Switches

@ WAN Edges

S mist Edges
<7 Location
ooll Anayties
oh Site

@ organization

capture packets.

' PE7TI
< Switches: Swfedge

Front Panel  Port List

EX4100-F-12T

al

RJ45 1GE
SFP+ Uplink
RJ45 Uplink

1 Port Selected m Modify Port Configuration

£e-0/0/10

Port Configuration, Assigned Profiles and Networks for Selected Ports

PORT CONFIGURATION ASSIGNED PROFILES
Port Profile Assignment Port configuration for a set of related ports
* Site, Template, or System Defined *
Port Configuration Add Port Configuration
Search

Change language (en) ~

o CPU o Memory 0 Temp

Live Traffic Counters Packet Capture

Port Statistics

STATISTICS
SPEED
POWER ALLOCATED
POE ADMIN STATUS
POE PRIORITY

POE OPERATION
STATUS

POE OPERATION
STATUS DETAIL

% | Add Profile FULL DUPLEX

BPS (TX/RX)

Enabled

off

Yes

18k/1k

FRIZAGPM 2 Q (2

PoE ® PSUs Fans

Bounce Ports

Click on ports 11, 2 and 4. This allows you to select multiple ports and change their settings.

Juniper Mist

@ Monitor
Marvis™

22, clients

[*] Access points
Switches

(&) wan edges

% Mist Edges

<7 Location
ool] Analytics
oh Site

@ organization

' PE7TIN

< Switches: S\N—edge

Front Panel  Port List

EX4100-F-12T

=
SFP+ Uplink
RJ45 Uplink.

4 Ports Selected
ge-0/0/2, ge-0/0/4, ge-0/0/10-11

Port Configuration, Assigned Profiles and Networks for Selected Ports

PORT CONFIGURATION ASSIGNED PROFILES
Port Profile Assignment Port configuration for a set of related ports
* Site, Template, or System Defined *

Port Configuration Add Port Configuration

Change language (en) ~

- CPU . Memory 0 Temp

Modify Port Configuration Packet Capture

ASSIGNED NETWORKS

FRIZS3PM 2 Q@

PoE ® PSUs Fans

Bounce Ports

Named VLAN IDs that can be used by Port Profiles
* Site, Template, Campus Fabric or System Defined

Click Clear to unselect all ports or click on each selected port.
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Juniper Mist

) Monitor
Marvis™

22, clients
B
Switches

@ WAN Edges

S st Edges

<7 Location

o0l Analytics
o site

@ organization

’ PE7-T11
< Switches: Sw-edge

Front Panel  PortList

EX4100-F-12T

SFP+ Uplink

RJ45 1GE
RJ45 Uplink

4 Ports Selected)|
ge-0/0/2, ge-0/0/4, ge-0/0/10-11

Port Configuration, Assigned Profiles and Networks for Selected Ports

PORT CONFIGURATION

Port Profile Assignment
* Site, Template, or System Defined *

Port Configuration Add Port Configuration

ASSIGNED PROFILES

Port configuration for a set of related ports

Changelanguage(en) ~| FRIzsiem 2 Q (2

- CPU . Memory 0 Temp PoE @ PSUs Fans

Modify Port Configuration Packet Capture Bounce Ports

ASSIGNED NETWORKS

Named VLAN IDs that can be used by Port Profiles

* Site, Template, Campus Fabric or System Defined

Switch to port list view. In this view you can select and unselect one or multiple ports to modify their
configuration and review details about wired clients, port profiles and statistics. You can access
client monitoring if you click on a client MAC address.

‘ Juniper Mist

@ Monitor
Marvis™

2, clients

E] Access Points
Switches

(&) wan edges

% Mist Edges

<7 Location

o0l Analytics

oo Site

€D oranizasion

Front Panel | Port List

Q Filter

Port A Status Agg. Ethernet Wired Client Manufacturer
ge-0/0/0

ge-0/0/1

ge-0/0/2 - <+ £2:60:f0:29:ab:e0
ge-0/0/3

ge-0/0/4 [ - <*> 00:50:56:b1:29:bd  VMware, Inc.
ge-0/0/5 - - =2

ge-0/0/6

ge-0/0/7

ge-0/0/8

ge-0/0/9

ge-0/0/10 L - <> 88

ge-0/0/11

xe-0/1/0 (vcp-0/1/0) —
xe-0/1/1 (vep-0/1/1) —
xe-0/1/2 (vep-0/1/2) —
xe-0/1/3 (vep-0/1/3) —

mge-0/2/0

Hewlett Packard Enterprise —

1:80 Hewlett Packard Enterprise -

0 Hewlett Packard Enterprise —

Change language (en) ¥ | FRI2ZSSPM

Locate Utilities v ﬂ m ©

PowerDraw  Profile  Type  Speed FullDuplex ~ RXBytes  TXBytes
Default A cacs — . 0B 0B
Default pccess — - 0B 08
Default  pccess 1000 mbps @ 15.6MB 6.4 MB
Default  pccess — = 0B 0B
Default  access 1000 mbps @ 21.2MB  53.3MB
Default  pccass — 40 0B 0B
Default pccass — 22 0B 0B
Default  pccass — - 0B []:3
Default  pccess — — 0B 0B
Default  pccass — - 0B 0B
Default  Access 1000 mbps @ 92 M8 427 MB
Default  access 1000 mbps @ 12M8  52MB
Default: accace: = = 0B 0B
Default  access — -~ ) 0B
Default A cass — = 0B 0B
Default pccacs — - 0B 0B
Default  pccess — - 08B 08

On your switch page, click Utilities in the top-right corner. This menu allows you to run different
testing tools, open a remote shell, trigger to send switch log to Mist, Upgrade your switch
firmware, take your device snapshot, trigger configuration synchronization, download your switch

config, initiate switch replacement or reboot your switch.
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Juniper ' PE7-T11 Change language (en) ~  FRIZ:S9FM

@) Monitor < Switches: Swfedge Utilities v | ﬂ m

~ - Testing Tools -
Manas FrontPanel  Port List 2 3
Remote Shell
2 clients Q  Filter
Send Switch Log to Mist
& Port A Status  Agg Ethernet  Wired Client Manufacturer Wireless Clients ~ PowerDraw  Profile  Type  Speed
Access Points Upgrade Firmware
ge-0/0/1 - - - - - Default  pccess —
Default Snapshot Device
Switches ge-0/0/2 up :ab:e0  Hewlett Packard Enterprise — - etault  access 1000 mbps
Sync Configuration
ge-0/0/3 - - - - - Default Access —
(&) wan edges . Download Config
ge-0/0/4 up - <*» 00:50:56:b1:29:bd  VMware, Inc. - - Default  sccess 1000 mbps
Replace Switch
D wmist Edges 2e-0/0/5 - - - -~ - Default  sccess
Reboot Switch
ge-0/0/6 - - - - - Default Access —
<7 Location
ge-0/0/7 - - - - - Default  pccegs — - 0B 0B
Analytics
oal] Anaiytcs ge-0/0/8 - - - - - Default  pccess — - oB 0B

Click on Remote Shell.

Change language {en) ~| FRIZ5IPM 2 ©Q (7
]
Testing Tools =

mote Shell

Send Switch Log to Mist
Type Speed

Upgrade Firmware
AcCcess -

Snapshot Device
Access 1000 mbps

Sync Configuration
Acress -—

Download Config
Access 1000 mbps

Replace Switch
Access —

Reboot Switch
AcCcess - S.— S

Read carefully the warning message about the switch configuration when it’s managed in Mist Al.

@ 52 manage.gc2.mist.com/admin/shell.html?siteld=28d12cf8-c07b-4399-bbe2-5063aacbefabideviceld = 000000 L —

Last login: Fri May 8 19:04:25 2026 from £d428
20

0

JUNOS 22.4R3.25 Eernel 64-bit JNPR- adl=

[master:0}
ist@sw-edge> I
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Enter command “ping count 5 guthub.com” and review the output.

mist@sw-edge> ping count 5 github.com
PING github.com (140.82.112.4): 56 data bytes
64 bytes from 140.82.112.4: icmp_seq=0 ttl=243 time=31.940 ms
64 bytes from 140.82.112.4: icmp_seq=1 ttl=46 time=29.259 ms
64 bytes from 140.82.112.4: icmp_seq=2 ttl=243 time=33.563 ms
64 bytes from 140.82.112.4: icmp_seq=3 ttl=46 time=30.005 ms
64 bytes from 140.82.112.4: icmp_seq=4 ttl=243 time=34.718 ms
--- github.com ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 29.259/31.897/34.718/2.063 ms
{master:0}
mist@sw-edge>
Get a brief information about your switche interfaces in CLI with “show interface terse” command.
mist@sw-edge> show interfaces terse
Interface Admin Link Proto Local Remote
ge-0/0/0 up down
ge-0/0/0.0 up down eth-switch
gr-0/0/0 up up
pfe-0/0/0 up up
pfe-0/0/0.16383 up up inet
inet6
pfh-0/0/0 up up
pfh-0/0/0.16383 up up inet
pfh-0/0/0.16384 up up inet
ge-0/0/1 up down
ge-0/0/1.0 up down eth-switch
ge-0/0/2 up up
ge-0/0/2.0 up up eth-switch
ge-0/0/3 up down
ge-0/0/3.0 up down eth-switch
ge-0/0/4 up up
ge-0/0/4.0 up up eth-switch
ge-0/0/5 up down
ge-0/0/5.0 up down eth-switch
ge-0/0/6 up down
ge-0/0/6.0 up down eth-switch
ge-0/0/7 up down
ge-0/0/7.0 up down eth-switch
ge-0/0/8 up down
ge-0/0/8.0 up down eth-switch
ge-0/0/9 up down
ge-0/0/9.0 up down eth-switch
ge-0/0/10 up up
ge-0/0/10.0 up up eth-switch
ge-0/0/11 up up
ge-0/0/11.0 up up eth-switch
mge-0/2/0 up down
mge-0/2/0.0 up down eth-switch
mge-0/2/1 up down
mge-0/2/1.0 up down eth-switch
bmeo up up
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bme0.0 up up inet 128.0.0.1/2

128.0.0.4/2
128.0.0.16/2
128.0.0.63/2

cbpo up up

dsc up up

esi up up

ftie up up

fti0.1073741824 up up inet6 td28:49be:757:7663:0:2093:3901:2100/64

gre up up

ipip up up

irb up up

irb.o up up inet 10.1.99.18/24

inet6 fe80::2293:3900:1:2f00/64

jsrv up up

jsrv.1 up up inet 128.0.0.127/2

1lo0 up up

100.16385 up up inet

1si up up

meo up up

me0@.0 up up eth-switch

mtun up up

pimd up up

pime up up

pipe up up

tap up up

vme up up

vme.0 up up inet 10.251.1.10/24

vtep up up

{master:0}

mist@sw-edge>

Type command “show system connections | grep 443" to check connectivity with Mist Al.

mist@sw-edge> show system connections | grep 443
tcpa 0 0 10.1.99.18.53588 34.152.35.145.443 ESTABLISHED

{master:0}
mist@sw-edge>

Validate system LED status with “show chassis led” command.

mist@sw-edge> show chassis led
LED status for: FPC ©
LEDs status:
Alarm LED : Off
System LED: Green
Master LED: Green
Cloud LED : SOLID WHITE(Cloud Connected)

Interface LED(SPD/DPX/ADM/POE)
ge-0/0/0 off

ge-0/0/1 off

ge-0/0/2 Green
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ge-0/0/3 off

ge-0/0/4 Green
ge-0/0/5 off
ge-0/0/6 off
ge-0/0/7 off
ge-0/0/8 off
ge-0/0/9 off
ge-0/0/10 Green
ge-0/0/11 Green
mge-0/2/0 off
mge-0/2/1 off
{master:0}

mist@sw-edge>

Check system uptime with “show system uptime” command.

mist@sw-edge> show system uptime

fpco:

Current time: 2026-05-08 19:35:03 UTC

Time Source: LOCAL CLOCK

System booted: 2026-05-07 16:53:37 UTC (1d ©2:41 ago)

Protocols started: 2026-05-07 16:55:34 UTC (1d ©2:39 ago)

Last configured: 2026-05-08 17:49:13 UTC (01:45:50 ago) by mist
7:35PM up 1 day, 2:41, 2 users, load averages: 1.10, 0.79, 0.66

{master:0}
mist@sw-edge>

Display list of logged in admin users.

mist@sw-edge> show system users

fpco:

7:35PM up 1 day, 2:42, 2 users, load averages: 1.09, 0.80, 0.66

USER TTY FROM LOGIN@ IDLE WHAT
mist pts/1 fd28:49be:757:7663:469c:3083:1924:9bcd 7:14PM - -cli
admin pts/0 10.251.1.90 5:28PM 16 -cli
{master:0}

mist@sw-edge>

On MGMT PC, open SSH session to sw-corel with IP 10.251.1.2 and check IP address configured on
interface VLAN1. You should see 10.1.99.2/24.

sw-corel# show running-config interface vlanl
interface vlan 1

ip address 10.1.99.2/24

ip helper-address 10.254.1.21

exit

On sw-corel, shutdown interface VLAN 1 which is used as a default gateway. This will cause Juniper
switch disconnection from Mist Al.

sw-corel# configure terminal
sw-corel(config)# interface vlan 1
sw-corel(config-if-vlan)# shutdown

Lab 2: Day 0: Onboard Juniper EX switch to Mist Al 50



On sw-edge2, attempt to ping 1.1.1.1 with count 10. Ping should fail.

admin@sw-edge> ping count 10 1.1.1.1
PING 1.1.1.1 (1.1.1.1): 56 data bytes

--- 1.1.1.1 ping statistics ---
10 packets transmitted, © packets received, 100% packet loss

{master:0}
admin@sw-edge>

On sw-edge2, check LED status. You should see Cloud LED with 5 YELLOW Blink (GW IP is not reachable).

admin@sw-edge> show chassis led
LED status for: FPC ©
LEDs status:
Alarm LED : Off
System LED: Green
Master LED: Green
Cloud LED : 5 YELLOW Blink(GW IP is not reachable)

Interface LED(SPD/DPX/ADM/POE)
ge-0/0/0 off
ge-0/0/1 off
ge-0/0/2 Green
ge-0/0/3 off
ge-0/0/4 Green
ge-0/0/5 off
ge-0/0/6 off
ge-0/0/7 off
ge-0/0/8 off
ge-0/0/9 Off
ge-0/0/10 Green
ge-0/0/11 Green
mge-0/2/0 Off
mge-0/2/1 Off
{master:0}

admin@sw-edge>

On sw-edge2, troubleshoot Mist Al connectivity with CLI command “op mist_debug.py check-
connectivity”. This command should give you the same conclusion as Cloud LED status.

admin@sw-edge> op mist_debug.py cmd check-connectivity
Starting Cloud Connection Troubleshooting

Management routing-instance is not configured

Checking if Switch IP is configured...

Switch IPs configured: ['10.1.99.18', '10.251.1.10']
Checking if Gateway is configured...

Default gateway is configured: 10.1.99.2

Checking if Gateway is reachable...

Default gateway is not reachable

Failed
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Troubleshooting ended with trouble code: GATEWAY_ UNREACHABLE

{master:0}
admin@sw-edge>

On sw-edge2, check TCP session for HTTPS port. It’s not established anymore.

admin@sw-edge> show system connections | grep 443
tcp4a © 5034 10.1.99.18.53588 34.152.35.145.443 FIN_WAIT 1

{master:0}
admin@sw-edge>

In Mist Al, refresh the page with switches and confirm that your switch is listed with disconnected
status.

Juniper Mist ﬂ PE7-T11 Change language(en) w| FRI410FK L Q

@ Monitor SWH:C h es p67til-site ~ List ~ Topology  Location 4:09:57 PM ° Inventory | | Claim Switches | ==

Marvis™ 1 0 4 ow

Cloud Cannected Discovered Switches Wired Clients Tot

2, ciients seieh

ap — Switch-AP Affinity PoE Compliance VLANS m Version Compliance I Switch Uptime I m Config Success | m Switchport Usage I m Potential Anomalies
ccess Points

Switches

Q  Filter

(3) wan Edges 11 0f1

Q; " Status Name 4 [P Address Model Mist APs Wireless Clients Wired Clients Insights
S wmist Edges &

» Disconnected sw-edge 10.1.99.18 EX4100-F-12T (] 0 4 Switch Insights

</ Location

a0l) Analytics
‘ oL site

@ orgenization

Inventory page

Click on your switch in Mist Al to get a description about Cloud LED blink pattern which could help to
find the reason of disconnection without CLI access and with only visual contact. Close Switch status
windows when you are done reading.

o « & ©@ & manage.gc2 mistcom/admin/?org_id=f52d87c5-1189-43 1f-83ca-51983460a3 1e#!switch/list/28d 12cf8-c07b-4399-bbe2-5063aa- B 1y ¥, @ |

Switch Status

LED Blink Pattern Switch Status

On MGMT PC, in SSH session to sw-corel, enable interface VLAN 1.

sw-corel(config-if-vlan)# no shutdown
sw-corel(config-if-vlan)# end
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|sw-core1#

Return to Mist Al, refresh the page with switches

connected status. Click on your switch name.

Marvis™

2 Clients

[ Access poi

(&) wan Edges

S Mist Edges
<7 Location
anl] Analytics
oY) site

@ organization

and

confirm that your switch is now listed with

@ ram
Switches

pe7tl1-site ~ List  Topology Location

0

Discovered Switch

es

4:15:34 PM

Change language(en) v | FRI416PM O Q (2

Claim Switches | =

o Inventory

Switch-AP Affinity PoE Compliance

VLANS m Version Compliance I m Switch Uptime I m Config Su((essl m Switchport Usage | M Patential Anomalies

Junipes

@) Monitor
(@) marvis~
2. Clients

[*] Access Paints

(&) wan eages

o)

=i

<7 Location

Edges

ool) Analytics

ohy site

[

Front Panel

Port List

EX4100-F-12T

. .

. : £
8 : g g
s = g
2 = 2
z B & g

METRICS PROPERTIES
- INSIGHTS
Switch-AP Affinity PoE Compliance VLANs

LOCATION

MAC ADDRESS

DEVICEID

MODEL

VERSION

TEMPLATE

SWITCH PHOTOS

Q. Filter
1-10f1
O Status Name # |PAddress Model Mist APs Wireless Clients Wired Clients Insights.
[m] Connected sw-edge 10.1.99.18 EX4100-F-12T 0 0 4
Inventory page
Click Utilities, then Testing Tools.
' P67-T11 Change language en) ~ | MOM1130am 2 O (2

noton floorplan
20:93:29:01:2f.00
20933901200
EX4100-F-12T

22.4R3.25

pe7t11-sw

m vilities ~ ﬂ m & ‘

Remote Shell
_ CPU . Memc s
Send Switch Log to Mist
Upgrade Firmware
Snapshot Device
Sync Configuration
Download Config
STATISTIES Replace Switch
STATUS Reboot Switch
IP ADDRESS ®10.251.1.10
®10.1.99.11
MIST APS 0
WIRELESS CLIENTS
TOTAL POWER DRAW 0.00W
UPTIME 3d 22h 34m
LAST SEEN May 11, 2026 11:28:24 AM

LAST DISCONNECT
REASON

LAST CONFIG

May 10, 2026 11:37:5

u a

Enter “10.254.1.21” in hostname field and 5 on count. Click Ping.
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Switch Testing Tools

Ping

Hostname

10.254.1.21

Ping 10.254.1.21

May 11, 2026 11:33:55 AM

PING 10.254.1.21 (10.254.1.21): 56 data bytes

64 bytes from 10.254.1.21: icmp_seq=0 ttl=126 time=13.389 ms
64 bytes from 10.254.1.21: icmp_seq=1 ttl=126 time=12.461 ms
64 bytes from 10.254.1.21: icmp_seq=2 ttl=126 time=12.795 ms
64 bytes from 10.254.1.21: icmp_seq=3 ttl=126 time=6.151 ms
64 bytes from 10.254.1.21: icmp_seq=4 ttl=126 time=20.096 ms

--- 10.254.1.21 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max/stddev = 6.151/12.978/20.096/4.421 ms

Switch to Traceroute tab, enter “10.254.1.21” in hostname field and click Traceroute. You should see
3 hops.

Traceroute 10.254.1.21
May 11, 2026 11:35:09 AM

1 10.1.99.2 (10.1.99.2) 14.124 ms 9.639 ms 9.738 ms

2 10.254.101.254 (10.254.101.254) 9.736 ms 9.141 ms 9.739 ms

3 aruba-ad.training.arubanetworks.com (10.254.1.21) 9.801 ms * 13.784 ms
traceroute to 10.254.1.21 (10.254.1.21), 30 hops max, 52 byte packets

Switch to Cable Test tab, select port name ge-0/0/4 and click Cable Test.

Cable Test ge-0/0/4
May 11, 2026 11:36:59 AM

Interface TDR detail:
Test status : Test successfully executed ge-0/0/4

Interface TDR detail:

Interface name : ge-0/0/4
Test status : Passed
Link status : UP
MDI pair :1-2
Cable status : Normal
Cable length/Distance To Fault: © Meters
MDI pair : 3-6
Cable status : Normal
Cable length/Distance To Fault: @ Meters
MDI pair : 4-5
Cable status : Normal
Cable length/Distance To Fault: © Meters
MDI pair : 7-8
Cable status : Normal
Cable length/Distance To Fault: @ Meters
Polartiy swap : Normal
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Pair swap : MDI
Downshift : No Downshift

Switch to Bounce Port tab, select port name ge-0/0/4 and click Bounce Port.

Bounce Port ge-0/0/4
May 11, 2026 11:38:21 AM

Bouncing port...
Port bounce complete.

Lab 2: Day 0: Onboard Juniper EX switch to Mist Al



Task 2-4: General switch configuration

Objectives
Configure Juniper EX switch hostname and MGMT IP address.

Enable configuration management for your switch in Mist Al.

Steps
Navigate to Mist Al Organization > Wired > Switch Templates

Juniper Mist™ n P&7-T11

@Monitor SW|tCheS p67t11-site = List ~ Topology Location

[ marvis™
|

| 2 Clients

. Switch-AP Affinity PoE Compliance VLANS Ul Version Compliance
E] Access Points

@ Switches

(#) wan Edges

O wist Ed
st Edges
o Audit Logs Application Policy Campus Fabric Device Profiles

4 Location Inventory Applications Switch Templates Labels

[] Mobile Hub Profiles RF Templates
oDl Analytics

Settings Network Topology WLAN Templates

0 site
oo Site Configuration Networks

@ Organization Subscriptions WAN Edge Templates

Click template name you configured previously.

Juniper Mist™ ' P67-T11 Changelanguage (en) « | FRIS09PM 2

@) monitor Switch Temp|ateg Import Template \

Marvis™ 1 Template

Template Sites Switches

o) i
= Clients p67t11-swTemplate 1 1

(5] Access paints p67t11-swTemplate

Sites:

55| switches

Pe7t11-site
Switches:

(&) wan Edges
sw-edge2 (20:93:39:01:2f:00)

% Mist Edges

Scroll down till the Management section and enter root password “Arubal23!”.
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Juniper ' PE7-T11
) mris
Marvis™

2 Clients

[*] Access points

Switches

Management
@ WAN Edges g

S mist Eages CONFIGURATION REVERT TIMER €@

V Location Configuration Revert Timer

10
o0l] Analytics

Changelanguage (en) ~ FRISIOPM 2 Q (@

There are no Routing Policies defined yet

Add Routing Policy

ROOT PASSWORD

Root Password

PROTECTION OF ROUTING ENGINE €

Protect Routing Engine
Enabled (@) Disabled

Click Save at the top of the page, then review changes and click save again to confirm.

APPLIES TO SITES

Juniper Mist ﬂ PE7-T11
&) monitor p67t11-swlemplate
Marvis™
INFO
2, clients
Name

[ ——

p67t11-swTemplate

Switches

All Switches Configuration
(&) wan Edges
S wmist Edges

<7 Location

o0l] Analytics

1 sites 1 switches

4

Assign to Sites

Changelanguage (en) « FRISIZPM 2 Q (@

Delete Template @E|

Juniper Mist

@) Monitor

AUTHENTICATION SERVERS NTP CLI CONFIGURATION
Authentication Servers NTP servers [ Additional CLI Commands ::
i v 10.2541.21
Authentication Servers (comma-separated Hostnames / IPs)
Y
e e
. . . . .
Navigate to Mist Al switches and click on your switch.
ﬂ PE7T11 Change language(en) v | FRIZ16PM Q
Switches p67t11-site ~ List Topology  Location 41534 PM @ Inventory || Claim Switches | =

Marvis™

2 clients

Switch-AP Affinity PoE Compliance

[ Access points
5] swit
(&) wan edges

O Status Name

S wist Edges

VLANS m Version Compliance I m Switch Uptime I m Config Suc(essl m Switchport Usage | m Patential Anomalies

A IPAddress Model Wist AP

(] Connected

10.1.99.18 EX4100-F-12T o

<7 Location
anl] Analytics
oY) site

@ organization

Wireless Clients

0

Inventory page

1-10f1

Wired Clients Insights

4 Switch Insights

Scroll down to Switch Configuration section, update switch hostname to “sw-edge2”, enable override
Site/Template settings and set a static Out of Band management IP address to 10.251.1.10/24.
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Juniper Mist

@ manitar < switches: sw-edge

&) marvis=

INFO

2, clients

Role
le b r
Notes
Add Notes
/ Location
aall Anaytics
ot site 1P CONFIGURATION (QUT OF BAND)

¥ Override Site/Template Settings

o Y—
IP Address
DHCP

Subnet Mask [0

255.255.255.0

Dedicated Management VRF @

Enabled @ Disabled

IP C

assignment
Override Site/Template Settings

1P Address

DHCP Static
Network (VLAN)

default

Additional IP Configuration

Add IP Configuratior

mo

Change language(en) v | FRI<438

PORT

Port Profile Assignment

% Site, Template, or System Defined

Port Configuration Add Port Configuration

Unassigned ports Defautt

Confirm changes by clicking Save button.

Confirm Changes

Show only differences * Template or System inherited

¥ 00B IP Configuration

+ | Netmask: 255.255.255.0
| Override: m
+ | Static IP: 16.251.1.16

ryee: (D

Cancel

Click Enable Configuration Management button.
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Junipe t “ PE7-T11 Changelanguage(en) = FRi&s2Pm 20 Q@

@M:-mmr < Switches: S\N—edgez Utilities ~ mm )

e e -

LAST SEEN May 8, 2026 4:35:46 PM
SWITCH PHOTOS

LAST DISCONNECT

REASON Default Gateway Unreachable

LAST CONFIG May 8, 2026 3:41:43 PM

Switch Configuration

b Configuration is Not Managed by Mist

Edges
Device
<7 Location
oll Anaiytics INFO IP CONFIGURATION (INBAND MANAGEMENT) PORT
= Name Configure IRB/SVI interfaces using DHCP or Static IP Port Profile Assignment
oo Site N N N
sw-edge2 | assignment Site, Template, or System Defined
@ Organization letters, numbers, _. or - [ Override Site/Template Settings Port Configuration Add Port Configuration
Role IP Address
Select a role ® DHCP Static Unassigned ports Default »
letters, numbers, _or Network (VLAN)
Notes default
Add Notes
Additional IP Configuration
Vi
IP CONFIGURATION (QUT OF BAND) ‘ Search = Add IP Configuration
Qverride Site/Template Settings ’

This will change the message to “Configuration is Managed by Mist” and massage color from gray to
green.

o

Juniper Mist u PE7T11 Changelanguage (en) « FRIZ42PM 2 Q (@

@M:-mm-r < Switches: SW—edgez Utilities w mm )

e e -

LAST SEEN May 8, 2026 4:35:46 PM
SWITCH PHOTOS

LAST DISCONNECT
2, clients REASON

LAST CONFIG May 8, 2026 3:41:43 PM

Default Gateway Unreachable

Switch Configuration

Configuration is Managed by Mist guration Management

Device

<7 Location

Click Save in the top-right corner, then OK to confirm this action.
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CONFIRM CONFIGURATION MANAGEMENT

Existing switch configuration will be overwritten with
Mist configuration. Do not attempt to configure the
switch via CLI once it is managed by Mist. Root
password will be configured by the site(under site

settings) to which the switch is assig

Confirm changes by clicking Save

Confirm Changes

Show only differences * Template or System inherited
| Managed: m m

0 m Cancel

Wait several minutes, refresh the page and confirm that you can see 100% config Success and last
config date which should reflect the timestamp close to the current time in selected time zone.
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Juniper Mist ’ PEZT1N Changelanguage(en) = FRI4S9PM 2 ) (2
< swices. sw-edge .. J— .. ] P

Front Panel  PortList

- CPU o Memory I Temp PoE @ PSUs ® Fans

EX4100-F-12T

.
)
£

SEP= Uplink
RJ45 Uplink

METRICS PROPERTIES STATISTICS

= Switch-AP Affinity | . PoE Cnmphln:e| = VLANs J
tion LOCATION not on floorplan IP ADDRESS ®10.251.1.10
ll:: l Version Compliance l::: l Switch Uptime ©10.1.99.18 (vla
MAC ADDRESS 20:93:39:01:2f:00
atll Anaiytics Config Success ll :I Potential Anomalies MIST APS 0
DEVICE ID 209339012f00

WIRELESS CLIENTS

INSIGHTS Switch Insights STATUS Connected

MODEL EX4100-F12T
TOTAL POWER DRAW o.00wW
VERSION 22.4R3.25
UPTIME 1d 4h 4m
TEMPLATE p67t11-swTemplate
LAST SEEN May B, 2026 4:58:46 PM
SWITCH PHOTOS

LAST DISCONNECT

REASON Default Gateway Unreachable

LAST CONFIG May 8, 2026 4:55:19 PM

Switch Configuration

Configuration is Managed by Mist Disable Configuration Management

Click Utilities and select Remote Shell.

Change language (en) ~ | FRISO3RM 2 © (2

Testing Tools

Remote Shell

CPU o Memory

. Send Switch Log to Mist
Upgrade Firmware
Snapshot Device
Sync Configuration
Download Config
STATISTICS

Replace Switch

STATUS Reboot Switch

IP ADDRESS ®10.251.1.10 (vme
®10.1.99.18

Confirm that the hostname was changed to sw-edge2 and close remote shell.
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P Ty

@ o= manage.gc2.mist.com/admin/shell.html?siteld=28d12cf8-c07b-4399-bbe2-5063aacbefab&deviceld=000000( w =

Last login: Fri May B8 20:16:57 2026 from f£d28

- JUNOS 22.4R3.25 EKernel &4-bit JNPER-
{master:01
mist@sw-edgeZ> I

Navigate to Organization > Audit Logs.

Juniper u P67-T11
@ Monitor <

sw-edge?

= marvis Front Panel  Port List

A Clients EX4100-F-12T

E] Access Points

SFP+ Uplink

RJ45 Uplink

@ WAN Edges

S wist Ed
st Edges
- Audit Logs Application Policy Campus Fabric Device Profiles Switch Insights

ﬁ? Location Inventory Applications Switch Templates Lal not on floorpla
Mobile Hub Profiles RF Templates 20:93:39:01:2f

n[][] Analytics
Settings Network Topology WLAN Templates 20933901200
1, site
oo Site Configuration Netwarks EXA100-F-12T
@ ganization Subscriptions WAN Edge Templates 27.4R3.25

TEMPLATE

Find your recent Configuration change record and click View Details.

View Details

Timestamp: May 8, 2026 4:41:44 PM
Admin Name: Computer Data juniper@computerdata.com
Message: Update Device "sw-edge2"

Before After
Additional Config Cmds: <empty> Additional Config Cmds: <empty>
Adopted: false Adopted: false
Name: sw-edge Name: ge2
Networks: <empty> Networks: <empty>
Notes: <empty>
Oob Ip Config:
Ip: 10251
¥ Netmask: 255.
Type: static Type: static
Use Mgmt vrf: false Use Mgmt vrf: false
Optic Port Config: <empty> Optic Port Config: <empty>
Port Usages: <empty> Port Usages: <empty>

Role: <empty> Role: <empty>

Routing Policies: <empty> Routing Policies: <empty>
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Junipe:

@ Menitor
Marvis™

(&) wan g4
S wist Edges
<7 Location
anl] Analytics
oY) site

@ organization

Junipe

@9 Monitor
Marvis™

2, Clients

[ Access points

[5] switel

(&) wan edges

S wist Edges

<7 Location

anll Analytics

o Site

@ organization

Navigate to Mist Al Switches and click Switch Insights.

@ o
Switches

Switch-AP Affinity

Q Filter

[} Status

] Connected

p67t11-site * List

PoE Compliance

Name

sw-edge2

Topology

Location

0

Discovered Switch

5:26:53 PM

_ow

Change language (en) ~

] Inventory

FRIS27PM 2 Q (@

Claim Switches | =

2 IP Address

10.1.99.18

Model

EX4100-F-12T

Mist APs

0 0

Inventory page

Wireless Clients

Wired Clients

4

1-10f1

Insights

Find a record stating that switch configuration was changed by User.

' PG7T11

Monitor | wieess | wired WAN

sw-edge?2 ~

Today +

Change language (en) ~

FRIS2EPM 2 Q (@

[ [ |
[ [ | [

sw-edge? >

pE7t11-site

12:00 AM May 8 - 5:28 PM May 8
Zoo A
Total Bytes
0me
Y
iome

Switch Events

12 Total

7 Good 4 Neutral 1 Bad

Non-Mist User
Logged In to the
Device

Config Changed by
User

Config Changed by
User

Non-Mist User
Logged In to the
Device

SwAN

(drag an area of interest to Zoom in)

Showing All Types

Admin Info

v All switch Ports

2w

Port Errors

asEnars

3:10 PM - 3:20 PM May 8: 16.2 MB, 0 Port Errors

2026 4:55:18 PM

Update Device "sw-edge2" by Computer Data (juniper@computerdata.com) at May 8, |

You have completed this lab!
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Lab 3: Day 1: Configure VLANS, ports and LAGs

Objectives
After completing this lab, you will be able to:

e Configure Port profiles and networks configuration
e Complete LAG configuration

e Use Dynamic port configuration

e Implement Network Access Control basics

Overview

After completing this lab, you will become familiar with Juniper MIST Al web interface. Will be able to
configure VLANSs, port profiles, LAGs, use Dynamic port configuration and implement network access
control with ClearPass Policy Manager used as a RADIUS server. Juniper Mist web Ul could be changed
over the time and will not match screenshots in this workshop. Ask your instructor for assistance if you
struggle finding required settings in Juniper Mist.
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Task 3-1: Port profiles and networks configuration

Objectives

Use Mist Al Switch Template to configure networks and VLANs
Configure Port Profiles with Switch Templates

Assign Port Profiles to switch ports with Port Configuration

Validate configuration with Front Panel view and CLI commands.

Steps

Navigate to Mist Al Switches page and click on your switch name.

Juniper Mist ﬂ PG7-TH Change language (en) ~ | MON11S6AM 2

Q

@) Monitor n Switches pe7ti1site List  Topology  Location 11:55:01 AM o nventory | | Gaim Switches | =

=) marvis™

22, Clients

(] Access Paints

[5] switches

(&) wan Edges

] Status Name A 1P Address Model Mist AP Wireless Clients Wired Clients Insights

] Connected 10.1.99.11 EX4100-F-12T 0 0 a Switch Insights

D Mist Edges

<7 Location
ol Anaiytics
o site

@ organization

Inventory page

1-10f1

Hover your mouse over switch uplinks — ports 10 and 11. Notice that it shows Default port profile

applied and Untagged VLAN 1 which is used in these labs as ZTP VLAN.

Juniper Mist ﬂ PE7TIH Changelanguagefen) ~ | MONTiSTaM 2 Q (2
=) marvis™ P i ge-0/0/10 M Uplink
Speed

2\ Clients EX4100-F-12T - CPU . Memory I Temp  PoE @ PSUs ® Fans

POE Admin Status Enable:

(] Access points PoE Operation Status

2
] swi & Duplex F
STP
(&) wan edges s
METRICS profile Defa STATISTICS
D mist Edges Port Mode acce
1 tch Insights STATUS Connected
Switch-AP Affinity POEC Untagged VLAN .
<7 Location ! Dynamic Filter — on floorplan IPADDRESS  ®10.251.1.10
= E o ey
1 aeore Configuration — 13:39:01:200
Authentication — 33901200
o] WIRELESS CLIENTS.
Site
EE Hostname sw-core 100-F-12T
Username — TOTAL POWERDRAW ~ 0.00W
@ organization I R325
MAC Address UPTIME  3d23h2m
MAC Count ate
WAC Lt 1a LASTSEEN  May 11,2026 11:56:54 AM
1Pv4 Address LAST DISCONNECT
.‘4 IPv6 Address - REASON
L J Manufacturer Hewlett Packard Enterprise LAST CONFIG May 10, 2026 11:37:53 PM '
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NOTE: Core switches are AOS-CX switches and are preconfigured with VLANs 3, 11-14,
VSX and SVIs for these VLANs with virtual IP addresses which are used as default
gateway IPs. VSX LAGs on 6300 Core switches are configured with LACP fallback which
allows your table Juniper switch to communicate with Mist Al without LAG configured
on uplinks. Once LAG is configured on Juniper EX4100 switch it will start sending LACP
frames and Core switches will automatically switch VSX LAGs to LACP mode.

Now it’s time to create several networks in Mist Al for your Juniper EX4100 switch. Navigate to
Organization > Wired > Switch Templates.

Juniper Mist™ ' P67-T11
@) monitor < Switches SW*@dge2
. Marvis™

Front Panel Port List
[=}] n
22, dlients EX4100-F-12T
. = 9
E] Access Points w E =
) = =
2 H :
g2 g g
Switches = & =

@ WAN Edges

QS wist Eq
st Edges
= Audit Logs Application Policy Campus Fabric Device Profiles switch Insights

4 Location Inventory Applications Switch Templates Labels not on floorplan
Mobile Hub Profiles RF Templates 20:93:39:01:2:00
n[![] Analytics
Settings Network Topology WLAN Templates 209339012f00
D site
oo Site Configuration Networks EX4100-F-12T
@ Organization Subscriptions WAN Edge Templates 22.4R3.25

TEMPLATE

SWITCH PHOTOS

Click on template name you previously created.

Juniper Mist” n P67-T11 Change language en) ~ | Mowizisem 2 O (7
@ Monitor SW|tCh Tem plates Import Template | Create Template
. Marvis™ 1 Template
Template Sites Switches
(o)) ;
(i (S pB7t11-swTemplate 1 1

E] Access Points
Switches

@ WAN Edges

S wist Edges

Scroll the page down till Shared Elements section and click Add Network.
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Juniper Mist n P&7-T11 Changelanguage (en) ~ | WMON1Z16PM 2 Q (2

@) monitor

Shared Elements

@) wmarvis™
o NETWORKS PORT PROFILES DYNAMIC PORT CONFIGURATION
2, Clients
Named VLAN 1Ds that can be used by Port Profiles Port configuration for a set of related ports Apply ofiles to ts based on properties ecte
[j Access Points * System defined * Clients. First ma grulew € applied. Port range st have
Switches A Unused Networks @ * default default{1), access
No rules defined
(&) wan eages * default 1 A Unused Profiles @
D wis
(=) M= * ap default(1), trunk, edge
7 Locetion * disabled port disabled
Analytics | N
uu[] M Search X | |Add Network * ot default(1), access, edge Add Rule
| = [
Site -
oo >t * uplink default{1), trunk
VRF

@ organization

Configuration

Enabled  (® Disabled

Instances

Enter “management” as a name and VLAN ID 3. Click on a check mark to complete new network
configuration.

Juniper £ n P&7-T11
| snhared elements
@ Monitor

@) marvis NETWORKS

Mamed VLAM IDs that can be used by Port Profiles
* System defined

E] Access Points New Network .
. Switches

» T
,9;\ Clients

MName
management
@ WAN Edges

VLAN ID [

3 wmist Edges

3
‘ﬁf Location
IPv4 Subnet [[T5)
nﬂ[] Analytics
oo Site
IPv6 Subnet [[T5)

@ Organization
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Repeat the previous step to create the following VLANSs:

Network Name VLAN ID

employee 11

contractor 12

loT 13

guest 14

Check your list of unused networks you just created.

Juniper Mist ' P67-T11
Juniper Mist’ n P67-T11

@ Maniter Use Site Timezone
@ Monitor

. Marvis™

Use Site Timezone

. Marvis™
Shared Elements
O ciients , Shared Elements
2. Clients
E] Access Points NETWORKS
E] Access Points NETWORKS
Mamed VLAN IDs that can be used by Port Profiles
Switches % System defined = Named VLAN IDs that can be used by Port Profiles
R defined Switches # System defined
(+) wan edges
N ges
~ A Unused Networks @ () wan Edges
S B # default 1
$ wmist Edges
= MistEdg loT 13 % Mist Edges
- employee 1
Location
4 contractor 12 4 Location
guest 14
Analytics 2
aol * default 1 aal] Anatytics
management 3
E o
oo Site =
Search oy W Site
Seard Add Network oo Search X | Add Network

@ Organization

@ Organization

Scroll the Switch Template configuration page to the top and click Save.

Juniper Mist ' P67-T11 Changelanguage(en) ~| WMowizzeem 2 Q

@ aray € Sw 2 ate p67t1 1 ’SWTemp‘ate Delete Template m' Cancel | 1

@) warvis~

INFO APPLIES TO SITES +

2, clients

Name
1 1 B Assign to Sites
E] Access Points p67t11-swTemplate sites switches

Review and confirm changes by clicking Save again.
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Confirm Changes

1 sites

1 switches

Show only differences * Template or System inherited

¥ Hetworks

¥ management

+ | Network Name:

+ | vLAN ID: 3
¥ guest

+ | Network Name:

+ | VLAN ID: 14
¥ contractor

+ | Metwork Name:

+ | VLAN ID: 12
¥ employee

+ | Metwork Name:

+ | vian ID: 11
¥ IoT

+ | Metwork Name:

+ | VLAN ID: 13

management

guest

contractor

employee

m Cancel

Navigate to Mist Al Switches and click on your switch name. Check the last config timestamp which
should be a recent time (you might need to wait a minute and remember time is displayed in
previously configured time zone).

Junipe)

@) monitor
) o
@) warvis FrontPanel  Port List
2 Clients EX4100-F-12T
(] Access Points w

<3

o

2
-
(&) wan edges

METRICS

S wist Edges

Switch-AP Affinity

sw-edge2

= i
5 z
3
<> 3 g
PROPERTIES
N INSIGHTS
PoE Compliance VLANs

<7 Location LOCATION

MAC ADDRESS

nul] Analytics m Config Success I m Potential Anomalies I
DEVICEID

oh Site

@ organization

MODEL

VERSION

TEMPLATE

SWITCH PHOTOS

Switch Insights
not on floorplan
20:93:39:01:2f:00
209339012f00
EX4100-F-12T

22.4R3.25

pE7tI1-

PM

Changelanguage (en) ~  MON123 &

m velities w m

o CPU . Memory I Temp  PoE @ PSUs

STATISTICS

STATUS

IP ADDRESS

MIST APS

WIRELESS CLIENTS

TOTAL POWER DRAW

UPTIME

LAST SEEN

LAST DISCONNECT
REASON

Connected

®10.251.1.10
®10,1.99.11

i}

0.00 W
3d 23h 34m

May 11, 2026 12:29:57 FM

LAST CONFIG

May 11, 2026 12:29:55 PM I

Fans

&

Click Utilities > Remote Shell.
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Juniper Mist ' P&7-T11 Changelanguagefen) w| MON1231PM O Q (2
e ¢ swiches: sw-edge2 N - B - |
. MEE FrontPanel  Port List Testing Tools

Remote Shell
2, Clients EX4100-F-12T = CPU . Memon
Send Switch Log to Mist
= = .
B Access Points w £ = Upgrade Firmware
u oy I ¢ s g
s H i N
3 n napshot Device
Switches = & ®
Sync Configuration
@ WAN Edges Download Config
METRICS PROPERTIES STATISTICS Replace Switch
S wist Edges TaTUS
INSIGHTS Switch Insights b N
Switch-AP Affinity PoE Compliance VLANs LE Reboot Switch
<7 i acation LacaTion norop fonmian |P ADDRES: ®1n2s1 110

Check VLANSs configured on the switch with “show configuration vlans” command. It should show
only VLAN 1 at the moment, since new VLANSs are not in use in any port profile.

mist@sw-edge2> show configuration vlans
default {

vlan-id 1;

13-interface irb.o;

}

{master:0}
mist@sw-edge2>

Close Remote Shell and scroll down till the Networks & Port Profiles section where you should see all

VLANSs IDs inherited from the Switch Template.

' P&7-T11
@) wanitor < Switches: S\N—edgez
) marvis™

Juniper Mist

Networks & Port Profiles

2 Clients

NETWORKS PORT PROFILES
[ Access Faints

Mamed VLAN IDs that can be used by Port Profiles Port configuration for a set of related ports

Switches * Site, Template, Campus Fabric or System Defined *

* default default{1), access
(&) wan edges * default 1
% Mist Edges * employee 1 A Unused Profiles @

<7 Location * guest 14 * ap default(1), trunk, edge

n[][] Analytics * management 3 * disabled port disabled

oy Site Search < | Add Network * ot default(1), access, edge

@ Organization * uplink default{1), trunk
VRF

Configuration

Override Site/Template Settings

L..Jq Enabled Disabled

Change language (en) ~ | MON12:44FM Q @

m velities ﬂ m <

DYNAMIC PORT CONFIGURATION

Override Site/Template Settings

Mo rules defined

Scroll up and click on your template name in Properties section at the top of the page. This will bring
you back to the Switch Template configuration page.
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Juniper Mist ' P67-T11 Changelanguage(en) w | WMON1z46PM 2 Q (2

@) Monitor ¢ Switches: SW_edgez Utilities v ﬂm & |

=) marvis™

METRICS PROPERTIES STATISTICS
o))
Clients
2 Client: - INSIGHTS  Switch Insights STATUS  Connected
Switch-AP Affinity PoE Compliance VLANs
E] P e LOCATION not on floorplan IP ADDRESS ®10.251.1.10
Cl | B o

MAC ADDRESS 20:93:3%:01:2f:00

[ ot success | (BT potentit anomaties | MISTAPS 0

DEVICE ID 209339012f00

WIRELESS CLIENTS
MODEL EX4100-F-12T

TOTAL POWER DRAW 0.00W
VERSION 224R3.25

UPTIME 3d 23h 50m

TEMPLATE
<7 Location LAST SEEN May 11, 2026 12:44:56 PM
SWITCH PHOTOS
I LAST DISCONNECT
onll Analytics REASON
LAST CONFIG May 11,

on Site

@ organization

Switch Configuration

Configuration is Managed by Mist guration Management

Device g

Scroll down to the Shared Elements and click Add Profile button to create a new Port Profile.

Juniper t ' PE7-T11

= Use Site Timezone
@ Monitor

@]
Ewm Shared Elements
,04‘ Clients
NETWORKS PORT PROFILES
E] Access Points
Mamed VLAN IDs that can be used by Port Profiles Port configuration for a set of related ports
* Systemn defined *
Switches
*
A Unused Networks @ default default(1), access >
[\T,] WAN Edges
laT 13 ) A Unused Profiles @
tracts 12
<7 Location contractor ? * ap default{1), trunk, edge »
* - .
| ozt default 12 * disabled port disabled »
DDD — Search > | Add Network * ot default(1), access, edge »
@ Organization * uplink default(1), trunk »
VRF
Configuration

Enabled @) Disabled

Instances

Add VRF Instance search

Set the name to “Uplink-to-cores” (upper-case “U” and lower-case other letters), change Mode to
Trunk and leave default VLAN 1 as a native VLAN.

Lab 3: Day 1: Configure VLANS, ports and LAGs 71



Juniper

@ Manitar

(=] marvis™

,9\3\ Clients

B Access Points
Switches

[?,] WAN Edges

\

S5 mist Edges

4 Location
nl]ﬂ Analytics
o site

@ Organization

Click on “+” icon in Trunk Networks and select all VLANs excepting VLAN 1 then click Apply.

Juniper M
@ Monitor
[ marvis~
2, Clients
[*] Access paints
Switches
(&) wan Edges

g

S wmist Edges

<7 Location

a0 Anatytics

oL site

n P&7-T11

NETWORKS

Mamed VLAN IDs that can be used by Port Profiles
* System defined

A Unused Networks @

loT 13

contractor 12

* default 1
Search # | Add Network

VRF

Configuration

Enabled (® Disabled

Instances

Add VRF Instance

PORT PROFILES

Port configuration for a set of related ports
*

New Port Profile

MName

Port Enabled
®) Enabled Disabled

Description

Add Description

Mode

® Trunk Arcess

Port Network (Untagged/Native VLAN)

VolIP Network

None

Trunk Netwarks
All Networks

I

' P67-TI1

NETWORKS

Named VLAN IDs that can be used by Port Profiles

PORT PROFILES

Port configuration for a set of related ports

* Systemn defined *
New Port Profile v X
A\ Unused Networks @
Name
loT 13
Uplink-to-cores
contractor 12 Port Enabled
®) Enabled Disabled
* default 1
Description
Search X | Add Network Add Description
Search
VRE oo B Network N VLAN ID
® Trunk Access erwork Hame
Configuration default 1
Port Network (Untagged
Enabled  (® Disabled management 3
default ®
employee 1
Instances VolP Network
'0lP Networl
contractor 12
None
Ld|loT 13
Trunk Networks
Add VRF Instance guest 14
All Networks
‘ management 3 ‘
‘ contractor 12 ‘ | loT 13 ‘ | guest 14

DYNAMIC PORT|

Scroll down the page to see other available options for this new Port Profile. You will not change any

other options, scroll the page up and click on the check mark to apply your changes to the

template.
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Juniper Mist ' P67-T11
@ Monitor NETWORKS PORT PROFILES
@ Marvisn Mamed VLAN IDs that can be used by Port Profiles Port configuration for a set of related ports
* System defined *
o)
i Clients New Port Profile ®
# Unused Networks @
[] Access Points Name
loT 13 )
Uplink-to-cores.
Switches
contractor 12 Port Enabled
@ WAN Edges ®) Enabled Disabled
* default 1
Description
S wist Edges . I
Search | Add Network Add Description
#
<7 Location
nl:lﬂ Analytics VRF Mode
® Trunk Access
= Configuration
oo Site Port Network (Untagged/Native VLAN)
Enabled (@) Disabled
default 1v
@ organization
Instances
VolP Network
None v
Trunk MNetworks
Add VRF Instance
All Networks
‘ management 3 ‘ | employee 11 |
‘ contractor 12 H loT 13 nges( 14 | +
Speed
Auto v
Duplex
Auto v
Junipe ' P&7-T11 Changelanguage(en) ~| WMON1z57PM 2 Q (2

@ aray 4 ( £ ate p67t’| ’] ’SWTemp‘ate Delete Template
Marvis™

INFO APPLIES TO SITES +
2, Clients

Name
1 1 B Assign to Sites
E] Access Points pe7t11-swTemplate sites switches

Switches
All Switches Configuration

(&) wan edges

Review the list of changes and click Save to apply these changes.
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Confirm Changes

APPLIES TO SITES +

1 sites 1 switches
Show only differences * Template or System inherited

¥ Port Usages

¥ Uplink-to-cores

Legacy PD: Disabled
Mac Limit: @

Mode:  trunk

+ | Profile Name: Uplink-to-cores
+ | ALl Networks: No
+ | Auto-Negotiation: Enabled
+ | Block STP BPDUs: Disabled
+ | Duplex: Auto
+ | Enable MTU: Disabled
+ | Enable Q0S: Disabled
+ | High Priority: Disabled

\

\

\

\

Per VLAN STP: Disabled

Cancel
Navigate to Site > Wired > Switch Configuration
Juniper b ’ P&7-T11
@) monitor p67t11-swlemplate
. Marvis™
APPLIES TO SITES
22 ciients
E] Access Points
. Switch Configuration 3rd Party Tunnels Security Events
Switches
Switch Packet Captures Labels WAN Edge Packet Captures
@ WAN Edges
Packet Captures
% Mist Edges Policy
Pre-Shared Keys
4 Location i
Radio Management
anl] Anaiytics Security
ed Ho:
DOD site WLANSs
@ Organization
DNS Servers FT7
Click on your site name that you recently created.
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SR a pe7T1 Change language(en) ~ MONTOsPM 2 O

&) wonitor Switch Configuration
Marvis™ Q. Filter
2 sites 1-20f2
O, Clients
site 2 Switches Configuration Template
[ Access paints 1 p&7t11-swTemplate
Primary Site 0 -

Switches

Scroll down to the Shared Elements section and notice that Networks and Port profiles you

configured in the Switch Template were inherited by the site where this template is assigned.

Notice another detail about Port profiles — all profiles are listed as Unused Profiles. Hover your
mouse over the question mark next to Unused Profiles.

SR a pe7T1 Change language(en) ~ MON107PM 2 O

@ wonitor

Shared Elements
Marvis™

NETWORKS PORT PROFILES DYNAMIC PORT CONFIGURATION
2 Clients

Named VLAN IDs that can be used by Port Profiles Port configuration for a set of related ports App file: s based on ertie:
[*] Access Points * Template or System Defined * e

Profiles unused in Port Configuration or Dynamic Port ess p t

Switches * loT 13 8! Dyi Override Configuration Template

Configuration

No rules defined
@ WAN Edges * contractor 12 A Unused Profiles @

S5 wiist Edges * default 1 # Uplink-to-cores default(1), trunk
4 Location * employee " * ap default(1), trunk, edge
nn[] Analytics Search X | Add Network * disabled port disabled
* jot default(1), access, edge

VRF
@ Organization % uplink default{1), runk

Configuration

Navigate to Switches and click on your switch name, then scroll the page down till the Device section.
Click Add Port Configuration.

Juniper Mist ﬂ PE7-T11 Changelanguage(en) «| MONT11PM 2 O

@ wonitor < Switches: SW—edgez m velities ﬂm <

@) wmarvis™

Configuration is Managed by Mist Disable Configuration Management

2 Clients

) e

Switches INFO IP CONFIGURATION (INBAND MANAGEMENT) PORT

() e = Name Configure IRB/SVI interfaces using DHCP or Static IP Port Profile Assignment

= sw-edge? assignment * Site, Template, or System Defined

% Mist Edges letters, numbers, _. or - Override Site/Template Settings Port Configuration ‘dd Port Configuration
Rale IP Address

Location .

V Select a role DHCP Static Unassigned ports Default

ool Analytics fetters, numbers, _or - Network (VLAN)
Notes default

0 o

[eTs) i Add Notes

Additional IP Configuration

@ organization
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NOTE: It’s possible to apply port configuration at the template or site level to multiple
switches at a time with Select Switches Configuration. This will be explained in Lab 5.

In Port IDs select only port 10 and click Done.

Juniper ' PE7-T11 Change language (en) | MON11zeM 2 Q

7
@) Monitor < Switches: SW,edge2 Utilities v ﬂ m ®
- Mame Configure IRB/SVI interfaces using DHCP or Static IP Port Profile Assignment
- avvedge? assignment * Site, Template, or System Defined

Fg‘:‘ Clients letters, numbers, _. or Override Site/Template Settings New Port Configuration v %
Role IP Address

E] Access Points Select a role DHCP Static Invalid port 1D range
letters, numbers, _or - Network (VLAN) Port IDs
Notes default

=]
@ WAN Edges Add Notes

Click to select the port or shift-click to select a range of ports
Additional IP Configuration

D wist Edges

Y = -
¢ @@ i s
E 3 3
</ Location g i g
IP CONFIGURATION (OUT OF BAND) Search X Add IP Configuration
nuﬂ Analytics
w| Override Site/Template Settings Clear Selection m
on Site 1P Address I DY IEITIC T UrC g anrT
DHCP (@) Static
. Description
() @
1P Address [T Add Description
10.251.1.10
V.
subnet Mask (200 Up / Down Port Alerts (i}
255.255.255.0 Enabled @ Disabled
Manage Alert Types in Alerts Page q
Dedicated Management VRF_€3 Port Agoregation

Click on Configuration Profile and select “Uplink-to-cores”.

Lab 3: Day 1: Configure VLANSs, ports and LAGs 76



Utilities m =]
Port Profile Assignment
* Site, Template, or System Defined
New Port Configuratien v X

Port IDs

ge-0/0/10 =]
(ge-0/0/1, ge-0/0/4, ge-0/1/1-23, etc)
Interface
®) L2 interface L3 interface L3 sub-interfaces
Configuration Profile
| AP default(1), trunk, edge v

Q-in-Q

Uplink-to-cores default(1), trunk

ap default(1), trunk, edge

default default(1), access

disabled ort disabled y

iot default{1), access, edge

uplink default(1), trunk

Search Add Profile
Port Aggregation

Enabled (® Disabled

o

Check other options available for the Port Configuration and click on the check mark to apply a new
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Port Profile Assignment
* Site, Template, or System Defined

New Port Configuration X
FortIDs
ge-0/0/10 =]
(ge-0/0/1, ge-0/0/4, ge-0/1/1-23, etc)
Interface
@ L2interface () L3interface () L3 sub-interfaces
Configuration Profile
Uplink-to-cores default({1), trunk v
[] Enable Dynamic Port Configuration
Description
Add Description
Y.
Up / Down Port Alerts €
() Enabled @ Disabled
Manage Alert Types in Alerts Page
Port Aggregation
() Enabled
Allow switch port operator to modify port profile
O Yes @ No

Click Save button at the top of the page.

Junipe 3 u P&7-T11

Monitor < Switches: gwfedge2

Configuration is Managed by Mist

. o 2
Change language(en) ~| Mont1sem 2 Q@

ble Configuration Management

Device
Access Points
INFO IP CONFIGURATION (INBAND MANAGEMENT) PORT
T Name Configure IRB/SVI interfaces using DHCP or Static IP Port Profile Assignment
i sw-edge2 ‘ assignment * Site, Template, or System Defined
Edges letters, numbers, _. or - [ Override Site/Template Settings Port Configuration Add Port Configuration
= Role IP Address
V' Location Select a role ® DHCP Static ge-0/0/10 Uplink-to-cores >
letters, numbers, _or -
e . i Network (VLAN]
DUI] AnalyiEs LA Unassigned ports Default »
Notes default
Review Changes and click Save.
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Show only differences * Template or System inherited

Uplink-to-cores

Confirm Changes

¥ Port Config

¥ ge-8/8/10

+ | Port Range: ge-0/6/1@
+ | Configuration Profile:
+ | Dynamic Port Configuration: No
+ | Enable Up/Down Port Alert Type: No
+ | Local Overwrite:
(i)

Cancel

Scroll the page up to the top and hover your mouse over Interface 10. You should see Profile “Uplink-
to-cores” applied. If you see Configured profile “Uplink-to-cores” and reported profile “Default”

displayed, it means that you need to wait a couple of minutes until it synchronizes the new
configuration and refresh the page.

Juniper Mist
@ Monitor
@ Marvis™
(9\3\ Clients
E] Access Points
Switches
(&) waN Edges

S5 Mist Edges

{/ Location

nDl] Analytics

oy site

@ Organization

’ P67-T11

< Switches: gw-edge2

Front Panel  PortList

EX4100-F-12T

:
2
METRICS

Switch-AP Affinity PoEC

(1L Version Compliance ﬂ
(I Config Success m:

2e-0/0/10

Speed

PoE Admin Status Enabled

PoE Operation Status Off

Power Draw —

Duplex F

STP Forwardir
BPS 17kIN

Profile Uplink-to-cores

Port Mode trun

Native VLAN 1

Dynamic Filter -

Trunk VLANS 11,12

Dynamic Port
Configuration -

Authentication -

Hostname sw-core

Username -

MAC Address 88:32:30:a3

MAC Count 5
MAC Limit

IPv4 Address 10.1.99.2

IPv6 Address —

Manufacturer Hewlett Packard Enterprise

T uplink

tch Insights
on floorplan
13:39:01:2f:01
339012f00
100-F-12T
4R3.25

t11-swTempl

nfiguratio

Managed
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Navigate to Utilities > Remote Shell.

Juniper Mist n PE7TI
@ wonitor < Switches: SW—edgEQ
FrontPanel  PortList
o)
23, clients EX4100-F-12T
[] Access Points w
& Eod (o4
]
Switches E
(&) wan edges
METRICS

S5 wiist Edges

Switch-AP Affinity

= =
£ £
B s £
n
A : £

PROPERTIES
INSIGHTS Switch Insights
PoE Compliance VLANSs -

<7 Location LOCATION not on floorplan

MAC ADDRESS 20:93:39:01:2f.00

nﬂ[] Analytics m Config Success I m Potential Anomalies I

DEVICE ID 20933901200

Change language (en) ~  MON1

29pPM S Q
m Yelities m

- CPU . Memon

STATISTICS

STATUS

IP ADDRESS

MIST APS

Testing Tools

Send Switch Log to Mist
Upgrade Firmware
Snapshot Device

Sync Configuration
Download Config
Replace Switch

Reboot Switch

®10.251.1.10
®10.1.99.11

o

7
&

Check the list of VLANs configured on your switch with “show vlans” command. New VLANs should be

displayed now.

Routing instance
default-switch

default-switch

default-switch

default-switch
default-switch
default-switch

{master:0}
mist@sw-edge2>

mist@sw-edge2> show vlans

VLAN name Tag
IoT 13
contractor 12
default 1
employee 11
guest 14
management 3

Interfac
ge-0/0/1
ge-0/0/1
ge-0/0/0
ge-0/0/1

ge-0/0/1
ge-0/0/1

ge-0/0/2.
ge-0/0/3.
ge-0/0/4.
ge-0/0/5.
ge-0/0/6.
ge-0/0/7.
ge-0/0/8.
ge-0/0/9.

mge-0/2/
mge-0/2/

ge-0/0/1
ge-0/0/1

ge-0/0/1

es

0.0%*

0.0%*

.0
.0
0.0%*
1.0%
0%
(4]
%
(4]

[OIOR RN

0.0
1.0

0.0%*

0.0*

0.0*

Check new configuration applied to interfaces hierarchy with “show configuration interfaces”
command.
|mist@sw—edge2> show configuration interfaces
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interface-range default {
member "et-0/1/[0-3]1";
member "ge-0/0/[0-9]1";
member ge-0/0/11;
member "ge-0/2/[0-1]1";
member "xe-0/2/[0-31";
apply-groups default;
}
interface-range Uplink-to-cores {
member ge-0/0/10;
apply-groups Uplink-to-cores;
}
<Output omitted>

Check more details about “Uplink-to-cores” group with “show configuration groups Uplink-to-cores”
command.

mist@sw-edge2> show configuration groups Uplink-to-cores
interfaces {

<*> {
native-vlan-id 1;
unit 0 {
family ethernet-switching {
interface-mode trunk;
vlan {
members [ management employee contractor IoT guest default ];
}
}
}
}

}

Check the list of configured VLANs with “show configuration vlans” command.

mist@sw-edge2> show configuration vlans
IoT {
vlan-id 13;
}
contractor {
vlan-id 12;
}
default {
vlan-id 1;
13-interface irb.o;
}
employee {
vlan-id 11;
}
guest {
vlan-id 14;
}
management {
vlan-id 3;

}

Close Remote Shell window and scroll the page down to Networks & Port Profiles section where you
can see now “Uplink-to-cores” not listed in Unused Profiles.
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Juniper A n P&7-T11

@) wanitor < Switches: 5\N—Edg€2

Change language(en) ~| MONT4sPM 2 ©

m velities ~ ﬂ m

@) marvis™
I Networks & Port Profiles
22, Clients
NETWORKS PORT PROFILES DYNAMIC PORT CONFIGURATION
[ Access paints
Named VLAN IDs that can be used by Port Profiles Port configuration for a set of related ports A e ase ertie: ecte:
* Site, Template, Campus Fabric or System Defined * e : g rule © ed. Port range must have
% Uplink-to-cores default(1), trunk
(&) wan edges * loT 3 P 0.
% Mist Edges * contractor 12 * default default(1), access
<7 Location * default 1 % Unused Profiles @
uu[] Analytics * employee n * ap default(1), trunk, edge
DDD Site Search X | Add Network * disabled port disabled
@ QOrganization * jot default(1), access, edge
VRF
* uplink default{1), trunk

Configuration

7

o

Create one more Port Profile for Juniper Access Point connected to port 2. Navigate to Organization >
Wired > Switch Templates and select your template name or click on your Switch template in the

Junipes

@) Menitor
Marvis™

2 Clients

(] Access points
@ -

(&) wan edges

S mist Edges

<7 Location
ooll Anaiytics
oL site

@ organization

prope rties.
’ P67-T11
< Switches: Swfedgez
Front Panel Port List
EX4100-F-12T
w £ £
i 5
2 B & g
METRICS PROPERTIES
Switch-AP Affinity PoE Compliance VLANSs INSIGHTS switch Insights

LOCATION not on fioorplan

MAC ADDRESS 20:93:39:01:2:00

DEVICE ID 20933901200

MODEL EX4100-F12T

VERSION 22.4R3.25

TEMPLATE

SWITCH PHOTOS

Scroll the page down to the Shared Elements and click Add Profile.
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Juniper Mist

@) wmonitor
Marvis™
2 clients

] Access Paints

Switches

(&) wan edges

S5 wist Edges
<7 Location
ool] Anaiytics
o site

' P67-T11
Shared Elements

NETWORKS

Named YLAN |Ds that can be used by Port Profiles
* System defined

loT 13

contractor 12

* default 1

employee 1
Search | Add Network

VRF

Configuration

Enabled @ Disabled

Instances

Add VRF Instance

PORT PROFILES

Port configuration for a set of related ports
*

* default default(1), access

A\ Unused Profiles @

Uplink-to-cores default(1), trunk
* ap default(1), trunk, edge
* disabled port disabled
* jot default{1), access, edge
* uplink default(1), trunk

Search

Give this profile name “juniper-ap”, select Mode Trunk, Native VLAN management, Trunk Networks:

employee, contractor, l1oT and guest. Then click on a check mark to create new profile.

Juniper Mist
@ Monitor
Marvis™
% Clients
Access Points
Switches
WAN Edges
S5 mist Edges

<7 Location

onll Analytics

o0 Site

o Y ——

Click Save at the top of the page to save new settings in the Switch template.

' PG7-T11

NETWORKS

Named VLAN IDs that can be used by Port Profiles
* Systemn defined

IoT 13

contractor 12

* default 1

employee 1
Search | Add Network

VRF

Configuration

Enabled (@) Disabled

Instances

Add VRF Instance

PORT PROFILES

Port configuration for a set of related ports

New Port Profile

Port Enabled
® Enabled Disabled

Description

Add Description

Mode

® Trunk Access

Port Network (Untagged/Native VLAN)

VolP Network

MNone v

Trunk Networks

All Networks

‘ employee 11 H contractor 12 H loT 13 |

‘.gues[ 14 | +

Speed

Auto W
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Juniper Mist @ rom Change language (en) v | MO

& wonicor < switch Templates : P6 /€1 1-swlemplate Delete Tempiate

Marvis™

INFO APPLIES TO SITES +

2, Clients

Name
1 1 ) Assign to Sites
(] Access points pB7t11-swTemplate sites switches

Confirm changes by clicking Save again.

Confirm Changes

APPLIES TO SITES +

1. T e
Show only diferences I w———

¥ Port Usages

v juniper-ap

& | Profile Mame: juniper-ap
+ | ALl Networks: No

+ | Auto-Negotiation: Enabled
+ | Block STP BPDUs: Disabled
+ | Duplex: Auto

+ | Enable MTU: Disabled

+ | Enable Qos: Disabled

& | High Priority: Disabled
& | Legacy PD: Disabled

+ | Mac Limit: @

+ | Mode: trunk

+ | Per VLAN STP: Disabled

& | Perpetual: Disabled

+ | Persistent (Sticky) MAC Learning: Disabled
+ | POE: Enabled

+ | Port Disabled: No

+ | Port Metwork: management
+ | Speed: Auto

Cancel

Navigate to Switches > sw-edge2, scroll the page down to Device section and click Add Port
Configuration.

Juniper Mis ﬂ PE7-T11 Change language(en) «| Monzosem 2 Q

& wonitor < switches: sw-edge2 Utilities mﬁ o

) manis~ Configuration is Managed by Mist ration Management

22 ciients

(] Access paints

Bl s INFO IP CONFIGURATION (INBAND MANAGEMENT) PORT
Name Configure IRB/SVI interfaces using DHCP or Static IP Port Profile Assignment
@ L El assignment * Site, Template, or System Defined
su-edge? .
S letters, numbers, _. or - Override Site/Template Settings Port Configuration AGd Fort Configaration
Role IP Address
<7/ Location Select a role DHCP Static ge-0/0/10 Uplink-to-cores

letters, numbers, _or - Metwork (VLAN)

onll Anaiytics

Unassigned ports Default
Notes default

&, site Add Notes

Additional IP Configuration

@ organization 4

' Port Overrides | BETA

Select port 2 and click Done, then select juniper-ap profile. Click on the check mark to create new
port configuration.
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PORT

Port Profile Assignment
* Site, Template, or System Defined

New Port Configuration X

Port IDs
ge-0/0/2 =]
(ge-0/0/1, ge-0/0/4, ge-0/1/1-23, etc)
Interface
®) L2 interface L3 interface L3 sub-interfaces

Configuration Profile
management(3), trunk
Enable Dynamic Port Configuration

Description

Add Description

Up / Down Port Alerts €
Enabled (® Disabled

Manage Alert Types in Alert

Port Aggregation
Enabled (@ Disabled

Allow switch port operator to modify port profile

Yes (@ No

Click Save at the top of the page and then Save again to confirm new changes.

Juniper Mist @ e Change languageen) +| MO

N 2:06 PM o4 ‘;' ?
i © wnenes SW—edgeZ m Utilities -: Im o

Marvis™

INFO IP CONFIGURATION (INBAND MANAGEMENT) PORT
2, cients Name Configure IRB/SVI interfaces using DHCP or Static IP Port Profile Assignment
ssignmen * Site, Template, or System Defined
sw-edge? assignment # Site, Template, or System Defin
(] Access points T " ttings
letters, numbers, _. or - Qverride Site/Template Settings Port Configuration Add Port Configuration
Switches Role P Address
Select a role DHCP Static ge-0/0/2 juniper-ap
(&) wan edges letters, numbers, _or - Network (VLAN)
ge-0/0/10 Uplink-to-cores
Notes default
S wist edges e
Notes Unassigned ports Default
</ Location Additional IP Configuration

Hover your mouse over port 2 where you will temporarily see “Configured Profile juniper-ap” and
“Reported Profile Default”. This will be changed “Profile juniper-ap” once configuration is applied.
This might take a couple of minutes.

NOTE: Refresh the web page entirely to update this information.
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\@managg.g(zmincum/admin/’org_\d:152d57(5—1fﬁQ—ADN—Bka—S1983460331E*!s\.wt(h,/dL:tai\,r’DDﬂDODOD—DDOOVDODOV1000—209339012@0,’25d12d&—(07b74399— ® w5 (3 a
Juniper Mist @ rom Change language (en) =] MonzioRM 2 Q

@) wonitor < Switches: Sw,edgez Utilities v mm o

FIONUFANEl  FOTLIST

@ m
EX4100-F-12T = CPU o Memory | Temp  PoE @ PSUs ® Fans
2, Clients
. s H £
Access Points 9 3 2
& < & )
%

Juniper ﬂ P&7-T11
@ Moniter < Switches: S\N*Edg82
FrONTFanel  FOrTLIST
=) wmarvis™
EX4100-F-12T
,93\ Clients
w
© <> <> wired Client
[*] Access Points = . !
=
Speed 1G
PoE Admin Status En
PoE Operation Status Off
METRICS Power Draw - i
| Duplex Full Duple INSIGHTS
% Mist Edges Switch-AP 2 [
LOCATION
<7 Location Configured Profile I ! ADDRESS
Config Su F
m Reported Profile
DEVICEID
otl] Anaiytics Port Mode
o Untagged VLAN MODEL
oo Site ;
Dynamic Filter — VERSION
Dynamic Port
@ organization Configuration — TEMPLATE
Authentication -
HPHQOTOS
Hostname F6 2
Username —
MAC Address f2
MAC Count
MAC Limit N/A .
IPv4 Address 172.17.67.222 =

IPv6 Address —
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After refreshing the web page, confirm that new profile was applied.
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Task 3-2: LAG configuration

Objectives

Configure LAG on Juniper EX switch uplink ports.

Validate LAGs with Port Panel and Port list views, and CLI commands.

Steps

In Mist Al navigate to Switches > sw-edge2 and scroll to the Port configuration. Click on ge-0/0/10.

Juniper Mist

@) Manitor
Marvis™
2 Cients

(3] Access points
[5] switches
(&) wan eages
S wist Edges
</ Location

ooll Anstytics

5 site

@ organization

Juniper Mist

@) Mmonitor
Marvis™
2, ciients

(] Access points

Switches

(&) wan edges

S wist Edges
</ Location
ool Analytics
o site

@ oreianon

- sw-edge? |

Switch Configuration

Configuration is Managed by Mist

Change language(en) ~| Mown2soPM 2 Q

7
m valities ﬂ m ©

Disable Configuration Management

Device

INFO

Name

sw-edge?

letters, numbers, _. or -

Role

Select a role

letters, numbers, _or -

Notes

Add Notes

IP CONFIGURATION (INBAND MANAGEMENT)
Configure IRB/SVI interfaces using DHCP or Static IP
assignment

Override Site/Template Settings

IP Address

DHCP Static

N\

Metwork (VLAN)

default

Additional IP Configuration

PORT

Port Profile Assignment

* Site, Template, or System Defined

Port Configuration

ge-0/0/2

ge-0/0/10

Unassigned ports

v Port Overrides | BETA

Add Port Configuration

juniper-ap

Uplink-to-cores

Default

Select second interface ge-0/0/11 and click Done.

o P67-T11

< Switches: sw-edge2
INFO 1P CONFIGURATION (INBAND MANAGEMENT)
Name e IRB/SVI interfaces using DHCP or Static IP
sw-edge2 t
letters, numbers, _. or - Override Site/Template Settings
Role IP Address
@ DHCP Static
Network (VLAN)
Notes default
Add Note:
Additional IP Configuration
4
IP CONFIGURATION (OUT OF BAND) Search Add IP Configuration

] Override Site/Template Settings

12 acd

MON 2:46 PM

Change language (en) ~

EQ

Utilities v
PORT
Port Profile Assignment
* Site, Template, or System Defined
Edit Port Configuration v
Port IDs
=]

2e-0/0710-11

Click to select the port or shift-click to select a range of ports

Sp+ Uplink

Clear Selectio

’ EIlEUIE DY TEIC TOreCorn

a5 Uplink

i - =

mguranon

Enable Port Aggregation with LACP and AE index 1. Then click on the check mark to update the port

configuration.
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Juniper Mist ’ PeI-T11 Change language (en) »  MON 232PM

< Switche SW—edgEZ Utilities v m o

| Interace
Additional IP Configuration
® L2 interface interface L3 sub-interfaces
y
Configuration Profile
Uplink-to-cores default(1), trunk v
IP CONFIGURATION (OUT OF BAND) Search X Add IP Configuration P
v Override Site/Template Settings Enable Dynamic Port Configuration
|P Address Description
T DHCP @) Static Add Descriptio
1P Address (253
10.251.1.10 Y
Up / Dawn Port Alerts €
Subnet Mask [T53 Ensbled (@) Disabled
255.255.255.0 Manage Alert Types in Aleris Page
Port Aggregation
® I k
Dadicated Management VRF @ Enabled Disabled
Enabled @ Disabled LACP
® Enabled Disabled

LACP Force-UP €

Enabled @ Disabled

LACP Periodic Slow

Enabled @ Disabled

AE Index 1

Allow switch port operator to modify port profile

Yes (@ No

Click Save at the top of the page then Save again to confirm changes.

Confirm Changes

Show only differences * Template or System inherited

¥ Port Config

v ge-8/6/1@
¥ AE
Disable LACP No
Index: 1
LACP Force-up No

LACP Periodic Slow: No

e

Wait several minutes and refresh the page. You should see 100% Config Success and icons changes
for interfaces 10 and 11 like on the screenshot below.

NOTE: You will briefly see 0% Config Success which should be changed to 100% Config
Success.
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2, Clients EX4100-F-12T = CPU . Memory I Temp  PoE @ PSUs ® Fans

(] Access points m

@

RJ45 1GE
SFP+ Uplink
RJ4S5 Uplink

(&) wan Edges

Hover your mouse over interface 10 or 11. You should see that these interfaces are members of LAG
ael.
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EX4100-F-12T = CPU o Memory I Temp PoE @ PSUs Fans
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METRICS STATISTICS
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sall Anaiytics PP conig success m R MISTAPS 0
i 339012100
= Native VLAN WIRELESS CLIENTS
Dynamic Filter poo-F12
Trunk VLANS | TOTALPOWERDRAW  0.00W
[reyy—— ; o | sdinsam
LACP State n1-swiemplate
LASTSEEN  May 11, 2026 25225 P

LACP Timeout
Dynamic Port LAST DISCONNECT
Configuration REASON

Authenticat
dihentieaten LASTCONFIG  May 11, 2026 2:48d3 Ph

Username
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Managed by Mist Disable Configuration Management

Manufacturer a ’
e

Switch to Port List, confirm that ael interface is listed and ports ge-0/0/10 and ge-0/0/11 are
members of ael.
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@ vonitor < switches: sw-edge2 utilities
Marvis™ FrontPanel  Port List =
22, Clients Q. Filter
E] Do s Port A Status Agg Ethernet  Wired Client Manufacturer Wireless Clients Power Draw Profile (Configured / Reported) Type Speed Full Duplex RX|
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(&) wan Edges ge-0/0/1 Default Access — - 0
ge-0/0/2 $1? f2:60:f0:29:ab:e0  Hewlett Packard Enterprise — juniper-ap Trunk 1000 mbps (2 27]
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—] '8! Faul
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<7 Location ge-0/0/4 up <+ 00:50:56:01:29:bd  WMware, Inc. Default Access 1000mbps (2 8
22.0/0/5 Default Access - 0
ool] Anaiytics
ge-0/0/6 Default Access — - 0
-
oo Site ga-0/017 Default Access — - 0
Default
@ organization ge-0/0/8 Access -~ - 0
ge-0/0/9 Default Access — - 0
22-0/0/10 up ael 0 Hewlett Packard Enterprise — Uplink-to-cores Trunk 1000 mbps (9 26l
ge-0/0/11 up ael Uplink-to-cores Trunk 1000 mbps () 4,
xe-0/1/0 (vep-0/1/0) — Default Access - - 0
xe-0/1/1 (vep-0/1/1) — Default Access - - o8
xe-0/1/2 (vep-0/1/2) — Default Accass - - 0B
xe-0/1/3 (vep-0/1/3) — Default Access - 0B
BACIR BT B o (] £
Change language (en) ~ | MONZSSFM = 5 ?

Testing Tools

Remnote Shell

Send Switch Log to Mist

Type  Speed FullDupl - Upgrade Firmwara
Trunk 2000 mbps (%) sSnapshet Device
Access - - Sync Configuration
Access - - Download Config
Trunk 1000 mbps () Replace Switch
Access - - Reboot Switch
P . -

Check LACP interfaces with “show lacp interfaces” command. You should see both interfaces ge-
0/0/10 and ge-0/0/11 listed with Collecting distributing state. This confirms that LAG ael is
functioning properly.

mist@sw-edge2> show lacp interfaces
Aggregated interface: ael
LACP state: Role Exp Def Dist Col Syn Aggr Timeout Activity
ge-0/0/10 Actor No No Yes Yes Yes Yes Fast Active
ge-0/0/10 Partner No No Yes Yes Yes Yes Slow Active
ge-0/0/11 Actor No No Yes Yes Yes Yes Fast Active
ge-0/0/11 Partner No No Yes Yes Yes Yes Slow Active
LACP protocol: Receive State Transmit State Mux State
ge-0/0/10 Current  Slow periodic Collecting distributing
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| ge-0/0/11 Current  Slow periodic Collecting distributing

Use “show lacp interfaces extensive” command to collect more details about system identifier and port
numbers on actor and partner sides. Notice that the Partner system ID is virtual system MAC address
configured on VSX peers.

mist@sw-edge2> show lacp interfaces extensive
Aggregated interface: ael
LACP state: Role Exp Def Dist Col Syn Aggr Timeout Activity
ge-0/0/10 Actor No No Yes Yes Yes Yes Fast Active
ge-0/0/10 Partner No No Yes Yes Yes Yes Slow Active
ge-0/0/11 Actor No No Yes Yes Yes Yes Fast Active
ge-0/0/11 Partner No No Yes Yes Yes Yes Slow Active
LACP protocol: Receive State Transmit State Mux State
ge-0/0/10 Current  Slow periodic Collecting distributing
ge-0/0/11 Current  Slow periodic Collecting distributing
LACP info: Role System System Port Port Port
priority identifier priority  number key
ge-0/0/10 Actor 127 20:93:39:01:2f:00 127 1 2
ge-0/0/10 Partner 65534 02:00:00:02:00:01 1 3 3
ge-0/0/11 Actor 127 20:93:39:01:2f:00 127 2 2
ge-0/0/11 Partner 65534 02:00:00:02:00:01 1 1003 3
Jump to MGMT PC Desktop and open SSH session to sw-core2. Disable interface 1/1/3 on sw-core2.
sw-core2# configure terminal
sw-core2(config)# interface 1/1/3
sw-core2(config-if)# shutdown
sw-core2(config-if)#

Repeat “show lacp interfaces extensive” command in Mist Al remote shell. You should see now
interface ge-0/0/11 has Detached state and Partner System ID is all zeroes.

mist@sw-edge2> show lacp interfaces extensive
Aggregated interface: ael

LACP state: Role Exp Def Dist Col Syn Aggr Timeout Activity
ge-0/0/10 Actor No No Yes Yes Yes Yes Fast Active
ge-0/0/10 Partner No No Yes Yes Yes Yes Slow Active
ge-0/0/11 Actor No Yes No No No Yes Fast Active
ge-0/0/11 Partner No VYes No No No Yes Fast Passive

LACP protocol: Receive State Transmit State Mux State
ge-0/0/10 Current  Slow periodic Collecting distributing
ge-0/0/11 Port disabled No periodic Detached

LACP info: Role System System Port Port Port

priority identifier priority  number key
ge-0/0/10 Actor 127 20:93:39:01:2f:00 127 1 2
ge-0/0/10 Partner 65534 02:00:00:02:00:01 1 3 3
ge-0/0/11 Actor 127 20:93:39:01:2f:00 127 2 2
ge-0/0/11 Partner 1 ©00:00:00:00:00:00 1 2 2

Enable interface 1/1/3 on Core-2.

sw-core2(config)# interface 1/1/3
sw-core2(config-if)# no shutdown

Confirm in Mist Al Remote Shell that both ports 10 and 11 are in Collecting distributing state.

mist@sw-edge2> show lacp interfaces
Aggregated interface: ael
LACP state: Role Exp Def Dist Col Syn Aggr Timeout Activity
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ge-0/0/10 Actor No No Yes Yes Yes Yes Fast Active
ge-0/0/10 Partner No No Yes Yes Yes Yes Slow Active
ge-0/0/11 Actor No No Yes Yes Yes Yes Fast Active
ge-0/0/11 Partner No No Yes Yes Yes Yes Slow Active
LACP protocol: Receive State Transmit State Mux State
ge-0/0/10 Current Slow periodic Collecting distributing
ge-0/0/11 Current Slow periodic Collecting distributing

In Mist Al Remote Shell review interface ge-0/0/10, ge-0/0/11 and ael configuration with “show
configuration interfaces” command.

mist@sw-edge2> show configuration interfaces ael
apply-groups Uplink-to-cores;
aggregated-ether-options {

lacp {
active;
}
}
{master:0}

mist@sw-edge2> show configuration interfaces ge-0/0/10
ether-options {

802.3ad ael;
}

{master:0}
mist@sw-edge2> show configuration interfaces ge-0/0/11
ether-options {

802.3ad ael;

}
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Task 3-3: Dynamic port configuration

Objectives
Add rules to Dynamic port configuration in Switch Template
Use Dynamic port configuration with MAC addresses.

Validate configuration and port profiles with Front Panel View and CLI commands.

Steps

Navigate to Mist Al Switches > sw-edge2 and open Remote Shell. Check Juniper EX switch MAC address
table entry on interface 4 with “show ethernet-switching table interface ge-0/0/4” command. This
is VM MAC-Address which is connected to your table switch. Note this MAC OUI (first half) for the
following steps.

mist@sw-edge2> show ethernet-switching table interface ge-0/0/4
MAC database for interface ge-0/0/4
MAC database for interface ge-0/0/4.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned, P - Persistent static, C
- Control MAC

SE - statistics enabled, NM - non configured MAC, R - remote PE MAC, O - ovsdb
MAC

GBP - group based policy)

Ethernet switching table : 1 entries, 1 learned
Routing instance : default-switch

Vlan MAC MAC Age GBP Logical NH RTR
name address flags Tag interface Index ID
default 00:50:56:b1:29:bd D - ge-0/0/4.0 0 0

Navigate to Organization > Wired > Switch Templates and select your template.

1" Juniper Mist ’ PE7-T11 Change language (en) ~

Switch Templates mport Template

1 Template

Template Sites Switches

p67t11-swTemplate

Sites:

Switches

P67t 1-site

Switches:
(&) wan Edges R

3 Mist Edges

Scroll the page down to the Shared Elements section and click Add Profile to add a new Port Profile.
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Port configuration for a set of related ports App files to ports base: operties

default(1), access

default{1), trunk

default(1), trunk, edge

port disabled

default(1), access, edge

management(3), trunk

defaultf1), trunk

MON 3:43 PM

Give this new profile name “Employee”, keep Access Mode and select Network “employee”. Verify
your configuration and click the check mark at the top.
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* Systemn defined *
New Port Profile 5%

loT 13

Name
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* default 1 Port Enabled

®) Enabled Disabled
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Description

Search X | Add Network Add Description
4
VRE Mode
Trunk

Configuration

Port Network (Untagged/Mative VLAN)

Enabled (@ Disabled
1V

Instances

VolIP Network

None W

Add VRF Instance

Use dot1x authentication

Speed
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<7 Location
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Next, click Add Rule in Dynamic Port Configuration.

' P67-T11

Shared Elements

NETWORKS PORT PROFILES

Named VLAN |Ds that can be used by Port Profiles

* System defined *
loT 12 * default
contractor 12 A\ Unused Profiles @

* default 1

Employee
employee n Uplink-to-cores
Search > | Add Network * ap
* disabled
VRF
i
Configuration fot
Enabled  (® Disabled juniper-ap
Instances * uplink
Search

Add VRF Instance

Port configuration for a set of related ports

default(1), access

employee(11), access.

default(1), trunk

default(1), trunk, edge

port disabled

default(1), access, edge

management(3), trunk

defaule(1), trunk

X | Add Profile

Change language (en) ~

DYNAMIC PORT CONFIGURATION

No rules defined

Add Rule

Click “Check”, review available options and select MAC for this lab activity.

DYNAMIC PORT CONFIGURATION

LLDP Chassis ID
IftextS_ RADIUS Username

RADIUS Filter-1D

commd
MAC

APP'}" DTS T ST T

Default

New Rule v X
Value is required for "If text starts with"
Check | LLDP System Name
se| LLDP System Name lent (separated by )
LLDP Description
Star (0 = first character)

glues, case-sensitive

default(1), access v

In “if text starts with” field enter MAC OUI you noted in step 1 and select Employee in “Apply
Configuration Profile” drop-down menu. Then click the check mark to save new configuration.
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DYNAMIC PORT CONFIGURATION

dynamic port configuration enabled

New Rule 4

Check | MAC v |
[] select the | 1stv | segment (separated by )
D Start at character offset | 0 | (0 = first character)

If text starts with

| 00:50:56

comr“a-sepsra:ed same length values, case-sensitive

Apply Configuration Profile

| Employee employee(11), access vV

NOTE: You might have multiple rules configured for dynamic Port Configuration which
will be evaluated from top to down and you can rearrange this order of rules with drag-
and-drop. In the next Task you will configure additional rule.

Scroll the page up to the top and click Save to Apply new configuration and then Save again to
confirm changes.

Confirm Changes.

APPLIES TO SITES

1 sites 1 switches
Show anly differences [ E———

¥ Dynamic Port Config

¥ Rules
¥ 00:58:56
Starts With: @0:508:56
| config Profile: Employee
| sort order: 1
| Source: link_peermac
¥ Port Usages
¥ Employee
Profile Name: Employee
Auto-Negotiation: Enabled

Block STP BPDUs: Disabled
Duplex: Auto

Enable MTU: Disabled
Enable Q0S: Disabled

High Priority: Disabled

Legacy PD: Disabled
Mac Limit: @
Mode: access

Per VLAN STP: Disabled

Save cancel

Navigate to Switches > sw-edge2. Notice the message at the top of the page.
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LAST DISCONNECT
REASON
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Disable Configuration Management

NOTE: It’s possible to enable Dynamic Configuration for multiple ports and multiple
switches through Switch Template or Site Select Switches Configuration, but in this
task, you will enable it for a single port.

In Switch Configuration section click Add Port Configuration.

7
"a
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Role IP Address
anl] Anaiyties select arole ® DHCP Static ge-0/02 juniper-ap >
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Notes default
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B
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Select Port ID ge-0/0/4, Default Configuration Profile and enable check box “Enable Dynamic Port
Configuration”, then click on check mark to save new settings.
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Default
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Confirm Changes

Show only differences ([T (EET) CRE S R ]

¥ Port Config

Port Range: ge-0/0/4
Configuration Profile: default
Dynamic Port Configuration: Yes
Enable Up/Down Port Alert Type: No
Local Overwrite: Mo

IE' e

Wait about 5 minutes and refresh the page. You should see 100% Config Success. Hover your mouse
over port 4. You should see Employee Profile Dynamically applied and untagged VLAN 11 in use.
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Open CMD and type “ncpa.cpl” to access Network Connections settings. Then bounce Lab NIC (right
mouse button then disable/enable).

b3 Mgmt_PC-P67T11

67.computerdata.com/cor

L[

! Metwork Connections

A UK s Control Panel s> Metwork and Intemet > Metwork Connections

Organize ~ Disable this network device Diagnose this connection Rename this cennection View status of this connection Ch
l: Do NOT Touch! l: Lab NIC - 6300-D Port 4 l: Wi-Fi 2
S Unidentified network S Network 2 -~ a Motconnected
W@~ Intel(R) 825741 Gigahit Net.., @ Intel(R) 825741 Gigabit) 9 Disable DiFi LISE 2.,
Status
Diagnose

) Bridge Connections

Create Shortcut

%) Rename

% Properties

Type “ipconfig” in CMD and confirm PC4 received IP address in 10.1.11.0/24 subnet used in VLAN 11.

C:\Users\student>ipconfig

Windows IP Configuration

Ethernet adapter Do NOT Touch!:

Connection-specific DNS Suffix

IPv4 Address. . . . . . . . . . . :172.17.67.81
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . .o

Ethernet adapter Lab NIC - 6300-D Port 4:

Connection-specific DNS Suffix . : aruba-training.com
IPv4 Address. . . . . . . . . . . ! 10.1.11.50

Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 10.1.11.1

Click right-mouse button on Lab Nic, then click Configure.
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¢k, Remote Lab - Dashboard

Mgmt_PC-P67T11

thernet adapter Lab MNIC -

pecific D

LAN adapter Local Area Connection*
Medi:

PyCharm ...

[~
Postman

T &5 Control Panel > Metwork and Internet > Metwark Connections

Nicahla thic nebuar daica Niannaca thic cannaction
6300-0 Port 4 Properties *
dIC - 6300-D Port 4

Networking — Sharing s

Connect using,

@ IntellR) 8257 4L Gigabit Metwaork. Connection #2

+ File and Printer Sharing for Microsoft Metwarks
1 Q05 Packet Scheduler

. Intemet Pratocol Version 4 [TCPAPyd)

p. Microsaft Metwark Adapter Multiplexor Protocol
Microsaft LLDP Protocol Driver

L] 4 Intemet Protocal Yersion & (TCP/APYE] W

This connection uzes the following items:

=]
vl
¥l
(v

~
]

Install... Uninstall Fropertie:

Description

Allows your computer to access resources on a Microsoft
netuork.

Ok Cancel

Rename this connection

lk R) B2S74L Gigabit Met...

View status of this connection

[ Wi-Fi 2

Mot connected
b4 dﬂ]] METGEAR 26150 %WiFi USE 2.

Switch to Advanced tab, select Locally Administered Address, click on Value and enter 4 x12 times to

set PC4’s MAC address to 44:44:44:44:44:44. Click OK.
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Remote Lab - Dashboard x PC4-P&VT11 Mgmt_PC-P6IT11

mputerdata.com/c

] Intel(R) 825741 Gigahit Metwinrk Connection #2 Properties *
Ganerl Diver Detals Everts Power Management » Contral Panel > MNebwork and Internet > Network Connections

The following properties are available for this network adapter. Click ible this netwark device Diagnase this connection Rename this co

the property you want to change on the left, and then select its value

on the right 10T Touch! ‘: Lab NIC - 6300-D Port 4

Property: ‘alue: entified netiork o> Metwork 2
‘[;uEne‘tl: Drdaplive InlerFrams Spacng 1 [@ [1asaatiaaseq (R} 82574L Gigabit Met.., W= Intel(R) 82574L Gigabit Met...
refau | |

Flovs Contral

Gigabit Master Slave Mode

Interupt M oderation O Mot Present
Interupt Moderation Rate
IP+v4 Checksum Offload
Jurnbo Packet

Large Send Dfflaad %2 [|Pvd]

og Link State Event
Maximum Mumber of RS S Queues L\\s
Packet Priority & WLAN
Receive Buffers v
PyCharmo Cancel

Wait about 5-10 minutes. Navigate to Mist Al Switches > sw-edge2, select port 4 and click Bounce
Port.

NOTE: You need to bounce port 4 on Juniper EX4100 switch to speed up dynamic Port
Configuration. In our lab it takes longer time because PC4 is not directly connected to
sw-edge2, but through intermediate fanout switch and vDS.

51" Juniper Mist n PE7-T11 Change language (en) ~ z
oo [N 3 - EE-
|

(] vares FrontPanel  PortList
93, clients EX4100-F-12T . U . Memory | Temp  PoE @ PSUs ® Fans
= x
[*] Access paints w £ £
: ok i H
g Iy o
[5] switches & & ES
(&) wan Edges
Modify Port Confi 1 Live Traffic Count: Packet Capti B Port:
% Mist Edges 1 Port Selected m odify Port Configuration ive Traffic Counters acket Capture
ge-0/0/4

Confirm that Bounce Port ge-0/0/4 was successful.

Bounce Port ge-0/0/4
May 11, 2026 4:53:59 PM
Bouncing port...

Port bounce complete.

Refresh the page and check applied Profile. It should show Default profile.
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Juniper Mist ' P67-T11

@ Monitor <
Marvis™

,Q-‘\ Clients

E] Access Points

Switches: Swfedgez

Front Panel  PortList

EX4100-F-12T

aa ge-0/0/4 > wired Client

w

o]

n

=
Switches B speed 1G

PoE Admin Status Enabled
@ WAN Edges
PoE Operation Status
e Power Draw -
S5 mist Edges
Duplex Full Duple

4 Location
'l : =:I Version Com BPS

Profile Defau
onl] Anaiytics Config Succe
Port Mode access

Untagged VLAN

&3, site

@ Organization

Switch-AP Affinit
4 STP Forwarding, as designatec

Dynamic Filter —

Dynamic Port
—~
Configuration (%)

Authentication -

Hostname -

Username —

MAC Address
MAC Count :
MAC Limit
IPv4 Address —

IPvé Address

- Manufacturer Viware, Inc

Diovica

GHTS
mioN
IRESS
CEID
ODEL
SION
PLATE

oTos

Switch

Jump to PC4, bounce interface Lab NIC and confirm with CMD “ipconfig” that it has IP in 10.1.99.0/24

Default Gateway .

IPv4 Address. . . . .
Subnet Mask .

now.
C:\Users\student>ipconfig
Windows IP Configuration
Ethernet adapter Do NOT Touch!:
Connection-specific DNS Suffix
IPv4 Address. 172.17.67.81
Subnet Mask . 255.255.255.0

Ethernet adapter Lab NIC - 6300-D Port 4:

Connection-specific DNS Suffix . : training.arubanetworks.com

: 10.1.99.15
: 255.255.255.0

Default Gateway . . . . . . : 10.1.99.2

Repeat steps 17-18 on PC4 to set lo
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Intel(F) 825741 Gigabit Metwark Connection #2 Properties X oo

Ethernet adap

General Advanced Driver  Details  Events Power Management h
Connection|
IPwd Adc The following properties are available for this netwaork. adapter. Click q
the property you want to change on the left, and then select its value
on the right. ‘:
Property: Walue:

b SRR  [idaptive nterFrame Spacing A | O I—
3 Flow Contral
Connection| Gigabit Master Slave Mode _
; Intenupt Moderation (®) Not Present

Interupt Moderation Hate
IP+4 Checksum Offload
Jurnbo Packet

Large Send Offload Y2 (IP+4)
L |PvE

| ed
Lag Link State Event
M aximum Mumber of RSS Queuss
Connection Packet Priarity & YLAN
Receive Buffers v

irele

Media
Connection|

PyCharrn .

Cancel

In Mist Al, on sw-edge2 page with Front Panel bounce port 4 again. Close the window with Bounce
Port result.

Bounce Port ge-0/0/4
May 11, 2026 5:00:53 PM

Bouncing port...
Port bounce complete.

Wait 5-10 minutes and refresh Mist Al page with sw-edge2 Front Panel. Hover mouse over port 4 and
confirm that you see Profile Employee Dynamic.

Juniper Mist” “ PE7-T11

‘ @) Monitor < Switches: sw-edge2
=) maris~ Front Panel  Port List
2, clients EX4100-F-12T
(5] Access Points w
o ge-0/0/4 <> wired
a
g
[5] switches &
PoE Admin
() wan edges POE Op
0l eratio
METRICS

5 wist Edges

1 GHTS
Switch-AP Affinit

<7 Location

TION n}
Version Com

Config Succe

Port Mode ke )
i Untagged VLAN
On Site
Dynamic Filter ODEL ]
@ organization Dynamic Port | ——
Configuration
Authentication SLATE
Hostname oTos
Username
MAC Address
MAC Count
Switch g

Pv6 Address

Manufacturer

Dauvica
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On PC4 bounce Lab NIC and confirm with CMD “ipconfig” that it received IP from 10.1.11.0/24.

C:\Users\student>ipconfig

Windows IP Configuration

Ethernet adapter Do NOT Touch!:

Connection-specific DNS Suffix
IPv4 Address.

Subnet Mask .

Default Gateway .

Ethernet adapter Lab NIC - 6300-D Port

Connection-specific DNS Suffix
IPv4 Address.

Subnet Mask .

Default Gateway .

: 172.17.67.81
: 255.255.255.0

4:

: aruba-training.com
: 10.1.11.50

: 255.255.255.0
:10.1.11.1
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Task 3-4: Network Access Control

Objectives

Configure RADIUS server with Switch Profiles

Enable 802.1X authentication in Port Profiles.

Use Dynamic Port Configuration with RADIUS attributes.

Validate configuration and applied profiles with Front Panel view and CLI commands.

Steps

Navigate to Organization > Wired > Switch templates and select your template. Then click Add server
in Authentication Servers section.

@ -~
p67t11-swlemplal
INFO
22 Clicn
& cie
Name
e Pt 1swlemplate
All Switches Configuration
AUTHENTICATION SERVERS
S
Authentication Servers.
Authentication Servers

Enter “cppm.aruba-training.com” in hostname field and “Arubal23!” in Shared Secret field. Then click
on the check mark to save new settings.

Lab 3: Day 1: Configure VLANSs, ports and LAGs 107



Authentication Servers

W Edit Server

Hostname / IP Address [0

Port

1812

Shared Secret

Timeout 5 (0-

Retries 3 (0-100)

Enhanced Timers €
Enabled (@ Disabled

Load Balance €@
Enabled  (® Disabled

Click Add Server next to Accounting Servers.

Juniper Mist ' P67T11

&) monitor
Marvis™

All Switches Configuration

AUTHENTICATION SERVERS
22 Clients

Authentication Servers.

[*] Access paints Radius v

5] swcnes Authentication Servers
@ L EEE cppm.aruba-training.com : 1812

D wist Edges Add Server

<7 Location Timeout | 5 (0-1000

onll Anaiytics Retries | 3 (0-100)

Enhanced Timers €@
Enabled (@ Disabled

&5 site

@ organization Load Balance @
Enabled @ Disabled

Accounting Servers

Interim Interval

Source Address €@

None v

Enter the same values as in step 2 and click the check mark.
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Accounting Servers

New Server ¥

Hostname / IP Address [[T5]

Port
IREIER

Shared Secret ©

Hide
Interim Interval | o (0 - 86400 seconds)
Source Address @
None v

Set interim interval to 60 seconds, select source address from management network and enable CoA.

Accounting Servers

cppm.aruba-training.com : 1813

Add Server

Interim Interval ‘ 60 (0 - 86400 seconds)

[ immediate-Update €Y

Source Address €

management IV

Dynamic Request Port
(® Enabled () Disabled
CoAPort | 3798 | (169533

Click Save at the top of the page to apply new settings and click Save again to confirm changes.

Confirm Changes

APPLIES TO SITES

1 sites 1 switches
Show nly iferences T oo T

¥ AUTHENTICATION SERVER

Inmediate Update: No

Interim Interval: G m

Source Address:  management

oy — =

Accounting Servers

v cppm.aruba-training.com

+ | Host: cppm.aruba-training.com

P

| secret: @

| Port: 1813
Authentication Servers

v cppm.aruba-training.com

| Host: cppm.aruba-training.com

| Secret: ewwswwss o

| port: 1812

-«

Dynamic Reguest Port
+ | CoA Port: 3799
+ | Enabled: Yes

o
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In this lab we are going to use ClearPass Policy Manger as RADIUS server which is preconfigured to

communicate with NAD (Network Access Device) in 10.1.3.0/24 MGMT subnet. RADIUS

configuration requires to assign a static IP to SVI 3 on Juniper switch. Navigate to Switches > sw-
edge?2 and notice two messages at the top of the page.

Juniper Mist

@ Manitor
Marvis™

2 ciients

O

Switches
(&) wan edges
3 wist edges

<7 Location

ﬂ PG7-T11

¢ Switches: sw-edge2

@ 'management” authentication server source address doesn't have L3 or Static IRB interface configured

I\  Please enable dot1x authentication on any port profile applied to a port for radius server configuration to take effect

Front Panel Port List

EX4100-F-12T

SFP+ Uplink

RJ45 1GE
RJ4S Uplink

Change language (en) = | MONSS3P

- CPU o Memory I Temp  Pof

Utilities v

® PSUs @ Fans

M

m 2

Scroll the page down to IP configuration (INBAND MANAGEMENT), enable checkbox “Override
Site/Template Settings”, set Static IP address, set IPv4 Address to 10.1.3.10, IPv4 Subnet Mask to

255.255.255.0, IPv4 Default Gateway to 10.1.3.1 and select management network.

NOTE: It is possible to configure static IP address using variables. This will be

explained in Lab 5.

@ o
< switches: sw-edge2
swi-edge2
Rale IP Addres:
1Pv4 Address [ZT]
otes

101310

1Pv4 Subnet Mask EZTY

255.255.255.0

1P CONFIGURATIGN (OUT OF BAND)
Ipv4 Default Gateway [ZT]

| Override SiterTemplate Settings e
1P Addrass
DHCP @ Static
19v6 Address (721
1P address [T
10.251.1.10
1PV Subnet Mask [T}
Subnet Mask [Z3
255.255.255.0

Ipv6 Default Gateway 7T
Dedicated Management VRF @

Enabled @ Disabled

Nemwork (VLAN)

Change language {en)
FOrC ProTiie nssignment
Site, Template, or System D

Port Configuration dd Port Configuratier
ge-oron2 juniper-ap
ge-orora Default
ge-0rono-11 Uplink-to-cores
Unassigned ports Default

W Fort Overrides | BETA

- mﬂ S

Click Save to apply new changes and click Save again to confirm changes.
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Confirm Changes

PR Lol + Added | - Removed | = Template or System inherited

IC SERVER

management
Accounting Servers
¥ cppm.aruba-training.com
Host:  cppm.aruba-training.com
cecret: Sassensas
Port: 1813
Authentication Servens
¥ cppm. aruba-training.com
Host:  cppm.aruba-training.com
ecrat:  amasennes
Port: 1812
Dynamic Request Port
CoA Por 3799
Enabled Yes
P Configuration
| Gateway IPv4: 10.1.3.1
k IPv4:  255.255.255.0
tatic IP 10.1.3.10

o ez

@ .

Wait 3-5 minutes and refresh the page. You should see 100% Config Success and new IP address
assigned from 10.1.3.0/24.

Juniper Mist @ rom Change languageen) v | MONE1IFN P @
CIR - svcoge -k
arvis™ I\ Please enable dot1x authentication on any port profile applied to a port for radius server configuration to take effect
FrontPanel  PortList
[« EX4100-F-12T _CU o Memoy N Temp  Pof @ PSUs @ Fons
Y ] i
H £ E
e § £
3 wist Eoge:
METRICS PROPERTIES STATISTICS
n
INSIGHTS  Switch Insights STATUS  Connected
By | [ rocomeions) [ :
oall # LOCATION  noton flaorplan 1P ADDRESS
= =
a . MACADDRESS  20:93:39:01:2600
i sie P s | prmp—
DEVICEID  209339012f00
[4)) on WIRELESS CLIENTS
MODEL  EX100.F127
TOTAL FOWER DRAW  0.00W
VERSION  224R3.25
UPTIME  4d 5h 25m
TEMPLATE Slate
LASTSEEN  May i1, 2026 6:15:24 PM
SWITCH PHOTOS
LAST DISCONNECT
REASON
LASTCONFIG  May 11, 2026 &:16:13 PM
Switch Configuration
4
Configuration is Managed by Mist Disable Configuration Management ’

Scroll the page up to the Properties and click on your template name.
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Juniper Mist

o=
7 Lo
ool Anay

8 see

[ Y—

Frant Panel

@ rom

< switches: sw-edge2

N\ Please enable dot1x authentication on any port profile applied to a port for radius server configuration to take effect

Port List

EX4100-F-12T

_ PU o Memory I Temp  PoE

u z 2
] 4 g H
= a 3 )
2 ; m
= & H
METRICS PROPERTIES STATISTICS
INSIGHTS. STATUS
prowryrwm|  pevm—]
LOCATION not on floorplan IP ADDRESS
MAC ADDRESS 20093:39:01:2f:00
l:: :l Config Success l: : i: Patential Anomalies MISTAPS
DEVICE ID 20932901200
'WIRELESS CLIENTS
MODEL EX4100-F-12T
TOTAL POWER DRAW
VERSION
UPTIME
TEMPLATE
LAST SEEN

SWITCH PHOTOS.

LAST DISCONNECT

REASON

LAST CONFIG

Switch Configuration

Configuration is Managed by Mist

Change language (en) = MO

moo g
(207 m

@ PSUs @ Fans

®10.251.1.10
®101.3.10

0.00W
4d 5h 27m

May 11, 2026 6:21:24 PM

Disable Configuration Management

7

&

Click Add Profile in Port Profiles. Name new profile as “restricted”, leave Access Mode and default
Untagged VLAN, enable dotlx authentication and click the check mark to save these settings.

2 ciients

(] Access paints

(&) wan Edges
&5 mist Edges

<7 Location

ool] Anaiytics

oL site

’ PE7-TI1

NETWORKS

Named VLAN IDs that can be used by Port Profiles
* System defined

loT 133
contractor 12>
* default 12
‘employee n >
Search X | Add Network

VRF
Configuration

Enabled (@ Disabled

Instances

Add VRF Instance

PORT PROFILES

Port configuration for a set of related ports

New Port Profile

Port Enabled
® Enabled

Disabled

Description

Add Description

.
Mode
Trunk
Port Network (Untagged/Native VLAN)
v
VolP Netwark
None v

Allow Multiple Supplicants

Dynamic YLAN @
Mac authentication
Use Guest Network

Bypass authentication when server is unavailable

Change language (en) =

DYNAMIC PORT CONFIGURATION

—MAC: 00:50:56

Employee >

Add Rule

Edit Dynamic Port Configuration rule you added previously.
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DYNAMIC PORT CONFIGURATION

—MAC: 00:50:56

Employes

Add Rule

Change the settings to check RADIUS User-Name and text to employee instead of MAC address. Leave

the configuration profile as Employee then click the check mark.

DYNAMIC PORT CONFIGURATION

Edit Rule

Check RADIUS Username | W

Selectthe | 1st™ | segment (separated by )
Start at character offset | 0

If text starts with

d-separated same length values, case-sensit

employee

Apply Configuration Profile

Employee

x

(0 = first character)

Add new Port profile “Contractor” with “contractor” network and dotlx enabled. Click the check
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Junipe

@) Monitor
) marvis™

O, Clients

' P&7-T11

NETWORKS

Mamed VLAN IDs that can be used by Port Profiles
* System defined

[ Access points

Switches

(&) wan Edges

D mist Edges

<7 Location

ool] Anaiytics

oL site

© ores

loT 13

contractor 12

* default 1

employee 1
Search X| Add Network

VRF

Configuration

Enabled (@ Disabled

Instances

Add VRF Instance

PORT PROFILES

DYNAMIC PORT CONFIGURATION

Port configuration for a set of related ports A

Port Enabled

®) Enabled Disabled

Description

Add Description

Mode

Trunk @ Access

Port Network (Untagged/Native VLAN)

VolIP Network

None

.Jse dotlx authentication

Allow Multiple Supplicants

Dynamic VLAN @

Mac authentication

Edit Port Profile

~——RADIUS Username: ...

Employee

Add Rule

Edit Employee Port Profile and enable dot1x. Click the check mark to save new settings.

Juniper n P67-T11

@ monitor

NETWORKS
T
* system defined
Y, Clients
loT
Access Points
contractor
Switches
* default
WAN Edges
employee
% Mist Edges
Search
<7 Lacation
onll Analytics VRF

= Configuration
on Site

o Y——

Enabled (@) Disabled

Instances

Named VLAN IDs that can be used by Port Profiles

| Add Network

Add VRF Instance

PORT PROFILES

Port configuration for a set of related ports

Edit Port Profile

Port Enabled

®) Enabled Disabled

Description

Ad

Mode

Trunk (@ Access

Port Network (Untagged/Native VLAN)

employes

VoIP Network

None

Use dot1x authentication

Allow Multiple Supplicants

Add a second rule to the Dynamic Port Configuration for contractor users. Use RADIUS User-Name
with text contractor and apply Configuration Profile Contractor. Click the check mark to add new
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DYNAMIC PORT CONFIGURATION

New Rule .

Check || RADIUS Username Vv ||

] select the | Istv | segment (separated by ‘ ‘ )]
|:| Start at character offset | 4] | (0 = first character)
If text starts with

|| contractor | ‘

CDITTI""B'SED&I’QIE‘C‘ same length values, case-sensitive

Apply Configuration Profile

|| Contractor I contracton(12), access Vv |

Scroll to the top of the page and click Save two times to apply and confirm changes.

Canfirm Changes

APPUES TO SITES.

(e

Y = T crciea] * romivee o

¥ Dynanic Port Config

¥ fules

| stares w
| config P
| sart ora

-- 8

ith:  contractor
rofile:  Contractor
er: 1

Prafile Name: Contractor

v Dot
| allow M
| Bypas

v Enployee

Profile Nane

v DoTiX

| Allow M

ltiple Su

ication Interval: 65008

Employee

ltiple Suppl

Navigate to Switches > sw-edge2, wait 2-3 minutes to confirm that you have 100% Config Success.
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B
@ Monitor <

Juniper Mist

sw-edge2

@ marvs

Front Panel  Port List

2 clients

EX4100-F-12T

Change language (en) ~

Lo(a( Utilities v

« CPU o Memory I Temp PoE @ PSUs ® Fans

y {
3 z 2
* & @
&) WAN Edges
METRICS PROPERTIES STATISTICS
S st
i 3 ) | INSIGHTS 5 STATUS nected
g Switch-AP Affnity £ Compliance g vuans |
« . LOCATION  not on floorplan IPADDRESS  ©10.251.1.10
r 1 MACADDRESS  20:93:39:01:20X
wms Pt sncmanes | MISTAPS O
DEVICEID 209339012400
WIRELESS CLIENTS
MODEL  EX4100-F12T
TOTAL POWERDRAW  0.00W
© orpuesniion veRsON 224325
UPTIME  4dShasm
TEMPLATE  po7t11-swTemplate
LASTSEEN
SWITCH PHOTOS
LAST DISCONNECT
REASON
LASTCONFIG s 637:46 P!

Switch Configuration

Configuration is Managed by Mist

Disable Configuration Management

mq

Scroll the page down to Port settings and select

ge-0/0/4.

Juniper Mis @ rom

B wonitar € Swit

sw-edge?2

Configuration is Managed by Mist

Change language ()~ MO%

Disable Configuration Management

Device
nFo 1P CONFIGURATION (INEAND MANAGEMENT) PORT
— Name Configure IRB/SI interfaces using DHCP or Static I Port Profile Assignment
) vian eg ment # Site, Template, or System Defined
) wedge? assignment te, Templat tem Defin
letters, number

] Override SitefMemplate Settings

Part Configuration

Add Port Configuration

1P Address
<7 Location DHCP @ Static ge-0/0/2 juniper-ap >
o 1Pud Address 0]

ool Analytics ge0/0r4 Defauit >
notes 101210

&8 sie Add Notes £e-0/0110-11 Uplinkto-cores »

1Pv4 Subnet Mask {1
@ organization p Unassigned ports Default ¥

IP CONFIGURATION (OUT OF BAND)

1 Override Site/Template Settings

255.255.255.0

Ipv4 Default Gateway 0

V' Port Overnides | BETA

9eM ) @

=2=

10431
1P Address
DHCP @ Static
1Py Address [T
1P Address [}
10251.1.10
1Pv Subnet Mask [ZT)
Subnet Mask [0 °
> 2

Change the Configuration Profile from Default to restricted and click the check mark.
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PORT

Port Profile Assignment
#* Site, Template, or Systemn Defined

W Edit Port Configuration by

Fort IDs
ge-0/0/4 =]
(ge-0/0/1, ge-0/0/4, ge-0/1/1-23, etc)

Interface

@ L2interface () [3interface () 13 sub-interfaces

Configuration Profile

| restricted default(1), access v

Enable Dynamic Port Configuration

Description

Add Description

Up f Down Port Alerts €
() Enabled @ Disabled
Manage Alert Types in Alerts Page

Port Aggregation
() Enabled @) Disabled

Allow switch port operator to modify port profile

(O Yes @ No

Click Save two times to apply and confirm changes.

Confirm Changes

Show only differences * Template or System inherited

v Port Config
v ge-0/0/4
ge: ge-0/6/4

tion Profile

et} otricied

Wait 3-5 minutes, refresh the page and confirm that port 4 has restricted profile applied and 100%

config Success.

NOTE: To speed up this process, you might need to disable Lab NIC on PC4, then
bounce port 4 in Mist Al then enable Lab NIC on PC4 and refresh the page in Mist Al.
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Junips

@ Wenitor

~

(7] Access points

@ waw eages

e

<7 Location
ooll Ansiytics
&b site

@ organization

Navigate to PC4, click Windows Start button and type services. Click Services App and in services

' PE7T11
¢ sw-edge2
Front Panel Port List

EX4100-F-12T

g ge-0/0/4
o
£

METRICS.

Switch-AP Affinit

' I Version Com BPS

' lmmgsum Port Mode

GHTS

ToN

IRESS

CEID

ODEL  EX4100-712

SION

ILATE 7 I

oTos

Switch Configuration

Device

« CPU o Memory B Temp

STATISTICS

STATUS

IP ADDRESS

Change language (en) =

Locate

Fof @ PSUs ® Fens

®10.251.1.10

®10.1.3.10

MIST APS

WIRELESS CLIENTS

TOTAL POWER DRAW 0.00W

UPTIME

LAST SEEN

LAST DISCONNECT
REASON

LAST CONFIG 3

guration is Managed by Mist ble Configuraton Management

Vﬂam

window search for “Wired AutoConfig” service. You can type wired to quickly find it. Then select
this service and start it.

Remote Lab - Dashboard

R Best match
g
Services
i App

Apps
». Component Services

Search the web

/O services - See more search results

Settings (1)

O serviceg

Postman |

x|+

computerdata.com,

iew  Help
JaE Hm »muw
il . Services (Local)

‘Wired AutoConfig Name b Description Status Startup Type Log ™ |
) Windows Push Notification... This service .. Running Automatic Loc
[:Ihe senvice £ Windows Push Notification... This service .. Running  Automatic Loc

5 {6 Windows PushTolnstall Serv... Provides inf... Manual (Trig... Loc
Description: &) Windows Remote Manage.. WindowsR.. Running  Automatic (D.. Net
The Wired AutoConfig (DOT3SVC) g windows Search Provides co.. Running  Automatic (D... Loc
serice e responsie for performing ) Windows Time Maintsins d.. Manusl (Trg.. Loc
Ethernet interfaces. If your current G Windows Update Enables the .. Manual (Trig...  Loc
wired network deployment enforces 1), Windows Update Medic Ser... Enables rem.. Manual Loc
802.1% at“*‘ﬁ?'[j‘:i‘z:rﬁthjsfﬁi‘i‘[ . WinHTTP i.. Disabled Loc
andfor providing access to network 6 WLAN AutoConfig The WLANS... Running  Automatic Loc
resources. Wired networks that do 3 WMI Performance Adapter  Provides pe.. Manual Loc
::ta;:ii:ﬁebayutthxDaC‘;;'g::ft(licI:r‘(:re G Work Folders This service . Monual Loc
Gl Workstation Createsand.. Running Automatic Net
1 WWAN AutoConfig This service ... Manual Loc
£ Xbox Accessory Manageme... This service .. Manual (Trig... Loc
Gl Xbox Game Mornitoring This service ... Manual (Trig... Loc
16} Xbox Live Auth Mznager Provides au. Manual Loc
1€ Xbox Live Game Save This service ... Manual (Trig... Loc
{6 Xbox Live Networking Service This service ... Manual Loc

v
< >
" Btended /| Standard

Open network connections window (type ncpa.cpl in CMD or in Windows Start), then open Lab NIC
properties.
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FIeTe T

-,_':-' Metwork Connections

4 & 5 Control Panel » Network and Internet » Network Connections

Organize = Disable this network device Diagnose this connection Rename this connection View status of this co|
— Da MOT Touch! - Lab NIC - 6300-D Port 4 — Wi-Fi 2
l' Unidentified network ‘-'.' L!

Unidentified netwnrk - Mot connected
= Intel(R) 8251 W) Disable REAR AB150 Wil
Status

Intel(R) 82574L Gigabit Net...

Diagnose
& Bridge Connections

Create Shortcut

& Delete

& Rename

&) Properties

Switch to Authentication tab and enable 802.1X authentication. Then click Settings.

ile  Action  View Heln
TAEERE:
- Services (Local) 4~ & 5 Control Panel » Network and Internet > Network Connections
Qenanize - Nicahla thic natunrl deics Nizrnncs thic cannar +ion Rename this con|
& Lab NIC - 6300-D Port 4 Properties X
- 6300-D Port4
Neiwurking Sharing tified network
82574L Gigabit Net...
Select this option to provide authenticated network access for
this Ethemet adapter.
[= |

Choose a netwark authentication method:

Microsoft: Protected EAP (PEAP) ~

Bemember my credentials for this connection each

time I'm logged on
Fallback to unauthorized network access
Additional Settings...
Carcel
e T ot
Media ¢

Disable “Verify the server’s identity by validating the certificate” check box, Click “Configure” and
disable “Automatically use my Windows logon name and password”. Click “OK” two times to
return to the Authentication tab.
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L R — 1

YEIERE:

Services (Local) 4~ & 5 Control Panel » Metworkand Internet » Network Connections
Qrazniza = Diczhla thic nehuark deaics Niannnca thic connsction Rename ti

=16300-D Port 4

15741 Gigabit Net)
When connecting:

[ verify the server's identity by validating the certificate

8o TraringPrvee Lo Ca ~
[ Aruba Training Private Lab CA

[ Aruba Training Private Lab CA (Signing)

[ Aruba Training Private Lab CA (Signing)

[ certum ca

[ Class 3 Public Primary Certification Autharity

- — ”I]\\s v
EAP MSCHAPVZ Properties x >
When connecting
[ utomatically use my Windows lagon name and
password (and domain if any).
Configure...

A I I 11 0 YA ML L A A 1 1Y

i 5 i
[[]Enable 1dentity Privacy

Cancel

Media ¢
Connectio

NOTE: Never disable RADIUS server verification in production network. In this lab
client doesn’t trust CA used to sign RADIUS certificate and to save your time we can

disable it.
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= | |

Senvices (Local)

"

3 s

4 & 5 Control Panel » Networkand Internet » Metwork Connections

Lab MIC - 6300-D Port 4 Properties L\) x

- -6300-D Port 4

Networking Authentication  Sharing tified network
82574L Gigabit Met...

Select thig option to provide authenticated network access for
this Ethemet adapter.

Enable IEEE 802.1X authentication

Choose a network authentication method:

>

Bemember my credentials for this connection each
time I'm logged on

Microsoft: Protected EAP (PEAP)

Fallback to unauthonized network access

oK Cancel

e sEeLeu

Qraanize - Nicahle thic netuark daiica Niannarce thic rannaction Rename this df

Enable “Specify authentication mode” and set to “User authentication”. Click “Save credentials” and

enter “employee/Arubal23!” credentials. Click “OK” three times to save your settings.

s |m E

C-. Services (Local)

o

File Action  View  Helo

I

4~ & 5 Control Panel » Network and Internet » Metwork Connections

B02.1¥ settings

Spedify authentication mode

User authentication W Save aredentials

Windows Security X
Save credentials
Saving your credentials allows your computer to connect to

the network when you're not logged on (for example, to
download updates).

| employee |

[TTITTTTY]

| oK | Cancel
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w
[-6300-DPort4
Networking  Authertication  Sharing tified network

L Gigabit Met...
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Your PC4 client is authenticated as employee now and should receive IP from 10.1.11.0/24. Check
your client IP address with “ipconfig” command in CMD.

C:\Users\student>ipconfig

Windows IP Configuration

Ethernet adapter Do NOT Touch!:

Connection-specific DNS Suffix
IPv4 Address.

Subnet Mask .

Default Gateway .

Connection-specific DNS Suffix
IPv4 Address. . . . .

Subnet Mask .

Default Gateway .

Ethernet adapter Lab NIC - 6300-D Port

172.17.67.81
255.255.255.0

4:

aruba-training.com
10.1.11.50
255.255.255.0
10.1.11.1

Navigate to Mist Al Switches > sw-edge2, wait 5 minutes and refresh the page. Then hover your mouse

over port 4. You should see your client authenticated as employee with Employee Dynamic profile
applied, Radius assigned VLAN 11, and Dot1X successfully authenticated.

< Switches: sw-edge2
Front Panel Port List

EX4100-F-12T

] ge-0/0/4

METRICS

Switch-AP Affinit

I : l Version Com
l :I Connig Succe

Device

INFO

= CPU o Memory I Temp  FoE @ PSUs @ Fens

<> Wired Clies

STATISTICS
GHTS 1 Insigh STATUS

TION net on floorplan IP ADDRESS €10.251.1.10
P

MISTAPS ¢

WIRELESS CLIENTS
TOTAL POWERDRAW  0.00W
UPTIME 50 6h 2

LAST SEEN May 12, 2026 6:55:31 PM

LAST DISCONNECT
REASON

LAST CONFIG

Disable Configuration Management

0N (INBAND MANAGEMENT) PORT

Click Utilities > Remote Shell in the top-right corner.
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Locate

Testing Tools

Remote Shell

Send Switch Log to Mist
Upgrade Firmware
Snapshot Device

Sync Configuration
Download Config

Replace Switch

IH

Type “show dotlx interface detai
You should see your client authenticated as employee. Close Remote Shell window.

command to check client authentication status on your switch.

{master:0}
mist@sw-edge2> show dotlx interface detail
ge-0/0/4.0
Role: Authenticator
Administrative state: Auto
Supplicant mode: Single
Number of retries: 3
Quiet period: 60 seconds
Transmit period: 3@ seconds
Mac Radius: Disabled
Mac Radius Restrict: Disabled
Reauthentication: Enabled
Reauthentication interval: 65000 seconds
Supplicant timeout: 30 seconds
Server timeout: 30 seconds
Maximum EAPOL requests: 2
Guest VLAN member: not configured
Number of connected supplicants: 1
Supplicant: employee, ©00:50:56:B1:29:BD
Operational state: Authenticated
Backend Authentication state: Idle
Authentication method: Radius
Authenticated VLAN: employee
Session Reauth interval: 65000 seconds
Reauthentication due in 64480 seconds
Session Accounting Interim Interval: 600 seconds
Accounting Update due in 80 seconds
Eapol-Block: Not In Effect
Domain: Data

{master:0}
mist@sw-edge2>

Switch to PC4, open Lab NIC properties, click Additional Settings, then Replace credentials and enter

“contractor/Arubal23!” credentials. Click OK three times to save your settings.
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Fil:  Action  View Heln
= ||| E
. Services iLocal)

Organize

Metworking  Authertication  Sharing

this Ethemet adapter.

Microsoft: Protected EAP (PEAFP)

time I'm logged on

Addtional Setting:

Enable IEEE 802.1X authentication

Choose a network authentication method

emember my credentials for this connection|

Fallback to unauthorized network access

4 & 5 ContralPanel » Networkand Intemnet > Metwork Connections »

Disable this network device Diagnose this connection Rename this connection View status of this connection CH
- Lab NIC - 6300-D Port 4 Wi-Fi 2
= Network 2 = o Mot connected
W7 Intel(R) 825741 Gigabit Met... ® Ml nETaEs

Select this option to provide autherticated netwa

802, 1X settings
Spedfy authentication mode

User authentication

~ [lpelete credentials for all users

Windows Security *
Replace credentials
Saving your credentials allows your computer to connect to

the network when you're not logged on (for example, to
download updates).

| contractor |

ETIYTTITTY] |

OK

Cancel

L= |

Disable interface Lab NIC.

L‘ Wi-Fi 2
S o Mot connectd

¥ il NETGEAR A61

Lab NIC - 6300-D Port 4
MNetwork 2
Intel(R} 82

LW

T4l Gigabit Net..,

) Disable

Status

Diagnose

Bridge Connections

Create Shortcut
Delete

Rename

¢
%
$
$

Properties

I

Navigate to Mist Al Switches > sw-edge2, select port 4 and click Bounce Ports.

Juniper

@9 wonitor
Marvis™

2 clients

[ Access points

(&) wan Edges

S mist Edges

<7 Location
ol Anaiytics
on Site

@ organization

FrontPanel  Port List

EX4100-F-12T

RJ45 1GE

28

1 Port Selected m

ge-0/0/4

Port Configuration, Assigned Profiles and Networks for Selected Ports

PORT CONFIGURATION

Port Profile Assignment

* Site, Template m Defi

Port Configuration

sw-edge2

SEP+ Uplink
RJ45 Uplink

Modiify Port Configuration Live Traffic Counters

= CPU o Memory I Temp

Packet Capture

Port Statistics

ASSIGNED PROFILES STATISTICS
Port configuration for a set of related ports SPEED | 1G
ned * POWER ALLOCATED

Add Port Configuration * restricted defaulti1), access

POE ADMIN STATUS

Enabled

PoE

® PsUs

Fans
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Return to PC4 and enable Lab NIC. Your client is now authenticated as contractor. Check IP address
assigned to PC4 with “ipconfig” in CMD.

C:\Users\student>ipconfig

Windows IP Configuration

Ethernet adapter Do NOT Touch!:

Connection-specific DNS Suffix :

IPv4 Address. . . . . . . . . . . :172.17.67.81
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . :

Ethernet adapter Lab NIC - 6300-D Port 4:

Connection-specific DNS Suffix . : aruba-training.com
IPv4 Address. . . . . . . . . . . : l10.1.12.50

Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . : 10.1.12.1

Navigate to Mist Al Switches > sw-edge2. Wait 5 minutes, refresh the page and hover your mouse over
port 4. You should see user contractor authenticated with dot1x, Dynamic Profile Contractor applied
and RADIUS assigned VLAN 12.

Juniper Mist n P67-T11
@9 monitor < Switches: Sw-edgez
Sane Front Panel  Port List
=5 o
F Clients EX4100-F-12T
[ Access Paints w
& ge-0/0/4 <> wired Client
n
2
55| switches =
Switches speed
PoE Admin Status Enable
(&) wan edges
e PoE Operation Status Off
METRICS Power Draw —
% Mist Edges
- vl Duplex F e GHTS Switch
Switch-AP Affinit
- STP F al g, as designate
<7 Location TION  noton
'l =’ Version Com BPS
) Profile Contractor Dynamic IRESS 20:933
ool) Anaiytics ll =’ Config Succe - -
Port Mode access CEID 209334
Ol ntagged
oo Site B
Radius Assigned ODEL | EX4101
VLAN SION
o izati E 22.4R3
@ rganization Dynamic Filter —
Dynamic Port . ALATE pe7ti1
Configuration (v)
Hostname —
MAC Address 6
MAC Count
MAC Limit N/A Switch Confi

IPv4 Address —
- {Pee Address = m

Manufacturer are,

Device Jauthentication State Authenticated |
Authentication
Method
INFO ION (INBAND M4
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Click Utilities > Remote Shell and type command “show dotlx interface detai

{master:0}
mist@sw-edge2> show dotlx interface detail
ge-0/0/4.0
Role: Authenticator
Administrative state: Auto
Supplicant mode: Single
Number of retries: 3
Quiet period: 60 seconds
Transmit period: 30 seconds
Mac Radius: Disabled
Mac Radius Restrict: Disabled
Reauthentication: Enabled
Reauthentication interval: 65000 seconds
Supplicant timeout: 30 seconds
Server timeout: 30 seconds
Maximum EAPOL requests: 2
Guest VLAN member: not configured
Number of connected supplicants: 1
Supplicant: contractor, 00:50:56:B1:29:BD
Operational state: Authenticated
Backend Authentication state: Idle
Authentication method: Radius
Authenticated VLAN: contractor
Session Reauth interval: 65000 seconds
Reauthentication due in 64578 seconds
Session Accounting Interim 1Interval: 600 seconds
Accounting Update due in 72 seconds
Eapol-Block: Not In Effect
Domain: Data

{master:0}
mist@sw-edge2>

Open MGMT PC Remote Desktop, launch VM browser and navigate to https://10.254.1.23/tips. Log
in with “admin/Arubal23!” credentials.

Remote Lab - Dashboard X Mgmt_PC-P&7T11 x PC4-PE7T11

@ d67.computerdata.com/connect?token=ey) pdil&lkwvVOI'WTBDZEISMktCSzkrUklyZGcIPSIsinZhb

ClearPass Pelicy Manager - Ar. X + = o X

« c © Not secure het-ﬁs:flm.asd.ﬂ.23;’('\p5,’t\psLugin.act’\Un I ¥r R ®

ClearPass Policy Manager

Username: ‘admin ‘

Password: ‘ --------- ‘
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Navigate to Monitoring > Access Tracker and review authentication attempts for employee and

contractor in ClearPass Policy Manager Access Tracker.

computerdata

Q) CleaPass Policy Menager-An. %

€ 5 @ ©MNotsecure hitps//10.254.123/tips/tipsContent.action#tipsDashboard action

Input  Output  Accounting

Lagin Status: ACCEPT
Sessian Identifier: RO00000a7-01-6303b2ef

Date and Time: May 12, 2026 23:08:32 UTC
End-Host Identifier: 00-: 1-29-BD
Usemame:
Access Device [P (Port):  10.1.3.10 (565)
Access Device Name: sw-edgez
System Posture Status:  UNKNOWN (100)

Policies Used -
Service Juniper - wired - dotix
Authentication Method:  EAP-PEAR,EAP-MSCHAPY2
Authentication Source:  Localzlocalhost

Authorization Sourca: [Local User Rapository]

Roles: [Other], [User Authenticated]

Enforcement Profiles; RADIUS-Usename

4« Snowing 2 of 1167 recoras s bl Show Configuration Show Logs

Mgmt_PC-P6TTI

Q Clearpass Policy Manager - Aru

€ 5 ©  ©Notscarr hitps//102541.23/

Request Details

Input  Output  Accounting

Login Status: ACCEPT
Session Identifier: RO00000a4-01-6a03af3b

Date and Time: May 12, 2026 22:52:43 UTC
End-Host Identifier: 00-50-56-B1-29-BD
Access Device IP (Port): | 10.1.3.10 (565)
Access Device Name: sw-edge2
System Posture Status:  UNKNOWN (100)
Policies Used -

Service: Juniper - wired - dot1x

Method: ) HAPV2

Authentication Source: Local:locathost

Authorization Source: [Local User Repository]

Roles: [Other], [User Authenticated]
Profiles: -

You have completed this lab!
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Lab 4: Day 2: Wired network Monitoring and
Troubleshooting

Objectives
After completing this lab, you will be able to:

e Wired Visibility

e Monitor with Service Levels

e Marvis Actions

e Packet Capture for Wired client traffic

Overview

After completing this lab, you will learn how to monitor and troubleshoot Wired Clients and switches in
Mist Al. Juniper Mist web Ul could be changed over the time and will not match screenshots in this
workshop. Ask your instructor for assistance if you struggle finding required settings in Juniper Mist.
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Task 4-1: Wired Visibility

Objectives

Switches page and switch metrics.
Switch details.

Wired Client Insights.

Steps

Navigate to Mist Al Switches page and observe switch metrics and details about cloud connected
switches. Hover your mouse over different metrics to read the explanation.

51" Juniper Mist @ rom Change language (en) ~

Switches po7tI st

List  Topology  Locatio 11:00:48 PM

Switch-AP Affinity — weighted percentage of switches that have more than 12 access points
connected.

PoE Compliance — percentage of access points that have the required power
VLANSs — percentage of access points for which all wired VLANs are active

Version Compliance — percentage of switches that have the same software version (per switch
model)

Switch Uptime — percentage of time the switch was up during the past 7 days, average across all
switches

Config Success — percentage of online switches that are not in config failed state
Switchport Usage — 4 of 14 ports active (10 ports inactive)
Potential Anomalies — percentage of switches without any potential anomalies

Click the settings icon in the top-right corner. Enable Last Config, version and uptime columns. Drag
and drop Insights to the last place. Then click close.
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Table Settings
h columns Select All Deselect All

/| Status . |+ Mame — 3. [+] IP Address

| Model . [+] Mmist APs — 6. [+] Wireless Clients

/| Wired Clients . Loopback IP Address = MAC Address

Device ID = =12 Total Power Draw
Description —15. Managed

Role . Non Compliant Config

Recovery Snapshot \ Serial Number =21 Last Seen

Location : Motes . Preprovisioned VC

Switches page now display versions, uptime and Last Config columns.

Juniper b ﬂ PE7-T11 Change language (en) ~ | TUElt14Pm 2 Q (Z
&) monitor Switches p67t11-site ¥ List ~Topology = Location 11:12:49 PM ] Inventory | | Caim Switches | =

Marvis™ ow

ce ches nts Total Allocated AP
2, Clients
e Switch-AP Affinity PoE Compliance VLANS Version Compliance I m Switch Uptime I m Config Success I m Switchport Usage I uo% Potential Anomalies
Q  Filter

WAN Edges 141 of 1
9 st Edges O Status Name  , IPAddress  Model MistAPs  Wireless Clients Wired Clients ~ Version Uptime Last Config Insights
o g

O Connected sw-edge2  10.1.3.10 EX4100-F-12T 0 1] 4 22.4R3.25 5d10h18m May 12, 2026 6:20:22 PM Switch Insights

<7 Location

ool] Anatytics

o0 Site
@ ores

Inventory page

Click on the topology view and then click on each device in the topology to reveal the entire path.
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Juniper b ' P67-T11 Change language (en) ~| TUET1S6PM 2 QO (@

@) monitor Switches po7tl1-site =

Location Q Inventory | | Claim Switches | @

Marvis™

%) Clients

o E Switch-AP Affinity PoE Compliance VLANs ﬂ Version Compliance I m Switch Uptime I m Config Success I m Switchport Usage I ﬂ Potential Anomalies
ccess Paints

Offline Device History

| sw-corel H sw-edge2
WAN Edges 0.1.99.2 a0

S5 mist Edges
<7 Location
ool] Anaiytics

oL site

> 00:50:56:b1:29-bd

@ organization

sw-care2 — - 7 -

-
(| ps7t1tsite sw-edge2 <> P6T-Ext-Fanout-2
\

-
| [=] sw-core1 11—
- < P67-D0BM-Fanout-2

Click on your table switch name sw-edge2 at the top of the page (or switch back to the List view and
click on your switch name) and switch to Port List view. Click on settings icon at the top-right
corner.

Change language (en) ~| TUETI25PM 2 Q (@

sw-edge?2 wices [ (R °
/

Juniper Mis

@ Monitor

2 Clients Q Filter
ints Port A Status Ethernet  Wired Client Manufacturer Wireless Clients ~ PowerDraw  Profile (Configured/ Reported) ~ Type  Speed Full Duplex  RXE
Access Points Age- g P P P p
ael up - - - - - Uplink-to-cores Trunk 2000 mbps @ 0B
ge-0/0/0 - - - - - Default Access - 08
(&) wan edges ge-0/0/1 - - - - - Default Access — - 08
ge-0/0/2 up - <,l> f8:60:f0:29:ab:e0  Hewlett Packard Enterprise — - Juniper-ap Trunk 1000 mbps @ 47.
S5 wist Edges
ge-0/073 - - - - - Default Access - 08
<7 Location ge-0/0/4 up - &> 00:50:56:01:29:bd  VMware, Inc. - - Contractor Access 1000 mbps (&) 109
ge-0/0/5 - - - - - Default Access — - 0B
ooll Anaiytics
ge-0/0/6 ~ - -~ -~ - Default Access — - 08
i
ETa) <L £e-0/0/7 - - - - - Default Access - - 0B
@ organization ge-0/0/8 - - - - - Default Access — - 0B
ge-0/0/3 - - -~ -~ - Default Access - - 08
ge-0/0/10 up ael Hewlett Packard Enterprise — - Uplink-to-cores Trunk 1000 mbps @ 453
ge-0/0/11 up ael <,l> 88:3a:3 Hewlett Packard Enterprise - - Uplink-to-cores Trunk 1000 mbps () 21.
*e-0/1/0 (vep-0/1/0) — - - - - - Default Access - - 08
xe- 0111 (vep-0r1) — - - - - - Default Access — - 0B
xe-0/1/2 (vep-0/1/2) — - - - - - Default Access - - 0B
xe-0/113 (vep-0r1/3) — - - - - - Default Access — - 0B

Enable VLAN (Untagged or Native), Trunk VLANs and VLAN (Assigned by RADIUS) columns. Click Close.
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Table Settings

Q  Search columns Select All Deselect All

Status =2 [/ Agg. Ethernet

Wired Client
Manufacturer = 5. [v] Wireless Clients Power Draw
Profile (Configured / Reported) =s [/ Type

Speed =10. Full Duplex =11. RX Bytes

TX Bytes =13. Description Authentication

Authentication State

PoE Priority

Authentication Method

PoE Operation Status

VLAN (Untagged or Native) |

Trunk VLANS |

Last Flapped
Transceiver Model

Dynamic Filter

Transceiver

VLAN (Assigned By RADIUS) | =29

Auth Domain —=32.

PoE Admin Status

Power Allocated

Dynamic Port Configuration
Serial Number

RADIUS Returned VoIP VLAN

VolIP Network

Scroll the page to the right and observe details about VLANSs on interface ge-0/0/2, ge-0/0/4 and
uplinks ge-0/0/10 and ge-0/0/11.

Junipe ' PE7TI Change language (en) ~ | TUETT28PM 2 Q (@
M Front Panel  Port List
%) Clients Q Filter
i Port Awuplex  RXBytes  TXBytes State Method  VLAN (Untagged orNative)  Trunk VLANs VLAN (Assigned By RADIUS)
ael 0B 0B - - -
ge-0/0/0 08 0B - 1 -~
ge-0/0/1 08 0B - 1 -~
|g970!0f2 47.1 MB 243 MB - 3 11,12,13,14
Edges

D st eag
ge-0/0/3 08 0B - 1 -~

{’ Location ge-0/0/4 103.6 MB 331.9MB Authenticated Dotlx 12 -
ge-0/0/5 08 0B - 1 -~

ool] Anatytics
ge-0/0/6 0B 0B - 1 -

ol

oo Site ge-0/0/7 08 0B - 1 -~

@ organization ge-0/0/8 08 0B - 1 -
ge-0/0/3 08 0B - 1 -~
£e-0/0/10 457.6 MB  163.6 MB - 1 11,12,13,14,3 -
ge-0/0/11 21.2MB 51.2MB - 1 11,12,13,14,3 -
Xe-0/1/0 (vcp-0/41/0) 08 0B - 1 -~
xe-0/1/1 (vcp-0/1/1) 0B 0B - 1 -
Xe-0/1/2 (vcp-041/2) 08 0B - 1 -~
xe-0/1/3 (vcp-0/1/3) 0B 0B - 1 =

s

Navigate in Mist Al to Clients > Wired Clients.
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Juniper Mist

@' Monitor

. Marvis™
(9\3\ Clients

E] Access Points
Switches

E\T,] WAN Edges

D mist Edges

' ﬂ PE7-T11

Front Panel Port List

Wi-Fi Clients
Wired Clients A luplex
ae
2e-0/0/0
ge-0/0/1
ge-0/0/2

ge-0/0/3

< Switches: gw-edge2

RX Bytes
0B
0B
0B
47.1 MB

0B

T H

0B

0B

0B

24,

0B

Review the page with Wired Clients. You should have two core switches listed, fanout switch listed

and PC4’s MAC address on port ge-0/0/4.

Juniper Mist

@ Monitor

=) marvis™
2 Clients

[*] Access paints
Switches

(&) wan edges

S5 mist Edges

<7 Location

ﬂ PE7-T11

Change language (en) ~ TUEll3sem 2 Q (2

Wired Clients | s psrtiise =0 4

Q Ffilte

1-40f4

Client Name MAC Address VLAN Wireless Clients Switch Port Insights Authentication Authentication State Authentication Method

€{+> sw-corel 88:3a:30:33:21:80 sw-edge2 ge-0/0/10  Wired Client Insights

<> sw-core2 88:3a:30:35:06:40 ge-0/0/11  Wired Client Insights

£*> P67-Ext-Fanout-2 8:60:f0:29:ab:e0 311 ge-0/0/2 wired Client Insights

€*> 00:50:56:h1:29:bd 00:50:56:b1:29:bd 12 ge-0/0/4 Wired Client Insights Dot1x Authenticated Dotlx

Click on Table settings icon at the top-right corner. Enable “IPv4 Address”, “Username”, “DHCP
Hostname” and click Close.
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Table Settings

Review new columns, then hover your mouse over “IPv4 Address” and read the text.

Q 5

Select All Deselect All

/| Client Name MAC Address

VLAN (Assigned By RADIUS +| Wireless Clients

Switch Port Port Description

Agg. Ethernet Port Profile RX Bytes

TX Bytes RX Bit Rate TX Bit Rate

IPv6 Address Manufacturer

PoE Admin Status PoE Priority PoE Operation Status

= 26. [/] Insights

Power Draw Power Allocated

Speed Full Duplex

. |¥/| Authentication Authentication State

. ] Authentication Method | = 30.

DHCP Vendor Class Identifier | — 32, | | DHCP FQDN

DHCP Client Identifier =34 Dynamic Filter

RADIUS Returned VolP VLAN | = 36. Auth Domain

@ vonrer Wired Clients

p67t11-site +
Marvis™ Q Filter
:
2 ai
Client Name MAC Address VLAN  Wireless Clients itch, Bog: Buss [ JOT? insighs State

[*] Access Poi

€3 P67-Ext-Fanout-2  f8:60:f0:29:ab:e0

<> sw-corel 88:32:30:33:21:80

[5] switches

<> sw-cora2 88:32:30:35:06:40
@ WAN Edges
<> 00:50:56:b1:29:bd  00:50:56:b1:29:bd

D wist Edges

<7 Location

i

f

2

sw-p Enable DHCP Snooping Configuration to view IPv4 Addresses  sphes -
for Layer 2 switches. This is not applicable to clients with
swH statically assigned IPv4 addresses sphts — -

2 ge-0/0/11 10133 -

Wwired Client Insights

ge-0/0i4 contractor Wired Client Insights  Dot1x Authenticated

Dotlx

ion Method

1-4of 4

DHCP Hostname €3

Navigate to Organization > Wired > Switch Templates and select your template.

Juniper

@ Meonitor
Marvis™

W
%‘ Clients

E] Access Points

5 wist Edges

4 Location

DD|] Analytics

&3, site

@ Organization

n PE7-T11
Switch Templates

1 Template

Template

Audit Logs Application Policy Campus Fabric Device Profiles

Inventory Applications Switch Templates Lab

Mobile Hub Pri RF Templates

tings Network Topology WLAN Templates

Site Configuration Networks

WAN Edge Templates
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Scroll the page down to DHCP Snooping settings. Enable DHCP Snooping and add employee and
contractor networks.

Juniper Mist ﬂ PE7TI1 Changelanguage(en) v| TUETt4sPM & Q (@
® woni Load Balance €@ -
LTy ) . comma-separated domains and Max 3

O Enabled @ Disabled ! " ) VRRP
=) m .

Accounting Servers. S VRRP Groups
=2} e
o Clients cppm.aruba-training.com: 1813 () Enabled @) Disabled
[F] Access points Add server

STATIC ROUTE Add Group
witches Interim Interval | 60 (0 - 86400 seconds)
utes defined DHCP SNOOPING

@z [ Immediate-Update @

Source Address @ Add Static Route ® Enabled Disabled
D st - M
&3 mist Edges [ management v (] All Networks

Networks

</ tocation Dynamic Request Port

@® Enabled () Disabled employee 11 | | contractor 12 | +
aal] Anaiytics coaPort | 399 | (1 gssas)

] ARP Inspaction
(] 1P Source Guard

o site

TACACS+

Scroll the page up, click Save to apply new settings and Save again to confirm changes.

Confirm Changes

APPLIES TO SITES

Showorly dfferences S o S T

¥ DHCP Snooping

All Networks: No

ARP Inspection: Disabled
ST o ) ves |

1P Source Guard: Disabled
Networks

| &: enployee

| 1: contractor

Cancel

Navigate to Mist Al Switches page and wait several minutes until new configuration is synchronized
and refresh the page. You should see 100% Config Success.

Juniper Mist ﬂ PE7-T11 Change language (en) = | TUE11:49°PM s Q ?
@) monitor Switches p67tI1-site Lst Topology Location 11:49:04PM (updates every 3 minutes) © | | tnwentory | | Claim Switches | =

= ma 1

Cloud G

4 ow

hes Wired Clients otal Allacated AP Power

—
. Switch-AP Affinity l . PoE Compliance ] ' VLANS ‘ m Version Compliance | m Switch Uptime |Im Config Success |m Switchport Usage | m Potential Anomalies

ted Switch

2 clients

(] Access points
Q. Filter

1-10f1
(&) wan Edges

] Status Name A IPAddress Model Mist APs Wireless Clients Wired Clients Version Uptime Last Config Insights

D st =
&3 mistEdges

] Connected sw-edge2 10.1.3.10 EX4100-F-12T 0 0 4 22.4R3.25 5d 10h 55m May 12, 2026 11:47:55 PM Switch Insights

<7 Location

all Analytics
o site

@ orgsnization

Inventory page
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Connect to PC4 Remote Desktop and bounce Lab NiC (right-mouse click disable/enable).

Navigate to Mist Al Clients > Wired Clients page. Wait a couple of minutes and refresh the page. PC4
IP address must be displayed now.

Juniper Mist™ n PETTIN Change language (en) ~ TUETISZPM & Q (@
@) Monitor Wired Clients p67t11-site v =0 3
Marvis™ Q. Filer

1-40f4
2 Clients
Client Name MAC Address VLAN  Wireless Clients  Switch Port IPvd Address €y Username  Insights 2 State Method  DHCP Hostname €
[F] Access points ;
<3 P67-Ext-Fanout-2  f8:60:f0:29:abie0 311 -0/0/2  17217.67.222  ~ wired Client Insights  ~
@ Gt <*> sw-corel 88:32:30:a3:21:80 1 /0/10  10.1.99.2 - wired Client Insights —
€ 00:50:56:01:29:bd  00:50:56:01:29:bd 12 -0/0/4__ 10.1.12.50 Contractor | Wired Client Insights  Dotix Authenticated Dot1x

(&) wan Edges
< sw-core2 88:32:30:25:06:40 1

10.1.3.3 - Wired Client Insights -

D mist Edges

<7 Location

Click on sw-edge2 > Utilities > Remote Shell.

Change language (en) = | TUETTS4FM

J - v ?
m L‘:lties e m 0

Testing Tools

[emp PoE @ PSUs

Send Switch Log to Mist
Upgrade Firmware
Snapshot Device

Sync Configuration
Download Config
Replace Switch

nnected Reboot Switch

0.251.1.10
0.1.3.10

Type CLI command “show dhcp-security binding”. Review the output and close Remote Shell.

mist@sw-edge2> show dhcp-security binding

IP address MAC address Vlan Expires State Interface
10.1.12.50 00:50:56:b1:29:bd contractor 690911 BOUND ge-0/0/4.0
{master:0}

Navigate to Clients > Wired Clients and type “contractor” in a search field. Click on Username
contractor. This will filter Wired Clients and display only contractor user.

Lab 4: Day 2: Wired network Monitoring and Troubleshooting 136



Juniper L u P&7-T11
@ monitor Wired Clients p67t11-si

=] marvis™ ‘ o contractor ‘

Port Profile

Contractor

Username VLAN
Access Points

contractor =] 311

€= sw-corel 88:3a:30:a3:21:80 1

> 00:50:56:b1:29:bd  00:50:56:b1:29:bd 12
WAN Edges
<> sw-core2 88:3a:30:a5:06:40 1

Mist Edges

‘{f Location

Click on Wired Client Insights.

Juniper Mist n P67T11 Change language (en) ~| TUETTS9PM 2 Q@
@ wonitor Wired Clients p67t11-site ~ = 0 3
1-10f1
Client Name MAC Address VLAN Wireless Clients Switch Port IPv4 Address 03 Username Insights Authentication Authentication State 1

[ r—

<*> 00:50:56:b1:29:bd  00:50:56:b1:29:bd 12

itches

@ WAN Edges

sw-edge? ge-0/0/4 10.1.12.50 contractor Dotl1x Authenticated I

On Wired Client Insights page select Last 24 Hr filter at the top of the page.

Juniper Mist n P67-T11 Changelanguage (en) ~ | WED1202AM 2 Q

@ wmonitor Monitor | wires | wired | wan 00:50:56:01:29:bd v | Last24Hr ~

=] ma
,Dﬁjﬁ Clients

[ r—

=S ©0°

p67t11-site

12:00 AM May 12 - 12:01 AM May 13 (drag an area of interest to Zoom in) Switch Events
d L t 12:00 AM 300 AM 6200 AM .00 AW 1200 PM .00 Av 500 P 200 PM
v Location Total Bytes
B0 ME
s0MB
ool Analytics 4o

20M8

4 48 54 54 43 26 7 7

<]

Wired Client Events

Port Erfors
riars

ok froars

11:00 PM - 12:00 AM May 13: 22 MB, 0 Port Errors
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Scroll the page down to review Wired Client Events and Switch Events where this client is connected.
Find Event where contractor user was authenticated with DOT1X in interface ge-0/0/4.0 vlan

Juniper
@ Monitor
=) marvis=
,04\ Clients
[*] Access Points
Switches

@ WAN Edges

% Mist Edges

4 Location

uDﬂ Analytics
on Site

@ Organization

L (1)

contractor.

n P&7-T11

12:00 AM May 12 - 12:01 AM May 13 (drag an area of interest to Zoom in)

za A
Total Bytes

some

some

owe

20ME

00 AM 00 AM

12100 P

Wired Client Events | 244Total 17Good 10Neutral 112Bad | All event Types ~

1zosam 2 Q @

Change language (en) -

Wired Client Events

00 .00 F1 =00 Pt F
Port Erfors
rrars

4 48 54 54 43 6 7 7 1

11:00 PM - 12:00 AM May 13: 22 MB, 0 Port Errors

20:93:39:01:2f:00

ge-0/0/4

DOT1XD_USR_AUTHENTICATED: Custom_log Dot1x User
contractor logged in interface ge-0/0/4.0 vlan contractor

User Authenticated
Switch Mac
User Authenticated
Port ID
User Authenticated
R Text
User Session
Disconnected
User Authenticated MACARL e
User Authenticated
User Session
Disconnected
User Authenticated
| Switch Events | 191 Total 43 Good 18 Neutral 130 Bad showing All Types
User Authenticated
Version
User Authenticated
Model
User Authenticated
Text
Port Up
Port Down

User Session

00:50:56:b1:29:bd

22.4R3.25
EX4100-F-12T
DOT1XD_USR_AUTHENTICATED: Custom_log Dot1x User

contractor logged in MacAddress 00:50:56:b1:29:bd interface
ge-0/0/4.0 vlan contractor

Find Wired Client Event where employee user was authenticated with DOT1X in interface ge-0/0/4.0

vlan employee.

Juniper
@ Monitor
. Marvis™
,Dﬂl\ Clients
[*] Access Points

Switches

(&) wan Edges

% Mist Edges
<7 Location
uDﬂ Analytics
oh site

@ Organization

' P67-T11

12:00 AM May 12 - 12:01 AM May 13 (drag an area of interest to Zoom in)

200 AM
Total Bytes

)

some

00 AM 00 AM

1200 Pl

Wired Client Events  244Total 17Good 10Neutral 112Bad | Allevent Types ~

User Authenticated

User Authenticated

User Authenticated

User Session
Disconnected

User Authenticated

User Authenticated

User Session
Disconnected

User Authenticated

Switch Mac

Port ID

Change language (en) ~| WED1205aM 2 Q

300 P 5.00FM =00 PM E
Port Erfors
o =

11:00 PM - 12:00 AM May 13: 22 MB, 0 Port Errors

20:93:39:01:2f:00

ge-0/0/4

Text

DOT1XD_USR_AUTHENTICATED: Custom_log Dot1x User
employee logged in interface ge-0/0/4.0 vlan employee

MAC Address

00:50:56:b1:29:bd
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You can filter events based on event type or drag an area of interest to Zoom in. To Zoom out, scroll
the page up to the top and select Last 24 Hr or other option.

Juniper Mist

@ Monitor

(=] w
o

&, Clients

[*] Access points

‘1’ Location

ool] Anaiytics
oL site

@ organization

% Mist Edges

‘1’ Location

anl] Anaiytics

oL site

@ organisstion

Scroll down the page to see your Wired Client Charts with Bytes TX/RX, Data Rate (mbps), TX/RX

n P67-T11
M O nito " | Wireless | Wired | WAN

EE=H ©0°

p67t11-site

00:50:56:b1:29:bd ~

Change language (en) ~

Last 24 Hr

:56:b1:29:bd

WED1208AM 2 Q

=

<]

12:00 AM May 12 - 12:07 AM May 13

(drag an area of interest to Zoom in

00 P

Wired Client Events

1200 A0 S0 A S00AM 00AM Zo0eM EEE adpem 2
Total Bytes Errors
B0 MB B
sOME
some 5 Emors
20MB
6 54/54/56 35 27 4|3 4
11:00 PM - 12:00 AM May 13: 22 MB, 0 Port Errors
Wired Client Events  244Total 17Good 10Neutral 112Bad [ AlleventTypes - |
All event Types
User Authenticated Access Guest 5
User Authenticated NAC Client Access Allowed
NAC Client Access Denied
User Authenticated

User Session
Disconnected

User Authenticated

User Authenticated

User Session

NAC Client Certificate Expired

NAC Client Certificate Revoked

NAC Client Certificate validation Failure
NAC Client Certificate Validation Success
NAC Client IP Learned

NAC Client Machine Certificate Expired
NAC Client Machine Certificate Revoked

UTHENTICATED: Custorn_log Dot1x User
bd in interface ge-0/0/4.0 vian employee

bd

Review Switch Event below with Dynamic Port Profile Assignment.

Switch Events  191Total 43 Good

User Authenticated
User Authenticated
User Authenticated
Port Up

Port Down

User Session
Disconnected

User Authenticated

Dynamic Port
Profile Assigned

18 Meutral

130 Bad

Showing All Types ~
Version 22.4R3.25
Model EX4100-F12T

Text

Interface ge-0/0/4 is assigned to port profile: Contractor

packets, Port Errors and Power Draw.

Lab 4: Day 2: Wired network Monitoring and Troubleshooting

139




Wired Client Charts

&1 Bytes | ge-0/0/4

&1 Data Rate (mbps) | ge-0/0/4

ZD0AM 3200 Al 6:00AM 00 AM 1z00 PM H00PM 600 M 00 FM AZD0AM 00 AM 6:00 Al =00 AM 1Z00PM 300 M 600 PM 00 PM
S0MB 1.0 Mops.
soME
<7 i
V Location e 500 Kbps
20m8
uﬂﬂ Analytics — ——
20M8
40MB 500 kbps
=] =
Site
oo =te soniE
soME 1.0Maps
@ organization
ETX ER W TX W RX
2 TX/RX Packets | ge-0/0/4 &l Port Errors | ge-0/0/4
1200 AN 002 00 AN w0028 1200 P BT &00PM w00 P 200 AW 00 AN 600 Al =00 AM 200 P 300 P 00 PM =00 o
1
60K
0k s
20K
1]
20k ' . o
a0k e
60K
B Multicast T: ¢ @ Mult B Broadceast RX Omar '
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Task 4-2: Monitor with Service Levels

Objectives

Use Service Levels to troubleshoot DHCP issues.

Use Service Levels to troubleshoot 802.1X issues.

User Mist Alerts.

Steps

At the beginning of this task PC4 should be connected, authenticated as contractor and has IP from
10.1.12.0/24. Connect to PC4 Remote Desktop to confirm this. Run CMD command “ipconfig” and
then “ping 10.254.1.21”.

IPv4 Address.
Subnet Mask .
Default Gateway .

IPv4 Address.
Subnet Mask .
Default Gateway .

<Output omitted>

Pinging 10.254.1.21
Reply from 10.254.1.
Reply from 10.254.1.
Reply from 10.254.1.
Reply from 10.254.1.

Ping statistics for
Packets: Sent =

C:\Users\student>

C:\Users\student>ipconfig

Windows IP Configuration

Ethernet adapter Do NOT Touch!:

Connection-specific DNS Suffix

: 172.17.67.81
: 255.255.255.0

Ethernet adapter Lab NIC - 6300-D Port 4:

Connection-specific DNS Suffix . : aruba-training.com

: 10.1.12.50
: 255.255.255.0
: 10.1.12.1

C:\Users\student>ping 10.254.1.21

with 32 bytes of data:

21:
21:
21:
21:

10
4,

bytes=32 time=2ms TTL=126
bytes=32 time=2ms TTL=126
bytes=32 time=2ms TTL=126
bytes=32 time=2ms TTL=126

.254.1.21:
Received = 4, Lost = @ (0% loss),

Approximate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 2ms, Average = 2ms

Connect to MGMT PC Remote Desktop and open SSH session to Core-1. Remote DHCP relay settings

from SVI 12.
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sw-corel# configure terminal
sw-corel(config)# interface vlan 12
sw-corel(config-if-vlan)# no ip helper-address 10.254.1.21
sw-corel(config-if-vlan)# show running-config current-context
interface vlan 12

ip address 10.1.12.2/24

active-gateway ip mac 02:00:00:01:00:00

active-gateway ip 10.1.12.1

Connect to PC4 Remote Desktop and bounce Lab NIC. It will fail to receive IP address from DHCP server.
This could take 20 minutes to be detected on Mist Al side.

_}':n
T &l" » Control Panel » Network and Internet » MNetwork Connections » v 0 Search Metwork Connections @
Organize + Disable this network device Diagnaose this connection Rename this connection View status of this connection Change settings of this connection SR ] o
~ Do NOT Touch! —~ Lab NIC - 6300-D Port 4 -~ Wi-Fi 2
l-'." Unidentified network l{’ Unidentified network L’ Mot connected

7 Intel(R) 8257 Gigabit Net... ® dﬂj] METGEAR AG130 WiFi USB 2

Gigabit Net... G Intel(R) 8257

Bl Command Prompt — [m] x

Ethernet adapter Do NOT Touch!:

=1" Juniper Mist” Change language (en) ~|

@ Menitor Service Levels Wireless [: WAN | Insights p67t11-site ~ Today -

. Marvis™ Rl
,oﬁ:" Clients
E] Access Points

Switches System Changes

@ WAN Edges
B Values = Settin,

)% Storm Contro —
4 Location Throughput 10(} 70 o
Interface Anomalies -
n[][] Analytics - -
604,
successful Conne 96% \ "
on Site N
@ QOrganization -5
Switch Hea 100% -
-
Systemn ™
-
switch Bandwi 100% Y
Bandwidth Headroom s
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Junipe
@ Monitar
=] marvis™
,Dﬁjﬁ Clients
[ Access points

Switches

@ WAN Edges

% Mist Edges
4 Location
ool Analytics
oh site

@ organization

You should see DHCP 100% failure contribution.

ﬂ P67-T11 Change language (en) ~| WED1z54am 2 Q (2

VIEW INSIGHTS p67t11-site ~ Today ~

Root Cause analysis selecta metric to analyze n #

Service Level Metrics Success Classifiers Failure Contribution

Throughput 1009% DHCP 100%
Successful Connect 96% Authentication %
Switch Health 6 Access Port Security %
Switch Bandwlidth

Timeline  Distribution  Affected Items

Timeline Click or drag to zoom in

Failures Atternpts e

Switch to Distribution tab to analyze impact. As you can see from the output anomaly repeated with a

Junipe
@ Monitor
(=] marvis™
,Dﬁjﬁ Clients
E] Access Points
Switches

@ WAN Edges

S5 wist Edges

<7 Location

aol] Anaiytics
oL site

@ Organization

single client connected to sw-edge2.

n P67-T11 Change language (en) ~ | WEDIzS6AaM 2 Q@

ed / Successful Connect /

DHCP VIEW INSIGHTS p67t11-site ~ Today ~

Root Cause analysis selecta metric to analyze n #
Service Level Metrics Success Classifiers Failure Contribution
Throughput : DHCP 100%
Successful Connect 96% Authentication %
Switch Health 1008 Access Port Security %

Switch Bandwidth

Timeline Affected Items

Distribution Analyze service level failures by attribute. Attributes are sorted by most anomalous.
Switches Q. Filter
WLANS Name Switch Name Switch MAC Overall Impact FailureRate ¥  Anomaly 01x
sw-edge? sw-edge? 20:93:39:01:2f:00 100% 4% 1.00x

Switch to VLANSs to see more details about impact. This output reveals that VLAN 12 is affected by a

single client.
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Juniper Mist ﬂ P&7-T11 Change language (en) ~ 2 0 7
Wired / Successful Conna
&) monitar D H C P VIEW INSIGHTS p67t11-site = Today ~
(=] marvis™
Root Cause analysis Select a metric to analyze D #
3}
Client:

-y SHES Service Level Metrics Success Classifiers Failure Contribution

Throughput DHCP 100%
[ Access points

Successful Connect 96% Authentication %
Switches Switch Health Access Port Security %

Switch Bandwidth
@ WAN Edges
% Mist Edges Timeline Affected ltems
</ Location Distribution Analyze service level failures by attribute. Attributes are sorted by most anomalous.
unﬂ Analytics Switches a  Filter

VLAN Switch Name Switch MAC Overall Impact Failure Rate ¥  Anomaly 01x
oh site

12 s 20:93:39:01:2f:00 4% 1.00x

@ organization

Click Affected items to check more details about interfaces where failed clients are connected.

Juniper Mist ' P&7-T11 Change language (en) ~ | WED 1.00AM Q ?
@) wonitor DH CP - VIEW INSIGHTS p67t11-site ~ Today ~
=] marvis™
Root Cause analysis Select a metric to analyze D #
,23\ B Service Level Metrics Success Classifiers Failure Contribution
Throughput DHCP 100%
E] Access Points
Successful Connect 96% Authentication %
Switches Switch Health Access Port Security %
Switch Bandwidth
@ WAN Edges
% Mist Edges Timeline Distribution
</ Location Affected Items Specific Ilterns that failed to meat the service level goal
uuﬂ e Interfaces 1 Q, Filter
Clients 1 Overall
DDD Site Name ¥ Switch Name Switch MAC Impact Failure Rate
ge-0/0/4 sw-edge?2 20:93:39:01:2f:00 100% 4%
@ Organization
Return to MGTP PC Remote Desktop and fix the issue with DHCP on sw-corel.
sw-corel# configure terminal
sw-corel(config)# interface vlan 12
sw-corel(config-if-vlan)# ip helper-address 10.254.1.21
sw-corel(config-if-vlan)# end
sw-corel# show running-config interface vlan 12
interface vlan 12
ip address 10.1.12.2/24
active-gateway ip mac 02:00:00:01:00:00
active-gateway ip 10.1.12.1
ip helper-address 10.254.1.21
exit
sw-corel#
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Connect to PC4 Remote Desktop and bounce Lab NIC. It should receive IP address now. You can double-

check it with “ipconfig” CMD command.

C:\Users\student>ipconfig

Windows IP Configuration

IPv4 Address.
Subnet Mask .
Default Gateway .

IPv4 Address.
Subnet Mask . e e e
Default Gateway . . . . . .

Ethernet adapter Do NOT Touch!:

Connection-specific DNS Suffix

Connection-specific DNS Suffix

: 172.17.67.81
: 255.255.255.0

Ethernet adapter Lab NIC - 6300-D Port 4:

: aruba-training.com
: 10.1.12.50

: 255.255.255.0
:10.1.12.1

This time you will simulate an issue

with client authentication. On PC4 open Lab NIC properties, then

Authentication tab, click Additional Settings and Replace credentials. Enter incorrect credentials
“contractor/arubal23”. Click OK three times to save new settings.

Navigate to Mist Al Switches > sw-edge2, select port 4 and click Bounce Ports.

Juniper Mist™ ﬂ P67-T11
&) monitor |< switches: sw-edge? |
=) marvis FrontPanel  Port List
& Clients EX4100-F-12T
[] Access Points w 3
d : g i
o
2
5] switches & &
(&) wan Edges

ge-0/0/4
<7 Location

ooll Anatytics

RJ45 Uplink

Modify Port Configuration

Port Configuration, Assigned Profiles and Networks for Selected Ports

Change language (en) =

WEDT:11AM 8 Q @
m velies mm &

. CPU _ Memory I Temp  PoE @ PSUs ® Fans

Live Traffic Counters

AT :

Port Statistics

Bounce Port ge-0/0/4
May 13, 2026 1:09:35 AM

Bouncing port...

Port bounce complete.

On MGMT PC, navigate to https://10.254.1.23/tips and log in with “admin/Arubal23!” credentials.

Open Access Tracker where you should see multiple timeouts with failed authentication.
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https://10.254.1.23/tips

Request Details

Summary  Input  Output

Error Code: 9002

Error Category: RADIUS protocol

Error Message: Request timed out

Alerts for this Request

RADIUS| MSCHAP: Authentication failed. Re-trying.. |

RADIUS | MSCHAP: Authentication failed. Re-trying..

RADIUS Client did not complete EAP transaction

|4 4 Showing 1 of 1-185 records » bl Show Configuration Show Logs

Navigate to Mist Al Switches > sw-edge2 and hover your mouse over port 4 in Front Panel. You
should see restricted Profile applied.

o P67-T11

< Switches: SW—E‘dgE2

Front Panel  Port List

EX4100-F-12T

0 2 4

w
o . ge0/0/a <> Wired Client
g 1

5 Speed 1G

PoE Admin Status Enabled
PoE Operation Status Off

METRICS

Power Draw —

Duplex Full Duplex GHTS
u Switch-AP Affinit
STP arding, as designated

{TION
1(!!() Version Com BPS 0 IN /792 OUT
Profile restricted JRESS
1(:55 Config Succe
Port Maod! cces:
oI lode access CEID
| Untagged VLAN 1
Dynamic Filter — ODEL
Dynamic Port SION

Configuration @

Authentication Dot1x LATE

Hostname — pros
Username contractor

MAC Address 00:50:56:b1:29:bd

IPv4 Address —

IPv6 Address —

Manufacturer VMware, Inc. .
Switg

I Authentication State Authenticating |
- futheneen ﬂ
Method —
Davica

Click Utilities > Remote Shell and type “show dot1x authentication-failed-users” command and then
“show dotlx interface detail”. Review the output and close Remote Shell.

Lab 4: Day 2: Wired network Monitoring and Troubleshooting 146



Testing Tools

Remote Shell

= CPU _ Memor
Send Switch Log to Mist

Upgrade Firmware
Snapshot Device
Sync Configuration

Download Config

= Replace Switch
STATUS | Reboot Switch
ID ARMDESS -~ 1 L4 4 4

mist@sw-edge2> show dotlx authentication-failed-users
ge-0/0/4.0 00:50:56:b1:29:bd contractor

{master:0}
mist@sw-edge2> show dotlx interface detail
ge-0/0/4.0
Role: Authenticator
Administrative state: Auto
Supplicant mode: Single
Number of retries: 3
Quiet period: 60 seconds
Transmit period: 3@ seconds
Mac Radius: Disabled
Mac Radius Restrict: Disabled
Reauthentication: Enabled
Reauthentication interval: 65000 seconds
Supplicant timeout: 30 seconds
Server timeout: 30 seconds
Maximum EAPOL requests: 2
Guest VLAN member: not configured
Number of connected supplicants: 1
Supplicant: contractor, 00:50:56:B1:29:BD
Operational state: Connecting
Backend Authentication state: Idle
Authentication method: None
Session Reauth interval: 65000 seconds
Reauthentication due in @ seconds
Session Accounting Interim Interval: 600 seconds
Accounting Update due in @ seconds
Eapol-Block: Not In Effect
Domain: Data

{master:0}
mist@sw-edge2>

Interface MAC address User Failure Count

5

Navigate to Mist Al Monitor > Alerts
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Juniper Mist
@ Monitor
. Marvis™
2} Clients
E] Access Points
Switches

@ WAN Edges

% Mist Edges

4 Location

o EI[] Analytics
oo Site

@ Organization

Service Levels

. e Alerts

22 clients

EX4100-F-12T

E] Access Points

RJ45 1GE

E] Switches

[\T,] WAN Edges

Click Alert Configuration in the top-right corner.

n P67-T11 Change language(en) ~| WEDT:28aM 2 Q (2
n Alerts pé?tﬂrs‘te . TOday - L ©
0 0 0 0 0

Critical Warning nformation
Q Filte
-~ Alert Recurrence First Seen Last Seen Details

Alerts are not configured

Alert Configuration Templates enable detection of alerts and automated notifications

add your site, then click Save to apply and confirm changes.
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Juniper Mist ﬂ PE7TIN

< alerts: Configuration

a Filte

Default

Applies to Scope

Entire Org

pE7tIsite | X+

Email Recipients Settings
To organization admins To site admins

To additional email recipients

Email addresses (comma-separated)

Alert Types

® BGP Neighbor Down

Cellular Edge WAN Celluler Disconnected

® Cellular Edge WAN Ethernet Disconnected

Cellular Edge WAN Ethernet Unplugged

Change language (en) = ViE!

& Pause Alerts Create Template

oo |

SIS ot Down ©

Critical WaN Eage Port Down €

EVPN detected a duplicate MAC address

point devices

nt Ethernet Link Down

Navigate in Mist Al to Switches > sw-edge2 and scroll down the page till Port Profile Assignment
section. Click on ge-0/0/10-11.

Junipe
@) Monitor
Marvis™
2, Clients
[] Access points

(&) wan Edges

S5 wist Edges
<7 Location
agll Anaiytics
oL site

@ organization

' P67-T11

|< Switches: S\N—edge2 |

Switch Configuration

Configuration is Managed by Mist

o 0

Change language (en) ~ | WED 1428AM -

sable Configuration Management

B

letters, numbers, _. or -

Role
Selecta role

letters, numbers, _or

Notes

Add Notes

1P CONFIGURATION (QUT OF BAND)

[v| Override Site/Template Settings

IP Address
() DHCP (@) Static
IPv4 Address [T

10.1.3.10

IPv4 Subnet Mask {753

255.255.255.0

Port Configuration

ge-0/0/2
ge-0/0/4
Unassigned ports

W Port Overrides

BETA

‘ Device
INFO IP CONFIGURATION (INBAND MANAGEMENT) PORT
Name Configure IRB/SVI interfaces using DHCP or Static IP Port Profile Assignment
s: * Si E St i
sw-edge? assignment Site, Template, or System Defined

Add Port Configuration

juniper-ap >

restricted >

Uplink-to-cores »

Default »

Enable UP/Down Port Alerts and click the check mark.
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Port Profile Assignment
* Site, Template, or System Defined

i Edit Port Configuration

PortIDs
ge-0/0/10-11 = ‘
(ge-0/0/1, ge-0/0/4, ge-0/1/1-23, etc)

Interface ‘

@ L2interface ) L3interface () L3 sub-interfaces

Configuration Profile ‘

| Uplink-to-cores default({1), trunk »

[] Enable Dynamic Port Configuration

Description

Add Description

#
Up / Down Port Aleres €
@) Enabled O Disabled
Manage Alert Types in Alerts Page
Port Aggregati
@ Enabled ) Disabled
LacP P
@) Enabled O Disabled

X

Then click Save at the top of the page to apply new settings and click Save again to confirm changes.

Confirm Changes

Show iy diferences T p———

¥ Port Config

¥ ge-0/8/10-11
| Port Range: ge-8/8/18-11

| Enable Up/Down Port Alert Type: m m

Cancel

Navigate to Mist Al Monitor > Service Levels
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I Juniper Mist n P67-T11

& wmonitor Service Levels @] ﬂﬂgu ratl
‘ . Marvis™ i

3 -
,E{\ Clients

Default

E] Access Points

Click on Successful Connect in Wired Monitor.

Juniper Mist’ ' P67-T11 Change language(en) ~ | WED 136
@) wonitor Monitor | wiees E WAN | Insights p67t11-site Today ~
Marvis™
Clients
22 clients
() e T T T e
Switches System Changes =

(+) wan edges

s Values = Settin

0 Storm Control Y
4 Location Throughput 100%

Interface Anomalies e

onll Analytics

DHCP %
90% S~ RN Authentication 3

5L site i Access Port Security oo

@ organization Switch Unreachable -
C: ity -

Switch Health 100% apacity -

Network -

System -5

Congestion -
Switch Bandwidth 100% Congestion Uplink -~
Bandwidth Headroom -5

You should see Authentication percentage in failure contribution and Wrong Credentials in sub-
classifiers. It might take more time to reveal this issue. Wait 10-15 more minutes and refresh the
browser.
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ﬂ P&7-T11

ccessful Connect 7 Authentication /

Wrong Creds

Juniper Mist

@ Monitor

entials

Change language (en) w | WED 1:33AN

VIEW INSIGHTS Pﬁj’ﬂ 1-site =

Today =

@) marvis™
Root Cause analysis selectametric to analyze
o oy
Clies
eilis s Service Level Metrics Success
Throughput
[*] Access Points
Successful Connect 90%

Switch Health
Switch Bandwidth

Switches

@ WAN Edges

D#

Classifiers

DHCP

Authentication

Access Part Security

Failure Contribution

Sub-Classifiers Failure Contribution

67% Users Authenticated on Server Reject VLAN o
33% Radius Server Unreachable 0%
% Wrong Credentials 100%

% Mist Edges Timeline  Distribution  Affected Items
<7 Location Timeline Click or drag to zoom in
atl) Analysics Failures Attampts

o site

@ Organization

M Wrong Credentials

Check Distribution and Affected items tabs to investigate the incident.

Juniper Mist ﬂ P67-T11
_ ‘Wired / Successful Connect /7 Autherfication /
&) monitor R
Wrong Credentials
. Marvis™
Root Cause analysis Select a metric to analyze
D Clien
i Service Level Metrics Success
Throughput
D) e &P
Successful Connect 90%

Switches Switch Health

Switch Bandwidth
@ WAN Edges

% Mist Edges Timeline | Disrribution  Affected items

U#

Classifiers

DHCP
Authentication

Access Port Security

</ Location Affected Items Specific Items that failed to meet the service level goal
Interfaces 1 tar
ool] Anatytics Q Filte
Clients 1
o site Name ¥ Switch Name
ge-0/0/4 sw-edge2

@ Organization

Failure Contribution

Switch MAC

20:93:39:01:2f:00

Change language (en) ~ | WED 1404

VIEW INSIGHTS po67t1l-site =

Sub-Classifiers Failure Contribution
7% Users Authenticated on Server Reject VLAN o%
33% Radius Server Unreachable %
0% Wrong Credentials 100%
Overall
Impact Failure Rate
100% 3%

Today ~

Connect to MGMT PC and open SSH session to sw-core2. Disable interface 1/1/3 connected to sw-
edge2. This will disable one of two uplinks on sw-edge2.

sw-corel# configure terminal
sw-corel(config)# interface 1/1/3
sw-corel(config-if)# shutdown
sw-corel(config-if)# end

Navigate to Mist Al Monitor > Alerts. You should see Critical Switch Port Down alert.
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Juniper Mist n P67-T11

@) Monitor Alerts p67t11-site = Today ~
Marvis™ 1 1 0 0 0
Total nfrastructure
2, Ciients
(] Access points
Q Fi
[5] switches
() wan Edges
v et Recurrence First Seen Last Seen

Change language (en)

~| wep1:s7aM

Alerts Configuration | & @

1-1of1

Details

25 st Edges

v @ Critical Switch Port Down 1 May 13, 2026 1:54:02 AM

<7 Location

Hostnames | sw-edge2
20:93:39:01:2:00

oall Analytics
s | ifindex 526, ifAdminStatus up(1), ifOperStatus down(2), ifName ge-0/0/10

May 13, 2026 1:54:02 AM

Switch Insights

o site

Connect to MGMG PC Remote Desktop and enable interface 1/1/3.

sw-corel# configure terminal
sw-corel(config)# interface 1/1/3
sw-corel(config-if)# no shutdown
sw-corel(config-if)# end

Connect to PC4 Remote Desktop, open Lab NIC properties, then Authentication tab, click Additional
Settings and Replace credentials. Enter correct credentials “contractor/Aruba123!”. Click OK three

times to save new settings.

NOTE: You might need to bounce port 4 in Mist Al Switches > sw-edge2 and then renew

IP on PC4 with “ipconfig/renew” CMD command.

Navigate to Mist Al Monitor > Service Levels, select Insights and click site name next to Insights at the

top of the page, then select Switch and click your switch name.

Juniper Mist”
@ Monitor Service Levels Wireless | Wired | WAN I I | p67t11-site | Today - BT
Entire Org )
: 67111-sit
Marvis™ Alerts S . -
ite

Access Paint

,g\:\ Clients 1 . 1
Access Point Client
- .
E] Access Points 1 | Switch I
WAN Edge
Switches . Wired Client
Clients
Cellular Edge

(+) WAN Edges

S wmist Edges

4 Location

u[][] Analytics

Classic View

-

ol

Scroll down the page to Table Capacity. And click Search Entries in Authentication Session Table.
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Juniper Mist
@) Monitor
Marvis™
D Clients
[ Access points
Switches

(&) wan edges

S mist Edges

</ Location

ool] Analytics

' P67-T1H

12:00 AM May 13 - 11:23 AM May 13

| Totg B

(drag an area of interest to Zoom in)

2

9:00 AM - 9:10 AM May 13: 12 MB, 0 Port Errors

11:23:52 AM (Updates Every 3 Minutes) &

Fawe ’ ‘ [ ‘
213 /1| (4//2/2 /4 22,2 2222 2222|222 222 2/2/2 2 2,2/2/2/2/2/2/2/2 222 |22 2022

Table Capacity
MAC Address Table ARP Table Route Summary Authentication Session Table
<1% <1% <1%
| 3 Search Entries ‘ | O Search Entries ‘ ‘ G Search Entries | ‘ h Entr

BGP Summary

Neighbor Information

No data

Switch Events
SE

‘ " Port Errors
T
3015 4

Q

Leave “All Port IDs” selected and click Search. It should display your contractor user authenticated on

port ge-0/0/4

sw-edge2(20:93:39:01:2f:00)

Search Entries

MAC Table

ARP Table = Route Table = Authentication Session Table

All Port IDs

M m

802.1X Information:

Interface
ge-8/0/4.0

State

Authenticated ©@:50:56:B1:29:BD

New Search------------———-—————--—— -
MAC address Method vlan User

Radius 12 contractor

Select port ge-0/0/4 and click Search to see authentication details for client connected to port ge-

0/0/4.
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sw-edge2(20:93:39:01:2f:00)

S ea rCh E n t rl e S MAC Table ARP Table Route Table Authentication Session Table

Reauthentication interval: 65008 seconds

" Refresh H X Clear Entry

Supplicant timeocut: 39 seconds

Server timeout: 3@ seconds

Maximum EAPOL requests: 2

Guest VLAN member: not configured
Number of connected supplicants: 1
Supplicant: contractor, ©0:58:56:B1:29:BD

Operational state: Authenticated
Backend Authentication state: Idle
Authentication method: Radius
Authenticated VLAN: contractor
Session Reauth interval: 65000 seconds
Reauthentication due in 608436 seconds
Session Accounting Interim Interval: 680 seconds
Accounting Update due in 237 seconds
Eapol-Block: Mot In Effect

Domain: Data

Switch to MAC Table, then select port ge-0/0/4 and click Search. You should see your table PC4 MAC
address.

sw-edge2(20:93:39:01:21:00)

S e a rC h E n t rl e S ARP Table Route Table Authentication Session Table

MAC Address All VLANs A ge-0/0/4 ~ Search Q* Refresh || X Clear Entry

MAC database for interface ge-0/9/4.0

MAC flags (S - static MAC, D - dynamic MAC, L - locally learned, P - Persistent static, C - Control MAC
SE - statistics enabled, NM - non configured MAC, R - remote PE MAC, O - ovsdb MAC
GBP - group based policy)

Ethernet switching table : 1 entries, 1 learned
Routing instance : default-switch

Vlan MAC MAC Logical

name address flags interface
contractor B0:50:56:b1:29:bd D ge-8/0/4.0

Close the Search Entries window.
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Task 4-3: Marvis Actions

Objectives

Review Marvis Actions.

Communicate with Marvis using conversational language.

Communicate with Arvis using queries.

Steps

Navigate to Organization > Admin > Subscriptions.

Juniper Mist

@ Monitor

E‘] Marvis™

2 Clients

E] Access Points
Switches

@ WAN Edges
% Mist Edges

4 Location

u[][] Analytics

o0 site

' Pe7-T11
MARVIS

Entire Org ~

Clients

0 Layer 1

Audit Logs Application Palicy
Inventory Applicatio

Mobile Hub Profiles
Settings Network Topology
Site Configuration Networks

Subscriptions WAN Edge Templates

Campus Fabric

Switch Templates

Device Profiles
Labels
RF Templates

WLAN Templates

Click Marvis for Wireless.

Juniper Mist™ ﬂ P67-TI1

@9 Monitor
Marvis™

2, Clients

(5] Access Points

Switches

(3) wan Edges

S wist Edges

<7 Location
anl] Analytics
o site

© organizat

on

Subscriptions EEEZN ow=

Subscription Type A Status Usage

Sites with Usage
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Click Enable/Disable Sites.

Juniper Mist n P67-T12
@ Wonitor ¢ Marvis for Wireless

=) marvis™ STATUS

22 Clients Jul 13,2026

Trial period will expire

E] Access Points

USAGE
Ll 0inUse
(+) wan Edges 0 sites

Search
3 wmist Edges

V Location
nﬂu Analytics
oy site

@ Organization

Select your site and click OK.

SITE ENABLEMENT =

Select sites for which Marvis for Wireless should be enabled:
1in Use

| 1 site selected
Search

P&7t11-5ite

Cancel

Return to Subscriptions and click Marvis for Wired Networks. Repeat previous steps to enable it for
your site. Check that Marvis for Wireless and Marvis for Wired Networks are in use.
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Juniper Mist n P&7-T11

@ wonitor Subscriptions IR o

arvis Subscription Type » Status Usage Sites with Usage
Marvis™ pion Typ: A B s
Asset Visibility - 0
22, clients
Marvis for WAN - 0
(] Access points Marvis for Wired Network 1 1
1 1
Switches
agement - 0
@ WAN Edges _ 0
% Mist Edges rance for Class 1 - 0
ce for Class 2 - 0
<7 Locstion
ce for Class 3 - 0
uﬂﬂ Analytics rance for Class 4 - 0
rance for Class 5 - 0
b site
ance for Class 6 - 0
@ Organization Wi-Fi Management and Assurance 1 1
Wired Assurance 12 1 1
Wired Assurance 24 - 0
Wired Assurance 48 - 0
Navigate to Mist Al Marvis > Marvis Actions. You should have 0 Actions now.
' PETTI Change language (en) ~

MARVIS

Entire Org ~

0 Data CentersApplication
[\
e — [\ N\ e
0 Layer1 / AN Security
/ -
— e AN —

— -
0 Connectivity / \ OWAN

0 Wireless 0 Wired

Juniper Mist B o Change language (en) = | WED1Z15PM

® MARVIS Enure Org

Clients 0 Data Center/Application
/ \ ¥
—_— / O\ —_—
0Layer 1 / NN Security
- e Nl T—
r’f P \\\
—_— s ™
0 Connectivity / \ QWAN
\
L i
0 wireless 0wired

o [ U 0 0
2] o )
P o ¥ @ o
o -] ] -
f ° RG
0 N F 8 - v/
U 0
S @ o
e ]
a o
1 Other Action =
(@ ]
]

Marvis leverages the Mist Al to identify the root cause of issues. Marvis can automatically fix issues
(self-driving mode) or recommend actions that require user intervention (driver-assist mode). The
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Marvis Actions page lists the high-impact network issues that Marvis detects. Marvis Actions also
displays the recommended actions for your organization's network. Marvis Actions provides insight
into issues across the wired, WAN, and wireless networks, at the managed service provider (MSP)
level, organization level, and site level. With Marvis Actions, you can track firmware compliance on
APs, identify bad cables, locate L2 loops, detect WAN link outages, and more—all from a single page.

Click Marvis Self Driven setting to review available options.

@ reom
MARVIS

ACTIONS

dlients

1 Other Action

olayer1 /

owaN

Wireless

Wired

WAN

x

. Aska Question

-- Marvis Self Driven I

centersapplication

Marvis actions provide both driver-assist and self-driving actions. Driver-assist actions require user
intervention based on the details and recommendations provided by Marvis. When you grant
permissions to Marvis, it autonomously initiates self-driving actions to execute corrective measures
without any user involvement. This effectively automates the process of identifying and resolving
issues. For example, a driver-assist action involves a network administrator having to manually
upgrade the firmware on an AP. Conversely, a self-driving action automatically initiates the firmware

upgrade when Marvis detects a firmware non-compliance on an AP.

By utilizing the self-driving capabilities, you can automate simple repetitive tasks, streamline

troubleshooting processes, minimize downtime, and enhance overall network efficiency.

Open MGMT PC Remote Desktop and connect to sw-corel with SSH. Shutdown interface 1/1/3 which

is connected to sw-edge2.

sw-corel# configure terminal
sw-corel(config)# interface 1/1/3
sw-corel(config-if)# shutdown
sw-corel(config-if)# end

Open SSH session to sw-core2 and disable interface 1/1/3. This way you disconnect both Juniper switch

and AP from Mist Al.

sw-core2# configure terminal
sw-core2(config)# interface 1/1/3
sw-core2(config-if)# shutdown
sw-core2(config-if)# end

Return to Mist Al Marvis > Marvis Actions page. It might take 10-15 minutes to see one action appear,

feel free to continue with the following steps instead of waiting.
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weiperrse =D
MARVIS [ o enireor -

Clients

OLayer 1

e

<7 Lacation

1 other Action

ACTIONS

Change languagefen) = | ¥ W @

i

' Connectivity

0 Wireless

AN

0 Data Center/Application

a
J | '\\\ \A‘
NS

Network Port Fiap

High CPU

Security

Change lnguage(en) = | vE0 1w RN 2

1 Gther Action
Last 30 Days ~ ——
5 Actions Asiors & Servoen
g
All Actions
o4 &
m R — Tyve SierServer Scope Detais Dete Stats
O wied Switch Offine po7I-ste sur-edge? unrezchability View More May 13, 2026 12:43:56 PM Open ~
O wied Switch Offine po7I-site unreachabilty View More May 8, 2026 5:43:55 PM AlValidated
O wwes 36e76: a-20e9-53b0as6eabSse unreachability View Mare Apr 15,2026 12:4319 PM Alvaligated
O wwes Switch Offine -4723-20e9-53b446caDSC unrezchabiliy View More Apr 17,202612:17:04 PM Al valigated

Click View More next to unreachability. A new window will appear with Switch details.

Switch Offline

Switch Details

281 26f8-c07b-4293-
bbe2-5053sachafat

EXA100-F-12T
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Connect to MGMT PC, open SSH session to sw-corel and enable interface 1/1/3.

sw-corel# configure terminal
sw-corel(config)# interface 1/1/3
sw-corel(config-if)# no shutdown
sw-corel(config-if)# end

Connect to MGMT PC, open SSH session to sw-core2 and enable interface 1/1/3.

sw-core2# configure terminal
sw-core2(config)# interface 1/1/3
sw-core2(config-if)# no shutdown
sw-core2(config-if)# end

Navigate to Mist Al Switches and confirm that your table switch is connected.

Juniper Mist @ rom Change language (en] ~
@ vonior Switches pE7t11site ~ List  Topology  Locato L1719PM o inventory || Camswncnes | =
1 0 2 ow
SeitchAP Atfnity PoE Comptiance Vs | m swite ptime | m Contigsuccess | m Swchport Usage |

10of1
| o e e
U 10.1.3.10 EX4100-F-12T o 0 2 22.4R3.25 6d 22
Navigate to Mist Al Access Points and confirm that your table access point is connected.
@ rom Changs language (en) ~
Access Points pe7t11site = wowertory | | Creste wieless Neworks | | cisim aps
1 0 1
e oo, [ oo [ prrep— sy, [E—y—
(&) wan ages .
- Status Name a MAC Address 1P Address Version Madel Eth Port Speed Last Seen No. Clients Total Bytes 2.4 GHz Channel 5 GHz Channe! § GHz Channel 24 GHz TnPower 5 GHz TxPower & GHz TxPower LLDP Nas

B connected| 70:00:41:4052:60 70:90:41:405560 101350 01227858 P12 etho 1000mbps May 13,2026 1:17:00PM 0 o8

Navigate to Mist Al Marvis > Marvis Actions, scroll down the page and if you have an Action with
Open status. Click on Open and select Resolved by User.
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Juniper Mis

Q

Change language (en) v | WED 1323 2w

1 0ther Action

Last30Days = | swws Al -
5 Actions A ctions ® SelfDriven
o
Al Actions
t4ofd
Carsgory e Sie /Server Scope Devails Daie Status
Wired Switch Offine PE7E1 site w-edged unreachability
vred pBTT Site swedge uneeachabiliy

ByUser

wired 96e762F3-0003-4f22-a0e9-53bdadbeabse unreachability View Mor

966762F3-000a-422-a0e5-53bd446cabSe unreachability View More Apr 17,2026 12:17 AlValidated

Switch Offine

Wired

Select Solved using the Mist suggestion action, type a comment and click OK.

Resolve Action

RESOLUTION

® solved using the Mist suggested action

() Solved using another method (please comment below)
(O A known issue and should be ignored in the future

() Incorrectly listed as an issue

COMMENT

Uplink disconnected|

4

0K Cancel

Scroll up the page to the top and click Ask a Question.

superviss =P e
MARVIS Entire Org_~
crons
Clients 0 Data Center/Application

0 Layer 1 Security

(&) wan edges
0 Connectivity

O st es
D wisteages

0 Wireless

0 Wired

Click in the field with “Enter a query” text and select LIST.
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' PEZTIN Change language (en) ~ J v )
(0] rcooc
MARVIS
[ ]
S wist Edges OCATE
Then hit space and select Switches
Juniper Mist @ o Changs language (en) ~ 2 0 @
MARVIS
Hit Enter and review the output which should contain your table switch.
@ rom Change language (en] + P 0 @
MARVIS
How would you rate my response? TELL ME MORE
5] switches
(&) wan Edges
S wistedges H sw-edge2 L X4100-F-1 1 T

e

Click Marvis icon in the top-left corner or bottom-right corner.

Click or type troubleshoot, then select Site, select your site and Wired.
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Hello, Computer] 'm Marvis, your virtual network assistant.

(===

Troubleshoot

What would you like to troubleshoot?

Device IE] Application

Troubleshoot Site

Here is a list of sites from your org. Please select one to

troubleshoot.

Primary Site
il

67t11-site
E

Troubleshoot Site p67t11-site

Checking p&7t11-site. Here is what | found on May 13th
between 12:00 AM to 1:30 PM:

E] Wireless

Wired

Select Disconnected switches or otherwise you can access Switch Insights.

MARVIS -

Primary Site
el

Eﬁ p67t11-site
[

Troubleshoot Site p67t11-site

Checking p67t11-site. Here is what | found on May 13th
between 12:00 AM to 1:30 PM:

B Wireless

Wired
[ =R
I found 1 Disconnected Switch at site p67t11-site on May
13th between 12:00 AM to 1:30 PM. You can find it below:
Name 14 v
sw-edge2 10.1.3.10
1-1af1

MQL: Disconnected Switches =

To check the current status of these devices, please visit the

page below:

Switches I
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Click MQL: Disconnected Switches.

Juniper Mist @ rom Change ngmgeten) v| WD 1% 2

@ wonitar MARVIS

LIST SwitchEvents WITH SwitchEventType Switch-Disconnected AND Site "p67t11-5ite’ DURING "12:00 AM May 13, 2026 - 1:30 PM May 13, 20267 |

How would you rate my response? TELL ME MORE

G

O wisteages v May 13,2026 12:32:29 PM switch Disconnected sw-edge2 chassis mac: 20933901200
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Task 4-4: Packet Capture for Wired client traffic

Objectives
Use Packet Capture for Wired Clients.
Analyze Wired Client Traffic.

Steps

You can navigate to Wired Packet Capture in several ways. Try the first option through Switch Front
Panel. Navigate to Mist Al Switches > sw-edge2, then select Port 4 on the Front Panel.

Juniper Mist ' P67-T11

@ Monitor | < Switches Sw-edgGZ |

& marvism FrontPanel  PortList
2, clients EX4100-F-12T _ CPU . Memory I Temp  FoE @ PSUs ® Fans
[ Access points w H i
s i :
wn
2 + n
3 d
Switches B & z

(&) wan edges

% Mist Edges 1 Port Selected m Modify Port Configuration Live Traffic Counters Packet Capture Bounce Ports
ge-0/0/4

</ Location

Port Configuration, Assigned Profiles and Networks for Selected Ports Port Statistics

o0l Analytics

This will bring you to Capture Packets page where your switch and port are already selected.

Juniper Mist @ rom Changs language (en) =

& Captured Files

Capture Packets potitsite =

00:00:00 =

Packet it-0
PCAP Configuration m acket capture coun

AP WAN  Switch
Destination Port  Length Dropped Packers

e, Time MAC Aggress Intertace protocol Saurce 1P Source Port  Destination »

Smitches

(&) WaN Edges

Capture

1024 | No. of packetsiswitch (0=Unlimited)
512 | Number of bytes per packet

600 | Duration in secands

sw-edge2

port 2 Filer

Now try a second option. Navigate first to Mist Al Switches. And after that navigate to Site > Wired >
Switch Packet Captures.
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Juniper Mist™ n P67-T11
@ Monitor SW|tCheS pe7t11-site List =~ Topology Location
. Marvis™

22 Ciients

E] Access Points

R Switch Configuration 3rd Party Tunnels Security Events

Switch Packet Captures Labels WAN Edge Packet Captures
(+) wan Edges
gES
et Packet Captures
S5 wmist Edges Policy

Pre-Shared Keys
4 Location

Radio Management

ool] Anaiytics Security

DOD site WLANS

@ Organization

You need to select your switch first.

Juniper Mist™ n P&7-T11
@ wonitor Capture Packets pe7t11-site ~
. Marvis™

Packet capture count -0

oo PCAP Configuration
—y Clients
Q  Search
E] Access Points AP WAN Switch No. Time
@ Switches Add SWiIcE 9
Eearch =%
@ WAN Edges Capture
sw-edge2 20:93:39:01:2:00
1024
% Mist Edges
Close
312
-*17 Location
500 Duration in seconds

u[][] Analytics

oy Site

Then click Add Port Filter, click small port icon and then select port 4. Click Done and Save.
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Juniper Mist @ romn
@ Wonitor

Must add port filter for the Switch

PCAP Configuration
Q ses
AP WAN  Switch
No. Time
swedge2 | x | + -]
(@) wan eages Capture

1024 | No. of packets/Switch (0=Unlimited)

S uiseedges

v 512 | Number of bytes per packet
Location

600 | Duration in seconds

ool] Anatytics

2, s
op Site sw-edge2

@ organization

Capture Packets p67t11-site

Packet capture count - 0

MAC Address Interface Protocol Source 1P Source Port  Destination IP Destie

Add Port Filter

Port Name

ge-0/0/4

Change language (en) ~

=]

C: Click to select the port or shift-click to select a range of ports

St Uplink

Cancel

Juniper

@ Monitor

. Marvis™

,E{“ Clients

E] Access Points

Switches

() wan Edges

% Edges

4 Location

nl]l] Analytics

Click Start Capture.

n P&7-T11

Capture Packets

pe7t11-site =

Packet capture count - 0

PCAP Configuration @

Q  Search
AP WAN  Switch
No. Time
sw-edge? | x | ¥ ]
Capture

1024 Mo. of packets/Switch (0=Unlimited)
512 MNumber of bytes per packet

600 Duration in seconds

sw-edge2
Port A Filter

ge-0/0/4

| Add Port Filter |

In several seconds you will start seeing some packets captured.
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B AT

Capture Packets po7tit-site ¥ | ¢ capturedrites |

Packet ca - .
PCAP Configuration bt b ool 00:00:38

Switch Capture
Length  DroppedPackets  Info

switches °

@ wan eages —

No. of packets/Switch (0=Unlimited)

Number of by

sw-edge2

Port 2 Filter

Connect to PC4 Remote Desktop, open CMD and ping 10.254.1.21.

C:\Users\student>ping 10.254.1.21

Pinging 10.254.1.21 with 32 bytes of data:

Reply from 10.254.1.21: bytes=32 time=2ms TTL=126
Reply from 10.254.1.21: bytes=32 time=2ms TTL=126
Reply from 10.254.1.21: bytes=32 time=2ms TTL=126
Reply from 10.254.1.21: bytes=32 time=1ms TTL=126

Ping statistics for 10.254.1.21:

Packets: Sent = 4, Received = 4, Lost = @ (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 2ms, Average = 1ms

On PC4, renew IP address with ipconfig/renew CMD command.

C:\Users\student>ipconfig/renew

Windows IP Configuration

<Output omitted>

Ethernet adapter Lab NIC - 6300-D Port 4:
Connection-specific DNS Suffix . : aruba-training.com
IPv4 Address. . . . . . . . . . . : 10.1.12.50
Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . . . . . . . . : 10.1.12.1
<Output omitted>

On PC4, open a browser and navigate to google.com

Return to Mist Al Wired Packet Capture. Make sure it was still running and click Stop Capture.
Otherwise repeat previous steps on PC4.
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0 o

Capture Packets

PCAP Configuration

Switch Capture

Juniper Mist
@ won
) w

22 ciients

[F) Access points

@ wan Edges

Capture

po7tit-site ¥
Packet capture count - 202
Q

No.  Time MAC Address

Intertace

protocol

Source 1P SourcePort  Destination 1P DestinationPort  Length
10.1.12.50 61128 66
10.1.12.50 61126 60

Change language (en) ~

Dropped Packers  Info

S st eages No. of packets/Switch (0=Unlimited) 4 TC 10.1.12.50 61126 )
g Number of bytes per packet S 10.1.12.50 61127 66 0
6 10.1 0
Duration in seconds
ool Ana 7 10.1 0
8 TCi 10.1.12.50 61127 396 0
sw-edge2 = = = = =
0 Te 10.1.12.50 61128 5 0
vort 2 fer
@© organizavon 10 e 10.1.12.50 61128 0 o
ge-0r0/a
1 TP 10.1.12.50 61128 1835 0
12 TP 10.1.12.50 611 0 o
13 TP 10.1.12.50 61129 0
14 0
15 10.1.12.50 61129 o
16 Ter 10.1.12.50 61120 10.254.1.21 443 a4 0
17 WONS  10.1.12.50 S5700  224.0 B o
18 UDF 10.1.12.50 58532 142.251.154.119 443 361 o
19 0P 10.1.12.50 58532  142.251.154.119 443 s o
20 uDi 10.1.12 79 0
21 DP 10.1.12 383 o
“icmp” i h field and hi
Type “icmp” in search field and hit enter.
Juniper Mist @ rom Change language (en) ~| e 2osFmt =ING
Capture Packets poTt 1site & Captured Fles
) marvis>
N Packet capture count - 8 aptul ta '00:01:28
. PCAP Configuration m P Capture Data
2, o
P WAI i
D LS W BT Mo Time MAC Address Intertace Protocsl __Source i SourcePort __Destination [P Destination Port __ Length __ Dropped Packets __info
. ° 17.508 P May 13, 2 ge-0/0/a.0 TowP  10.1.12.50 10.250.1.21 o type= Ecno Raquast, code= D, s8
awedge | x
27 2 ge-0/0/4  ICNP 10.1.12.50 10.254.1.21 96 0 type= Echo Reguest, code= 0, se
@
L Capture ge-0/0/4  ICMP 10. a6 0
1024 | No.of packets/Switch (0=Unlimited) | 30 2: May 13, ge-0/0/a  ICMB 10.1 0
PR | T @ 2 0 PH May 13, -0/0/4.0 ToNP  10.1 0
2:06:10.037 PM May 13, ge-0/0/4.0 ICMP 10.1.12.50 74 o ype= Echo Request, code= ce
600 Duration in seconds
a4 2:06:20.952 PM May 13, 2 0e-0/0/4.0 ICMP 10.1.12.50 74 0 Request, code= 0, se
as 2:06:20.052 PM May 13, 2 ge-0/0/4 cMp 10.1.12.50 96 o Reguaest, code= O, se
sw-edge2
vort 2 s
ge-orozs
A port Filta

@ Monitor
@ arvis™

rg"‘ Clients

E] Access Points

Switches

\t, WAN Edges

S

st Edges

Type “dhcp” and click on DHCP Protocol.

' P&7-T11
Capture Packets

AP WAN  Switch

sw-edge2 | % | +

Capture

1024

PCAP Configuration @

Mo. of packets/Switch (0=Unlimited)

p67t11-site =

Packet capture count- 214

| Q. dhep

MNe] Protocol MA|
DHCP

Y 1o P6 20

14| Message_type= Boot Request, hops=10, bs =0

'| transaction_id= 0x3b40135f, unicast, I

14| DHCP Message Type (DHCP REQUEST) kg o

197 2:06:40.744 PM May 13, 2026 20
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Review DHCP requests sent by PC4.

Juniper Mist B o Change language(en) v | WeD212PM

Capture Packets petisie = + Captured Files

. Packet capture count - 2 sarCaptureData 000128 =
PCAP Configuration m P e

AP WAN  Switch o
Ne. Time MAC Address Interface. Prococel Source IP Saurce Port Destination IP Destination Port Length Dropped Packets. Infa

00 ge-0/0/4 DHCP 1 50 68

10. e_type= Boot Request

674 PM May 13,

swedge2 | x|+ e

364 o message_type= Boot Request, hops=

676 PM May 13, 9e-0/0/4 DHCP

Type “https” and hit enter. You should see PC4 communication with internal and external IP
addresses using TCP destination port 443.

Click on one of captured packets to see more details at the bottom of the page.

Juniper Mist @ o Change language (en) ~ 2
0D e P st D67t11-site ¥
Capture Packets po7t s ' c
. Packet capture count - 158 ture Dat. 00:01:28
PCAP Configuration @ i
- ‘
AP WAN  Switch
2 No.  Time MAC Address Incertace Protocol  Source IP SourcePort  Destination 1P DestinationPort  Length  DroppedPackers  Info
11 2:06:11.777 PN May 13, 2026 20 £:00 ge-0/0/4.0 TCP 10.1.12.50 61128 0.254.1.21 283 183 0 HTTPS, (61128) -> (443), se

] switches ) + °

WAN Edges Capture 6 0
S haeens 1024 | No.of packets/Switch (0=Unlmited) 14 B0 o

512 | Number of bytes per packet

<7 Location 5
600 Duration in seconds

i

sw-edge2 20
port A Fiker

@ organization 21

sa8 10 o
Time Switch Switch MAC Source Destination
2:06:14.749 PM May 13, 2026 sw-edge2 20:93:39:01:2f:00 10.1.12.50:58532 142.251.154.119:443
HTTPS, (58532) -> (443)
Click Captured Files in the top-right corner to download files.
Juniper Mist @ o Change language en) | WED215PW P @
Capture Packets poTti1:site =
PCAP Configuration m aptura Data ootz
AP WAN Switch
No.  Time MAC Address Incerface Prowcol  Source P SoursePort  Destination P Length  DroppedPeckeis  Info
swedge? | x | + e
12 00 ge-0/0/4.0 TCP 10.1.12.50 61128 10.. .21 443 380 0 HTTPS, (61 > (44 e

Click on download icon next to one of your files.
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Captured Files

Last 3 Days o

Capture Type No. of Devices Timestamp #

If you have Wireshark installed on your PC you can open this file or you can try that from MGMT PC.

You have completed this lab!
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Lab 5: Configuration Scalability

Objectives
After completing this lab, you will be able to:

e Use Site variables

e Use CLI Configuration in Mist Al

e Use Select Switches Configuration

e Use bulk upload of switch configuration

Overview

After completing this lab, you will become familiar with Juniper MIST Site variables, CLI Configuration,
Select switches configuration and bulk upload of switch configuration. Juniper Mist web Ul could be
changed over the time and will not match screenshots in this workshop. Ask your instructor for
assistance if you struggle finding required settings in Juniper Mist.
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Task 5-1: Use Site variables

Objectives
Define Site variables.
Configure Switch Templates with Site Variables.

Change variables and validate configuration.

Steps

Navigate to Mist Al Organization > Admin > Site Configuration and select your site.

Juniper Mist ’ PE7-T11

@ Monitor S|teS

. Marvis™ Q  Filter

,&’\ Clients

Name » Country RF Template Time Zone
E] Access Points .
p67t11-site United States - America/Detroit

Switches Primary Site United States - America/Los_Angeles
@ WAN Edges

D wist e
st Edges
= Audit Logs Application Policy Campus Fabric Device Profiles

4 Location Inventory Applications Switch Templates Labels

ﬂ Maobile Hub Profiles RF Templates
pOll Analytics

Settings Network Topology WLAN Templates

I site
oo Site Configuration Networks

@ Organization Subscriptions WaN Edge Templates

Click Add Variable in Site Variables section.

Juniper Mist ’ P67T11

@ wonior po6/t11-site
& warve~

Change

o)
Clients .
= ~ Site

[ Access Points

. Information Location Site Variables Import Variables
5| switches

Site Name Location Search (or click on the map) 0Variables
@ WAN Edges p67tl 1-site Street address or latitude, longitude Varisbles Values

site ID
O wmist Edges
=

28d12cf8-c07b-4399-bbe2-5063aachefat n CHARING CROSS [ ]
57 n Country
Birmingham

United States v
aol] Anaiytics

Time Zone

Beverly Hill

Define variable {{dns}} with value 10.254.1.21 and click Save.
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Add variables

Variable

{{dns}}

Value

10.234.1.21

A

Click Import Variables.

Site Variables

Q, Search

Variables

{{dns}}

Add Variable

Import Variables

1 Variable

A Values

10.254.1.21

1-10f1

Click Download Site Variable List.

Import Site Variables

<> Download Site Variable List

{{variableMame}}, someValue

O

Drag and Drop or Click to Upload CSV File

Header row must be the first row in the CSV file followed by data in the faollowing format:

Cancel

Open siteVariables.csv file and add these variables to the one you added previously:

Variable Value
{intp}} 10.254.1.21
{{radius}} 10.254.1.23
{{vlan_emp}} 11
{{vlan_cont}} 12
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{{vlan_iot}} 13
{{vlan_guest}} | 14
{{vlan_mgmt}} |3
A B C

1 Variable Value

2 {{dns}} 10.254.1.21
3 {{ntp}} 10.254.1.21
4 {{radius}} 10.254.1.23
5 {{vlan_emp}} 11
& {{vlan_cont}} 12
7 {{vlan_iot}} 13
g {{vlan_guest}} 15
g {{vlan_mgmt}} 3

Save siteVariables.csv file, then drag and drop the file to Import Site Variables window. The warning
message below says that you have a conflict variable (which is {{dns}}) which already exists and will
be skipped. Click Save.

Import Site Variables p 4
Variable Value

{ntpl 10.254.1.21

{{radius}} 10.254.1.23

{{vlan_emp}} 1

Hvlan_cont}} 12

{vlan_iot}} 13

{{vlan_guest}} 15

{{vlan_mgmt}} 3
One or more site variables in the uploaded CSV conflict with existing site variables, The existing site variable values have been preserved in favor of the
uploaded ones in the case of conflicts.

Save Upload Again

Confirm that you see “7 new variables imported successfully” message. Click Close.
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Import Site Variables X

7 new variables imported successfully.

Close

Review your site variables in Mist Al.

Site Variables Add Variable | | Import Variables
Q  Search 8 Variables
1-2of8
Variables A  Values
{{dns}} 10.254.1.21
{{ntp}} 10.254.1.21
{{radius}} 10.254.1.23
{{vlan_cont}} 12
{{vlan_emp}} 11
{{vlan_guest}} 14
fvlan_iot}} 13
Hvlan_mgmt}} 3

Click on {{vlan_mgmt}}. In a popup window you can change this variable or delete. Click Cancel.

Edit Variables b 4

Variahle

{{vlan_mgmt}}

Value

3 4

Click Save in the top-right corner.
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Change language (en) ~ | WED324PM 0 ¢ &

Cancel

Navigate to Mist Al Organization > Wired > Switch Templates and click on your template.

Juniper Mist” n P67-T11

@ Monitor Sites

. Marvis™ Q. Filter

22 Clients
Name # Country RF Template Time Zone

E] Access Points
p67t11-site United States - America/Detroit

| switches rimary Site nited States - \merica/Los_Angeles
Switches P y Si United S A /Los_Angel
@ WAN Edges
3 Mist Edges

Audit Logs Application Policy Campus Fabric Device Profiles
‘7 Location Inventory Applications Switch Templates Labels

[] Mabile Hub Profiles RF Templates
ool Analytics

Settings Network Topology WLAN Templates

i
on Site Site Configuration Networks

@ Organization Subscriptions WAN Edge Templates

Replace NTP Server IP address with {{ntp}}, replace DNS Server IP address with {{dns}}. Then click on
your authentication server hostname you added previously and replace with {{radius}}. Click the
check mark.
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Juniper Mist ’ PE7TI
FO APPLIES TO SITES 3

Name

Assign to Si
P67t 1-swTemplate 1 sites 1 switches

All Switches Configuration

AUTHENTICATION SERVERS NTP CLI CONFIGURATION

Authentication Servers NTP Servars [Z0) Additional CLI Commands © FJ

Radius v

Authentication Servers (comma-separated Hostnames / IPs)

Y o Edit Server A
DNS SETTINGS
ooll Anatytics Hostname / IP Address IZT) osPF
DN Servers [T
8 e
OSPF Areas
Fort (comma-separated IPwIPv6 and max 5
1812 DN Suffix [T
Shared Secret
(comma-separated domains 2nd Max 3)
VRRP
Timeout | 5 (0-1000 second:
SNMP VRRP Groups
Retries | 3 0-100)
Enabled (@) Disabled
Enhanced Timers €
Enabled (@ Disablad STATIC ROUTE Add Group

Load Balance €

Enabled (@ Disabled
DHCP SNOOFING.

Accounting Servers
Add Static Route ® Enabled Disabled

cppm.aruba-training.com : 1813 Al Networks

Replace your accounting server hostname with {{radius}} variable. Click the check mark.

Juniper ﬂ PE7-T11

| A DWILLIIES CLUnnguracun
@ Monitor

@ Marvis™

AUTHENTICATION SERVERS

Authentication Servers

=3} =
—n Clients Radius v

E] Access Points P
Authentication Servers

SIIEERES YHradiusy: 1812

() wan Edges Add Server

% Mist Edges Timeout 5 (0 - 1000 seconds)

<7 Location Retries | 3 {0-100)

oall Anaiytics Enhanced Timers @
Enabled (@ Disabled

Load Balance @
Enabled  (® Disabled

Accounting Servers

W Edit Server

Hostname / IP Address [[T0)

{{radius}}

Port

1812

Shared Secret

Reveal
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Scroll down the page to Shared Elements. Click on loT network and replace VLAN ID 13 with
{{vlan_iot}}. Click the check mark.

Juniper Mist’ ' P67-T11

Swin nmEcuNE
@) Wonitor

Use Site Timezone

Marvis™

. Shared Elements
23, Clients

[*] Access points NETWORKS
Switches Named VLAN IDs that can be used by Port Profiles.
* System defined
(&) wan edges
oy e i Edit Network X
% Mist Edges
Name
</ Location loT
VLAN ID [
ool] Analytics
{{vlan_iot}}
5L site
IPvd Subnet [T
@ organization
1Pv6 Subnet [T

Edit contractor network and replace VLAN 12 with variable {{vlan_cont}}. Click the check mark.
Edit employee network and replace VLAN 11 with variable {{vlan_emp}}. Click the check mark.
Edit guest network and replace VLAN 13 with variable {{vlan_guest}}. Click the check mark.

Edit management network and replace VLAN 3 with variable {{vlan_mgmt}}. Click the check mark.

Confirm that you changed all 5 networks to use variables.

EI Switches WALl

Named VLAN 1Ds that can be used by Port Profiles
[\T,] WAN Edges

~ * System defined

S5 mist Edges loT f{vlan_ioth}
</ Location contractor {{vlan_cont}}
aal] Anaiytics * default 1
dn Site employee {{vlan_emp}}
@ Organization Search X | Add Network
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Switches EIETENS

MNamed VLAN IDs that can be used by Port Profiles

LA # System defined

D s -
&= Mist Edges

* default 1
<7 Location employee {{vlan_emp}} >
ul]ﬂ Analytics guest {ivlan_guest}} >
o Site management {tvlan_mgmty} >
@D organization [ searen x| Add Network

Scroll up the page, click Save to apply new settings and click Save again to confirm changes.

Confirm Changes

APPLIES TO SITES

1o T s

P— B - vuoviss or rvcem weriins

-
tratatagzrom

res—_—
| v {ivian ot 1}

Navigate to Mist Al Switches > sw-edge2, wait a couple of minutes, then refresh the page and confirm
that it shows 100% Config Success.
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Juniper “ PE7-T11

@) monitor | < Switches: Swfedgez |
@) m
Front Panel  Port List

2, clients EX4100-F-12T = CPU _ Memory | Temp  FoE @ PSUs ® Fans
[ Access points w £ &

g 5 <

s

i + o

= [~ g
(&) wan Edges

METRICS PROPERTIES STATISTICS
D mist Edges
INSIGHTS Switch Insights STATUS Connected
Switch-AP Affinity I PoE Compliance l -
<7 Location LOCATION not on floorplan IP ADDRESS ®10.251.1.10
Version Compliance I m Switch Uptime I ©10.1.3.10
) MAC ADDRESS 20:93:39:01:2:00
oal] Anaiytics m Config Success I m Potential Anemalies I MISTAPS 0
DEVICE ID 209338012f00
O cite WIRELESS CLIENTS
sit

ooy 1 MODEL  EX4100-F-12T

TOTAL POWER DRAW 0.00W
VERSION 22.4R3.25

o Y—

UPTIME 6d 2h 58m
TEMPLATE pa7tl1-swlemplate
LAST SEEN May 13, 2026 3:52:54 PM
SWITCH PHOTOS
LAST DISCONNECT

REASON Default Gateway Unreachable

LAST CONFIG May 13, 2026 3:52:16 PM

Switch Configuration

Configuration is Managed by Mist Disable Configuration Management

Click Utilities > Remote Shell.

Change language (en) ~ | WED35S7PM 2 O (2

Testing Tools

O

Remaote Shell

Send Switch Log to Mist
Upgrade Firmware
Snapshot Device

Sync Configuration
Download Config
Replace Switch

Reboot Switch

Type “show vlans” command and check VLAN ID used for guest VLAN name where you should see 14.
Close Remote Shell.

mist@sw-edge2> show vlans guest
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Routing instance
default-switch

{master:0}

VLAN name
guest

Tag

14

Interfaces

ael.o*

ge-0/0/2.0%*

Navigate in Mist Al to Organization > Site Configuration and select your site.

Click on {{vlan_guest}} variable and chage the value to 15. Click Save.

Navigate in Mist Al to Switches > sw-edge2 and confirm that it shows 100% Config Sync.
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Juniper

@ Monitor
. Marvis™

22 ciients

E] Access Points

Switches

Mist n P67-T11

Front Panel

RJ45 1GE

@ WAN Edges

% Mist Edges

4 Location

ooll Analytics

2L site

@ organiza

Audit Logs
Inventory
Mobile

Settings

Site Configuration

tion Subscriptions

EX4100-F12T

sw-edge?

Port List

(5] >
SFP+ Uplink

Application Policy
Applications

Hub Profiles
Network Topology
Networks

WAN Edge Templates

RJ45 Uplink

Campus Fabric

Switch Templates

Device Profiles

Labels nl

I

RF Templates

WLAN Templates

I

Edit Variables X
Variable
{{vlan_guest}}
'_u’alue _
1> Y,
Save Cancel

Click Save at the top of the page.

Change language (en) ~

WED 4:04 PM - .

m| Cancel
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Juniper Mist n P67-T11

@ Monitor |( Switches: SW—edgez |

2 marvis™ Front Panel  Port List
O
2 Clients EX4100-F-12T
. = =
E] Access Points w E =
g (0 = &
g . i
= + n
Switches = & z
@ WAN Edges
METRICS PROPERT
3 Mist Edges
Switch-AP Affinity PoE Compliance VLANS

4 Location
m Version Compliance m Switch Uptime I
ul:ll] Analytics m Config Success I m Potential Anomalies I

i Site

Click Utilities > Remote Shell.

Change language (en) «| WED3S7PM 2 O

Testing Tools

Remote Shell

Send Switch Log to Mist
Upgrade Firmware
Snapshot Device

Sync Configuration
Download Config
Replace Switch

Reboot Switch

Type Command “show vlans guest”. You should see that VLAN ID has changed to 15 and it’s tagged on
the uplink and port 2. Close Remote Shell.

mist@sw-edge2> show vlans guest

Routing instance VLAN name Tag Interfaces
default-switch guest 15
ael.o*
ge-0/0/2.0%*

{master:0}
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Task 5-2: Use CLI Configuration in Mist Al

Objectives

Use Site/Template CLI Configuration.

Use Additional CDLI configuration.

Validate CLI configuration applied with Junos groups.

Steps

You can apply additional CLI commands to individual switch, or site, or organization switch template,
or with select switches configuration (Rule-based). Navigate to Organization > Wired > Switch
Templates and select your template. Hover your mouse over information icon next to Additional CLI
Commands and read the text.

NOTE: Additional CLI commands in Juniper Mist allow you to configure settings beyond
what's available in the GUI. Here are key use cases: Custom System Configuration,
Advanced Networking Features such as custom QoS settings, Virtual Chassis
Management, Port-Level Customization, Hierarchical Configuration, Integration &
Extensibility. Additional CLI commands take precedence over GUI-based
configurations, so manage them carefully to avoid conflicts with template-based
settings.

Juniper Mist™ n P67-T1

@ wonitor
[ marvis~

2 Clients

E] Access Points p67t11-swTemplate 1 sites
Switches

(&) wan Edges

S wmist Edges

<7 Location

ool] Anaiytics

ony Site

p67t11-swlemplate

INFO APPLIES TO SITES +

Name
1 Assign to Sites
switches

AUTHENTICATION SERVERS NTP removal of the set commands.

Configure additional CLI commands in the Junos “set” format.
All Switches Configuration Best practice: Use Junos "groups" configuration for all
commands. Not using Junos groups statements can lead to
inconsistencies in device configuration during addition/

Authentication Servers NTP Servers [ Additional CLI cammandsD‘.‘.:

Radius v el

Authentication Servers (comma-separated Hostnames / IPs)

{{radius}}: 1812
DNS SETTINGS

@ organization Add Server

— OSPE

Enter following commands to CLI Configuration.

set groups template-script system scripts op file template_script.py
set apply-groups template-script
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ﬂ P67-T11

< Switch Temp p67tl1-swTemplate
INFO APPLIES TO SITES k2
Name

1 1 ) Assign to Sites
| pe7t11-swTemplate | sites switches

All Switches Configuration

- AUTHENTICATION SERVERS NTP CLI CONFIGURATION
3 wist Edges
_ Authentication servers NTP Servers (713 Additional CLI Commands © £3
<7 Location .
Radius v {ntpy set groups template-script system scripts op
A o or {sitevar)) file template_script.py )
Authentication Servers (comma-separated Hostnames / IPs) set apply-groups template-script
O A
on Site {{radius}}: 1812 -

DNS SETTINGS

Click Save at the top of the page and then click Save again to confirm changes.

Confirm Changes

APPLIES TO SITES

1. T s
W3 show only differences = Template or System inherited

v CLI Configuration

v Additional_Config_Cmds
| mame: ndditional Config Cmds
v set apply-groups template-script
| cvp:  set apply-groups template-script
v set groups template-script system scripts op file template script.py

| ©D:  set groups template-script system scripts op file template_script.py

Cancel

Navigate to Mist Al Switches > sw-edge2, wait a couple of minutes and refresh the page. You should
see 100% Config Success.

Juniper Mist @ rom Change language (en) ~ o 0 @
< switches: sw-edge2 Ui 7 [ c-e JO

Front Panel  FPort List

EX4100-F-12T « CPU o Memory l Temp  PoE @ PSUs ® Fans
8 £ H
5 S
= ¢ H

-
(&) wan edges

METRICS PROPERTIES STATISTICS

] INSIGHTS witch Insigh STATUS onnected

Switch-AP Affinity | PoE Compliance | VLANS |

<7 Location - — ¥ — - LOCATION  not on fioorplan IPADDRESS ~ ©10,251.1.10
m Version Compliance m Switch Uptime ®iniio

MACADDRESS  20:93:39:01:2:00
ool] Anatytics I'I :' Config Success I" :' Potential Anomalies MIST APS 0
DEVICEID 209339012100

site 'WIRELESS CLIENTS
MODEL EX4100-F-12T

 wistedges

o
oo

TOTALPOWERDRAW  0.00W
@ organization VERSION 224R3.25

UPTIME  6d9h57m
TEMPLATE

LAST SEEN May 13, 2026 10:50:54 PM
SWITCH PHOTOS
LAST DISCONNECT

REASON

LAST CONFIG

Default Gateway Unreachable

Switch Configuration

Configuration is Managed by Mist Disable Configuration Management

Navira
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Scroll down the page to Advanced section where you will find CLI configuration pushed from the
switch template.

Juniper Mist ' P67-T11

& woritor | < switcnes: sw-edge? |
B warvim

Advanced

2, clients

CLI CONFIGURATION
[*] Access Paints

site/Template CLI Commands 5%

Switches

set groups template-script system scripts op file template_script.py

O e set apply-groups template-script

: 4
D mist Edges

Rule-based CLI Commands ::

</ Location

ol Analytics

Y
o site
Additional CLI Commands o1+

@ organization

Click Utilities > Remote Shell

Change languagefen) ~| WED1T:17PM 2 Q (@

Testing Tools

Remote Shell

Send Switch Log to Mist
Upgrade Firmware
snapshot Device

Sync Configuration
Download Config
Replace Switch

Reboot Switch

Check that your configuration was pushed to the switch with “show configuration groups template-
script” command.

mist@sw-edge2> show configuration groups template-script

system {
scripts {
op {
file template_script.py;
}
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{master:0}

Confirm that group was applied with “show configuration apply-groups” command.

mist@sw-edge2> show configuration apply-groups
## Last commit: 2026-05-14 02:49:49 UTC by mist
apply-groups [ mist-script top template-script ];

{master:0}

Check system scripts configuration hierarchy. Group commands are not displayed in the configuration
hierarchy.

mist@sw-edge2> show configuration system scripts
language python3;
synchronize;

{master:0}

Check system scripts inherited configuration with “show configuration system scripts | display
inheritance” command. Then close Remote Shell window.

mist@sw-edge2> show configuration system scripts | display inheritance
##
## 'commit' was inherited from group 'mist-script’
##
<Output omitted>
##
## 'template_script.py' was inherited from group 'template-script’
##
file template_script.py;
}
language python3;
synchronize;

Navigate in Mist Al to Site > Wired > Switch Configuration. Enable checkbox Override Configuration
Template and replace “template” with “site” three times. Compare your result with the screenshot
below.

=" Juniper Mist™ n P67-T11

@ wontor p67tl1-site

=) marvis~

Configuration Template | p6&7t11-swTemplate

22 clients

[ ——

Switch Configuration 3rd Party Tunnels Security Events

Switches

Switch Packet Captures Labels WAN Edge Packet Captures CLI CONFIGURATION

WAN Edges
@ i Packet Captures figuration Template Override Configuration Template

. "A
% Mist Edges Policy Additional CLI Commands 19

Pre-Shared Keys s'et groups site-script system scripts op file
</ Location site_script.py

Radio Management o . set apply-groups site-script
. ed Hostnames t)
aoll Ansiytics Security Y

IZIDD Site WLANs

OSPF
e Override Configuration Template
e Y —

Timeout (0- 1000 seconds) DNS Servers [T}

Lab 5: Configuration Scalability 188



Click Save in the top-right corner to apply new settings and click Save again to confirm changes.

Confirm Changes

St oty aiterences [RERTRY) (Y

* Template or System inherited

¥ CLI Configuration
¥ additional Config Cmds
| Mame: Additional_Config_Cmds

v set apply-groups site-script
| o

set apply-groups site

-serdpt

v set groups site-seript system scripts op file site _script.py

| cup:
¥ Override
| Mame: Override
1e 08
(e - ] - |

|20 s

set groups site-script system scripts op file site seript.py

Navigate in Mist Al to Switches > sw-edge2, wait a couple of minutes and refresh the page. Confirm
that you can see 100% Config Success.

Juniper Mist

2, clients

[*] Access paints

D s s
3 mist Edges

</ Lacation
ooll Ansiytics

o0 site

Front Panel

u P67-T11

< Switches: sw-edge2

EX4100-F-12T

..

RJ45 1GE

METRICS

Port List

'

SFP+ Uplink

u Swlt:h-APAfﬁnityl ' an(umpnancel -

oo [l oo E

| ! ;! Config Success |m Patential Anomalies

RJ45 Uplink

PROPERTIES

INSIGHTS

LOCATION

MAC ADDRESS

DEVICE ID

MODEL

Switch Insights
not on floorplan
20:93:33:01:2:00
209339012f00

EX4100-F-12T

Change language(en) ~

= CPU o Memory [ Temp PoE

STATISTICS

STATUS

IP ADDRESS

MIST APS

WIRELESS CLIENTS

WED11:31PM 2 Q

® PSUs @ Fans

Connected

® 10.251.1.10 (vme.0
®10,1.3.10 (vlan 3

0

7

Scroll down the page to Advanced section where you will see site-script replaced template-script.
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Juniper Mist ' PE7-T11 Change language (en) = | WED11

3 2 Q@
@) Monitor £ Switches: SW—edgez Utilities v m ]

Marvis™
Advanced

23, clients

CLI CONFIGURATION
[ Access paints

Site/Template CLI Commands 53
Switches

set groups site-script system scripts op file site_script.py
set apply-groups site-script

(&) wan Edges

i 4
% Mist Edges

Rule-based CLI Commands 53

</ Lacation

ool Analytics

#
o site
Additional CLI Commands 52

@ organization

Click Utilities > Remote Shell.

Change language(en) ~| WED11:A7PM 2. QO (2

Testing Tools

Remote Shell

Send Switch Log to Mist
Upgrade Firmware
Snapshot Device

Sync Configuration
Download Config
Replace Switch

Reboot Switch

Check Groups configuration and search for “script” word with “show configuration groups | match
script” command. As you should see, template-script was replaced with site-script.

mist@sw-edge2> show configuration groups | match script
mist-script {
scripts {
event-script mist_critical_events.py;
event-script mist_redirect_to_oc_term.py;
event-script {
python-script-user mist;
python-script-user mist;
file escript.log {
file op-script.log {
site-script {
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scripts {
file site_script.py;

{master:0}

Compare current configuration with previous version using “show configuration | compare rollback 1”
command. Command lines with “—“ symbol indicate deleted configuration. Close Remote Shell.

mist@sw-edge2> show configuration | compare rollback 1
[edit groups]
top { ... }
+ site-script {
+ system {
+ scripts {
+ op {
+ file site_script.py;
+ }
+ }
+ }
+ )
- template-script {
= system {
- scripts {
- op {
- file template_script.py;
- }
- }
- }
-}
[edit]
- apply-groups [ mist-script top template-script ];
+ apply-groups [ mist-script top site-script ];
{master:0}
Add the following commands to the Additional CLI Commands field.
set groups device-script system scripts op file device_script.py
set apply-groups device-script

Juniper Mist™ @ rom Change language(en) ~| WED1140PM 2 Q (2

@Mummr < Switches: SW.edgeZ m Utilities w ﬂm [

Marvis™
Advanced
2 ciients

) CLI CONFIGURATION
[ Access points

site/Template CLI Commands 5%
Switches

set groups site-script system scripts op file site_script.py
set apply-groups site-script

(@) wan edges

D Mist Edges Z
Rule-based CLI Commands 5%

<7 Location

aoll Anaiytics

&5 site

@ Organization

Additional CLI Commands J+3+}

set groups device-script system scripts op file device_script.py
set apply-groups device-script
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Click Save to apply new configuration and click Save again to confirm changes.

Confirm Changes

how only differences S Tanpiata ir Syivem neritl

¥ CLI Configuration

v Additional_Config_Cmds
| Name: Additional Config_Cmds
v set apply-groups device-script
| D:  set apply-groups device-script
v set groups device-script system scripts op file device script.py

| cHp:  set groups device-script system scripts op file device script.py

Wait a couple of minutes and refresh the page. Confirm that you can see 100% Config Success.

Juniper Mist u P67-T11

@l‘.-‘lc-nitc-r < Switches: SW—Edgez

@) pMarvis
& marvis Front Panel  Port List
)] im
2\ cuients EX4100-F-12T
E] Access Points w ' E E
3 : i
wn
= E 0
Switches = b ;:_",
[I] WAN Edges
METRICS PROPE|

O wis <
= Mist Edges

u Switch-AP Affinity I . PoE Compliance = VLANs I
4 Location
m Version Compliance m Switch Uptime

nl]l] Analytics |!H;:! Config Success I|m Potential Anomalies |

O ...

Click Utilities > Remote Shell.
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Change language (en) -

WED 11:17 P 2, ?

Testing Tools

Remote Shell

Send Switch Log to Mist
Upgrade Firmware
Snapshot Device

Sync Configuration
Download Config

Replace Switch

Check Groups configuration and search for “script” word with “show configuration groups | match
script” command. You should see both site-script and device-script listed.

mist@sw-edge2> show configuration groups | match script
mist-script {
scripts {
event-script mist_critical_events.py;
event-script mist_redirect_to_oc_term.py;
event-script {
python-script-user mist;
python-script-user mist;
file escript.log {
file op-script.log {
site-script {
scripts {
file site_script.py;
device-script {
scripts {
file device_script.py;

{master:0}

Check system scripts inherited configuration to confirm that you have both site and device scripts.
Close Remote Shell window.

mist@sw-edge2> show configuration system scripts | display inheritance
##

## 'commit' was inherited from group 'mist-script’

##

<Output omitted>

##

## 'site_script.py' was inherited from group 'site-script'’
##

file site_script.py;

##

## 'device_script.py' was inherited from group ‘'device-script’
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it
file device_script.py;

}
language python3;
synchronize;

Navigate to Site > Wired > Switch Configuration

Juniper n PE7-T11
@ wonitor Switch Configuration

=] marvis™ Q  Filter
s 2 sites
41 Clients
Site A Switches
E] Access Points p67t11-site 1
Primary Site 0

Switches

7]

s
M

WAN Edges

{

Mist Edges

1%

4

Location
Analytics

oL site

@ Organization

Change language (en) ~ THU1219PM 2 C

1-20f2
Configuration Template

p67t11-swTemplate

In CLI Configuration section uncheck the checkbox “Override Configuration Template”.

Juniper Mist ' P67-T11
@) wonitor p67ﬂ 1-site
Marvis™

1 Configuration Template | p67t11-swTemplate v

2, clients

(5] Access points All Switches Configuration

Switches

AUTHENTICATION SERVERS NTP
&) s
\}/ WAN Edges Override Configuration Template Override Configuration Template
™ Authentication Servers NTP servers ()
S mist Edges

Radius

<7 Location 10.254.1.21

Authentication Servers
(comma-separated Hostnames / IPs)

ool] Ansiytics

{{radius}}: 1812
oh site DNS SETTINGS

Change language (en) ~ THU1226FM Q 7

Create Template m Cancel ‘

CLI CONFIGURATION

D]verr\de Configuration Template

Additional CLI Commands 52

set groups template-script system scripts op
file template_script.py
set apply-groups template-script

Click Save in the top-right corner and then click Save again to confirm changes.
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Confirm Changes

Show only differences * Template or System inherited

¥ CLI Configuration

¥ Override
| Name: Override
1o @0
| 1: Bu

| 22 s

o

Navigate in Mist Al to Switches > sw-edge2. Wait a couple of minutes, refresh the page and confirm
that you see 100% Config Success.

Juniper Mist ﬂ PE7-T11

@ Monitor < Switches: SW*edgez

8| p1arvis™

& marvis Front Panel  Port List

)] ie

2, Clients EX4100-F-12T

[j Access Points w - - . g : . E E
: : H
w

@ WAN Edges
METRICS PROPE

O s -
== Mist Edges

u Switch-AP Affinity I . PoE Compliance = VLANS
4 Location

m Version Compliance I m Switch Uptime
ul:ll] Analytics m Config Success |m Potential Anomalies

Click Utilities > Download Config.
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Changelanguage (en) ~| THU1z28PM 2 Q (2

Testing Tools

Remote Shell

= CPU o Memory 0 Temp F
Send Switch Log to Mist
Upgrade Firmware
Snapshot Device
Sync Configuration

Download Config

STATISTICS Replace Switch

STATUS Connected Reboot Switch

IP ADDRESS ®10.251.1.10

Open downloaded file and check CLI commands at the bottom. You should see that site-script was
removed, and template-script was pushed to the switch.

set groups template-script system scripts op file template_script.py
set apply-groups template-script

set groups device-script system scripts op file device_script.py

set apply-groups device-script
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Task 5-3: Use Select Switches Configuration

Objectives
Use Select Switches Configuration in Organization Switch Templates with switch roles.
Override Select Switches Configuration in Sites with switch model.

Apply Rule-based CLI configuration with Select Switches Configuration.

Steps

You can use Select Switches Configuration at the Organization level with Switch Templates or at the
Site level. Navigate to Organization > Wired > Switch Templates and select your switch template.
Scroll to the Select Switches Configuration section and click Add Rule.

Juniper Mist™ ' PE7-T11 Change language (en) = | THUTIS3AM

|Select Switches Configuration

default - PortConfig | IPConfig | IP Config (QOE) | PortMirroring | STP Bridge Priority | CLI Config
all remaining switches

Invalid name (use a-z, A-Z, 09, , -, . and up to 32 characters)
Name

Rule name

Applies to switch name Offset

(&) wan Edges

S5 wist Edges

<7 Location

Applies to switl Applies to switcl

aoll Anaiytics
etters, numbers, _or -

Switch Policy Labels ' sera

You can apply Port Config, IP Config, Port Mirroring, STP Bridge Priority or CLI Config to a group of
switches based on switch name, role or model.

In this Lab you will use switch roles to select switches. In Info tab, give this rule name Edge-switches,
enable checkbox “Applies to switch role” and select edge.
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Juniper Mist ﬂ PE7-T11 Change language (en) ~ & Q €
@ Monitor
Select Switches Configuration
[®) marvis~
default _ Il Port Config | IP Config | IP Config (00B) | PortMirroring | STP Bridge Priority | CLI Config v “
2 clients all remaining switches -
[ Access points Name
[S] switches
Applies to switch name Offset
(&) wan edges
S mist Edges
4 Location aplles to switch role Applies to switch model
ool] Anatytics
letters, numbers, _or -
o site
@ organization
Switch to Port Config tab and click Add Port Configuration.
Juniper M ' P67TI Change language (en) ~| THU1205PM 2 Q (&

@) Monitor
Marvis™

Select Switches Configuration

default

o)
—n Clients all remaining switches

) hccess Faints

Switches

@ WAN Edges

S mist Edges
</ Location
ooll Anaiytics
oL site

e Y —

Add Rule
Info [EEENIEIEM P Config | 1P Config (OOB) | PortMirroring | STP Bridge Priority | CLI Config v »

Apply port profiles to port ranges on matching switches

Unassigned ports Default

Add Port Configuration

Add Port IDs ge-0/0/10-11 to configure your switch uplinks, select Configuration Profile “Uplinks-to-
cores”, enable Up/Down Port Alerts and enable Port Aggregation.
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Juniper h
@) Monitor
) marvis
2. Clients
] Access Paints
Switches

(#) wan Edges

D wist Edges

<7 Location

ool] Analytics

o0, site

' P&7-T11

Select Switches Configuration

default

all remaining switches

info [CENTEUEM 1P Config | IP Config (QOB) | PortMirroring

Apply port profiles to port ranges on matching switches

STP Bridge Priority

New Port Configuration v X

Please ensure AE index does not overlap across different ports
between Device, Site/Template and Campus Fabric configuration

Port IDs

(ge-0/0/1, ge-0/0/4, ge-0/1/1-23, etc)

Configuration Profile

default(1), trunk

Enable Dynamic Port Configuration

Description

Add Description

Up / Down Port Alerts (1]

Enabled Disabled

Manage Alert Types in Alerts Page

Port Aggregation

Disabled

Change language (en)

CLI Config

THU 12:07 PM

Scroll down the page and type 1 in AE Index. Then Scroll up and click the check mark in New Port

Junipe:
@) Montor
&) marvis=
2 Clients
[ Access paints
Switches
(&) wan edges

% Mist Edges

<7 Location

a0l Analytics

o site

configuration window.

(ge-0/0/1, ge-0/0/4, ge-0/1/1-23, etc)
Canfiguration Profile

Uplink-to-cores default(1), trunk v

Enable Dynamic Port Configuration

Description

Add Description

Up / Down Port Alerts €
®) Enabled Disabled

Manage Alert Types in Alerts

Port Aggregation

®) Enabled Disabled
LACP
® Enabled Disabled

LACP Force-UP €

Enabled @ Disabled

LACF Periodic Slow

Enabled

®) Disabled

ESI-LAG

Allow switch port operator to modify port profile
Yes ® No

Change language (en) ~

THU1ZOIPM 2 Q
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At this point you just added a single Port Configuration for uplinks and didn’t add any settings for
ports 4 and 2 where you have PC4 and Juniper access point connected. Switch to CLI Config tab and
enter these CLI commands and click the check mark to save new rule.

set groups selectswitch-script system scripts op file selectswitch_script.py
set apply-groups selectswitch-script

Juniper Mist’ ’ P67-T11 Change language (en) ~| THuizisem 2 Q

@9 monitor

search X Add Profile
Add VRF Instance ‘

@ Marvis™ B .
Select Switches Configuration

o) o
2, ients
default . Info | PortConfig | IPConfig | IPConfig(OOB) | PortMirraring | STP Bridge Priority |[alfectti .

all remaining switches
[ Access paints s

Additional CLI Commands
Switches
set groups selectswitch-script system scripts op file selectswitch script.py
set apply-groups sele:tswinch-s:r\pd

(&) wan edges

D wmist Edges

</ Location

o0l Analytics Y
L site

@ organzstion

Scroll up the page to the top and click Save to apply new settings, then click Save to confirm changes.

Confirm Changes

APPLIES TO SITES

1. |
[N . [ cmssea ] - remplae or systen inhericed

¥ Switch Rules

¥ Rules
¥ Edge-switches
Rule Mame: Edge-switches
port Mirroring
Sort Order: 1
v Additional Config Cmds
@:  set groups selectswitch-script system scripts op file selectswitch_script.py
1:  set apply-groups selectswitch-script
v 1P Config

Network:  default

v Match
Name Offset
Role: edge
v 008 IP Config
Dedicated Management for Services: No
Dedicated Management VRF: No

Type:  dhep

¥ Port Config

¥ ge-0/6/18-11

Navigate in Mist Al to Switches and click the checkbox next to your switch. Then click More at the top
and select Assign Switch Role.
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Juniper Mist @ rom Change lngiagaen) =] THU12376m

69 Monitor n Switches p67tli-site ¥ List Topology Location 12:35:54 PM @ Upgrade Firmware | | Bulk Upload Configuration | =
Maris™ 1 0 4 0

Cloud Connected Switch Discovered Switches Wired Clients Total Allocated AP Powe: Snapshot Device
o) -
fr (S Disable Switch Configuration
Switch-AP Affinity PoE Compliance VLANSs m Version Compliance | m Switch Uptime I m Config Success I m Anomalies
Assign to Site
[*] Access Points
Rename
s & Filer Release
Upload Images 1-10f1
@1 WAN Edges
Status Name P 1P Address Model Mist APs Wireless Clients Wired Clients Version Uptime Last Config Insights
S mist Edges Connected swedge2  10.1.3.10 EX4100-F12T 0 0 4 22.4R3.25 6d23h41m  May 14, 2026 12:27:55 PM switch Insights

<7 Location

Start typing the role name edge and notice that it appears automatically allowing you to select it.
Click OK.

Assign Role

Role

oc:

led edge

Click on your switch name, wait a couple of minutes and refresh the page. Confirm that you can see
100% Config Success. Notice message “AE index 1 overlap between ports “ge-0/0/10-11" and “*ge-
0/0/10-11”. In other words, between the local switch configuration and inherited configuration from
the template.
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,04\ Clients

E] Access Points

3 =
i c [
] £ E
2 5 s
< + w
@ WAN Edges = & =
D wmist Edges
METRICS PROPERTIES
4 Location
. 3 i INSIGHTS Switch Insigl
Switch-AP Affinity PoE Compliance VLANs
nI]l] Analytics LOCATION not on floor]
Version Compliance I m Switch Uptime I
8 MAC ADDRESS 20:93:39:01;
oo site (|11 Config Success 21111 Potential Anomalies
DEVICE ID 20933901 2t
@ Organization
MODEL EX4100-F-12]

Juniper

@ Monitor
=) marvis™

Front Panel

Port List

EX4100-F-12T

sw-edge?2

/N AEindex 1 overlap between ports "ge-0/0/10-11" and "* ge-0/0/10-11"

Scroll down the page to Port Profile Assignment section and click on ge-0/0/10-11 without * (locally

Juniper Mist

[

@) wan oges

<7 Location
og] Analytics

& s

@ orgarization

’ perTh Change language (em) | THJ1243FM Q@
< Swites sw-edge2 =3 - e
Device
INFO. 1P CONF (INBAND
Name o nterfaces using DHCP or Static IP

sw-edge2 "
e () Override Site/Template Settings Port Configuration Add Port Configuration
Role P Address
edge DHCP @ Static ge-0/012 Juniper-ap
stters, number r 1Py Address [T}
ge-0/0/4 restricted
Notes 10.1.3.10
hdd Notes ge-0/0/10-11 Uplink-to-cores
1Pv4 Subnet Mask [ZT)
4 * ge-0/0/10-11 uplink-to-cores
- 255.255.255.0
Unassigned ports Default

IP CONFIGURATION {[OUT OF BAND)
] Override Site/Template Settings

IP Address

Ipv4 Default Gateway 71

1031

v Port Overrides | BETA

Click on the trash icon to delete this local profile.
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Juniper Mist

@) monitor
@) warvs
Gl

[ Acc

D mistE

=
</ Location
onl) Analytics

oL, site

’ P67-T11
< Switches: SW-edge2

INFO

Name
sw-edge?

letters, number
Role

edge

IP CONFIGURATION (OUT OF BAND)

] Override Site/Template Sattings

IP Address
DHCP ® Static
1P Address [0

10.251.1.10

IP CONFIGURATION (INBAND MANAGEMENT)

Configure IRB/SVI interfaces CP or Static IP

Static

] Override Site/Template Settings

1P Address
DHCP @ Static

1Pvd Address [Z3

101310

1Pv4 Subnet Mask [T

< 255.255.255.0

Ipv4 Default Gateway [[Z1]

10431

1Pv6 Address [0

Change language (en) +

PORT

Port Profile Assignment
S plate, o e

k ined

] Edit Port Configuration

Port IDs

ge-0/0/10-11

g2-0/0/1, ge-0/0/4, 3,et0)
Interface
® L2interface L3 interface L3 sub-intes

Configuration Profile

Uplink-to-cores

Enable Dynamic Port Configuration

Description

v
-
rfaces
trunk v
Vi

Juniper

@) monitor
Marvis™
2, Clients

[*] Access points

(&) wan Edges

S5 Mist Edges

<7 Location

onl] Analytics

oh site

INFO

Name

sw-edge2
letters, numbers, _. or
Role

edge

letters, numbers,

Notes

Add Notes

|P CONFIGURATION (OUT OF BAND)

| Override Site/Template Settings

IP CONFIGURATION (INBAND MANAGEMENT)

Configure IRB/SVI interfaces using DHCP or Static IP
assignment

v| Override Site/Template Settings

IP Address

DHCP @ static
1Pv4 Address [7J

10.1.3.10

1Pvé Subnet Mask [753

255.255.255.0

Ipv4 Default Gateway {753

10.1.31

Change language (en) ~

PORT

Port Profile Assignment
* Site, Template, or System Defined

4+ Modified by a Part Operator

Port Configuration

ge-0/0/2

ge-0/074

Unassigned ports

N Port Overrides  BETA

THU 12:45PM

Add Port Configuration

juniper-ap

restricted

Uplink-to-cores

Default

o]

B

Review changes and click Save to confirm it.

Show only differences

Confirm Changes

* Template or System inherited

¥ Port Config
v ge-8/0/10-11

Port Range: ge-0/@/19-11

Configuration Profile:

Dynamic Port Configuration: No

Enable Up/Down Port Alert Type:

| Local Overwrite: No

¥ AE

Disable LACP: No
Index: 1

LACP Force-UP: No

LACP Periodic Slow: No

Yes

Uplink-to-cores

cancel
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Scroll down the page to Advanced section. Notice that you have three scripts pushed from different
hierarchy levels: template-script from the template CLI configuration, selectswitch-script from the

Select Switches Configuration in your template and device-script from the local configuration.

Juniper Mist

69 monitor
Marvis™

2, Clients

[*] Access Points

Switches

(&) wan Edges

5 Mist Edges

<7 Location
aall Anaiytics
oLy site

[T

' P67-T11
< Switches: swfedgez

CLI CONFIGURATION

Site/Template CLI Commands 53

set groups template-script system scripts op file template_script.py
set apply-groups template-script

Rule-based CLI Commands &%

set groups selectswitch-script system scripts op file selectswitch_script.py
set apply-groups selectswitch-script

Additional CLI Commands b3y

set groups device-script system scripts op file device_script.py
set apply-groups device-script

Change language (en)

w | THUIZAGPM 2

o @

m Utilities ~ ﬂ m <

Scroll up to the top of the page, refresh the page and confirm that you see 100% Config Success.

Juniper Mist n P67-T11

@ Monitor £ Switches: SW—edgez

is™
. Marvis Front Panel  Port List
o0
2 cients EX4100-F-12T
E] Access Points u @ E
2 5
= +
= a
Switches # &
@ WAN Edges
METRICS
5 wist Edges
Switch-AP Affinity PoE Compliance VLANS

4 Location
m Version Compliance m Switch Uptime
n[][] Analytics | m Config Success I m Potential Anomalies I

RJ45 Uplink

PROPERTIES

INSIGHTS

LOCATION

MAC ADDRESS

DEVICE ID

Click Port List to confirm that you have ael interface with ge-0/0/10 and ge-0/0/11 members
configuration pushed to your switch from Organization Switch Template Select Switches
Configuration.
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Juniper Mist

69 Monitor
Marvis™
2, Clients

(5] Access points

(&) wan Edges

3 mist Edges

<7 Location
oall Anaiytics
oLy site

[T

' P67-T11
< Switches: gw-edgeZ

Front Panel Port List

Q  Filter

»

Port Status  Agg Ethernet

ael up

ge-0/0/0
ge-0/0/1
ge-0/012 up
ge-0/0/3
ge-0/04 up
ge-0/0/5
ge-0/0/6
ge-0/017
ge-0/0/8

ge-0/0/9

£e-0/0/10 up ael

ge-0/0/11 up ael

xe-0/1/0 (vep-0/1/0)
xe-0/1/1 (vep-0/1/1) -

xe-0/1/2 (vep-0/1/2)

xe-0/1/3 (vep-0/1/3)

Wired Client Manufacturer Wireless Clients

@

Hewlett Packard Enterprise —

< 00:50:56:01:29:bd  VMware, Inc.

<1> 88:33:30:33:21:80 Hewlett Packard Enterprise -

42 82:35:30:a5:06:40  Hewlett Packard Enterprise —

PowerDraw  Profile (Configured / Reported)

Uplink-to-cores
Default
Default
juniper-ap
Default
Contractor
Default
Default
Default
Default
Default
Uplink-to-cores
uplink-to-cores
Default
Default
Default

Default

Change language (en) ~

Type

Trunk

Speed

2000 mbps

Access -

Access -

Trunk

1000 mbps

Access -

Access

1000 mbps

Access -

Access -

Access -

Access -

Access -

Trunk

Trunk

1000 mbps

1000 mbps

Access -

Access -

Access -

Access -

o @
2

THU 12:51 PM ol

Full Duplex  RXE

(O]

Now, let’s repeat this for ports 2 and 4 but this time at the Site level. Navigate to Site > Wired >
Switch Configuration and select your site.

Juniper Mist

[
Marvis™
2, clients

[*] Access Points
switches

(&) wan Edges

5 Mist Edges

<7 Location
ooll Anaytics
o site

@ organization

' P67-T11

|Switch Configuration

Q File
2sitas
site
Primary Site

R Switches
1

o

Configuration Template

p67t11-swTemplate

Change language (en) ~

THU1ZS4PM 2 Q@ (@

1-20f2

Scroll down the page to Select Switches Configuration, enable checkbox Override Template Settings
and click Add Rule. In info tab enter 4100-switches rule name, then enable checkbox Applies to
switch model and select EX4100* - all EX 4100 switch models.
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Juniper

69 Monitor
Marvis™
2, clients

[ Access points

(&) wan Edges

S5 Mist Edges

</ Location
Analytics
oh site

@ organization

Juniper

69 Menitor
Marvis™
2, Clients

(5] Access points

(&) wan edges

3 mist Edges

</ Location

onl] Analytics

' PE7-T11

Add VRF Instance

| Select Switches Configuration

| Override Template Settings

test
roletest

Edge-switches

roleedge

default
all remaining switches

Search

ort Config

Name

x| Add Profile

IP Config | IPConfig(DOB) | Port Mirroring | STP Bridge Priority

Applies to switch name Offset

Change language (en)

Switch to Port Config Tab and click Add Port Configuration.

' PE7-T11

Select Switches Configuration
w| Override Template Settings

test

roletest

Edge-switches

role:edge

default

all remaining switches

Add VRF Instance

Search

————]
info IECIIETIR P Config | IP Config (O0B) | Port Mirroring | STP Bridge Priority | CLI Config

< | Add Profile

Apply port profiles to port ranges on matching switches

Unassigned ports

Default

| Add Port Configuration

Change language(en) | THUIZS9PM = § 7

Type ge-0/0/2 in Port IDs field, select juniper-ap Configuration Profile and click the check mark to
save New Port Configuration.
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Juniper Mist’ o PETTI Change language (en) ~  THU1.00PM

Mo . :
D Select Switches Configuration
[l Override Template Sextings Info 1P Config | 1P Config (OCB) | Port Mirroring | TP Bridge Priority | CLIConfig —
test =
oletest -

Apply port profiles to port ranges on matching switches

Edge-switches — New Port Configuration .
Switches rolezedge

VAN Edges Port IDs
o default

Configuration Profile

Enable Dynamic Port Configuration

Description

Up / Down Port Alerts €
Enabled @ Disabled

Manage Alert Types in Alerts Page

Port Aggregation
Enabled  (® Disabled

Allow switch port operator to modify port profile

Yes @ No '

Click Add Port Configuration, type ge-0/0/4 in Port IDs field, select restricted Configuration Profile,
enable Dynamic Port Configuration and click the check mark to save New Port Configuration.

Juniper Mist ﬂ PE7-T11 Change language (en) ~ | THUT:0ZPM
Monit . .
@ montor Select Switches Configuration
Marvis= | Override Template Settings
P 8s Info IPConfig | IP Config(QOB) | PortMirroring | STP Bridge Priority | CLIConfig o v .
2, Clients test _
le:test o
roletes Apply port profiles to port ranges on matching switches
[*] Access Paints
Edge-switches — New Port Configuration e
= _ =
Switches rolezedge
(&) wan Edges PortiDs
e &= default —
all remaining switches o ge-0/0/4
D mist Edges
(ge-0/0/1, ge-0/0/4, ge-0/1/1-23, etc)
<7 Location
Configuration Profile
default(1), access v
ooll Anaiytics
| ] Enable Dynamic Port Configuration |
o Site
o site
Description
@ Organization Add Description

Up / Down Port Alerts €@
Enabled (@) Disabled

Manage Alert Types in Alerts Page

Port Aggregation
Enabled (@) Disabled

Allow switch port operator to modify port profile

Yes (® No

Click Add Port Configuration, type ge-0/0/10-11 in Port IDs field, select Uplink-to-cores Configuration
Profile, enable Up/Down Port Alerts, enable Port Aggregation, type 1 in AE Index and click Save.
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THU 1:15PM

Junipe: ' PE7-T11 Change language (en) ~
@ Monitor . .
Select Switches Configuration
@) marvis vertide Termlate <
v Override Template Settings Info IP Config | IP Config(O0B) | PortMirroring | STP Bridge Priority | CLIConfig v »
oy " .
~n Clients Edge-switches —
rolezedge Apply port profiles to port ranges on matching switches
Access Points
default f— New Port Configuration X
all remaining switches
Please ensure AE index does not overlap across different ports
£/ WAN Edges between Device, Site/Template and Campus Fabric configuration
Edges PortIDs
Location
/4, ge-0/1/1-23, etc)
Analytics Configuration Profile
default(1), trunk Vv
Enable Dynamic Port Configuration
Description
Add Description
V.
Up / Down Port Alerts @
Disabled
Types in Alerts Page (0-255)
Agaregation ESILAG
® .
Enabled Diszblad Allow switch port operator to modify port profile
LACP Yes @ No
@ Enabled Disabled 1
| THU1:16PM

Juniper ﬂ P67T11

Maonitor

Select Switches Configuration

Marvis™

| Override Template Settings

:
2, Clients

Edge-switches

Access Points role:edge

Switches default

all remain ng switches
+) WAN Edges
Mist Edges

Location

Analytics

Change language (en)

info JCERYESITE P Config | 1P Config(OOB) | PortMirroring | STP Bridge Priority | CLI Config

Apply port profiles to port ranges on matching switches

ge-0/0/2

ge-0/0/4

ge-0/0/10-11

Unassigned ports

Add Port Configuration

juniper-ap

restricted

Uplink-to-cores

Default

Scroll up the page and click Save, then click Save again to confirm changes.
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Confirm Changes

Show only differences * Template or System inherited

¥ Switch Rules

¥ Rules
¥ Edge-switches
| Rule Name: Edge-switches
| sort Order: o
¥ 418@-switches
Rule Name: 410@-switches
Port Mirroring:

Sort Order: 1

I
I
v Additional Config Cmds

| e:
IP Config

| Network: default
¥ Match
| Model: Ex4a100
| Name Offset:
¥ 00B IP Config
| Dedicated Management for Services:
| Dedicated Management VRF: No
| Type: dhcp
Port Config
v ge-0/8/10-11
| Port Range: ge-@/@/10-11
| Dynamic Configuration: No

| Enable Up/Down Port Alert Type:

Cancel

Navigate in Mist Al to Switches > sw-edge2, wait a couple of minutes and refresh the page. Confirm
that you see 100% Config Success.

Juniper Mist ﬂ P&7-T11

@ Monitor < switches: Sw-edge?2
@) warvis= FrontPanel  Port List
2 dlients EX4100-F-12T
[j Access Points w . = z

¢ i

b
[I.] WAN Edges

METRICS PROPERTIES

O wist -
= MistEdges

~ INSIG|
Switch-AP Affinity PoE Compliance .~ VLANs
‘1’ Location LOCAT]|
m Version Compliance I 'l:::l Switch Uptime

MAC ADDH
uuﬂ Analytics m Config Success m Potential Anomalies
DEVI]
[l e
oo Site oy

Scroll down the page to Port Profile Assignment where you should see three Port Profile assignments
inherited from the site. This includes * ge-0/0/2, * ge-0/0/4 and * ge-0/0/10-11.
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“ P67-T11

Juniper

Monitor

< Switches: gwfedgez

Configuration is Managed by Mist

THUT22PM 2 Q

Change language (en)

figuration Manags

Device
Access Points
INFO IP CONFIGURATION (INBAND MANAGEMENT) PORT
Mame Configure IRB/SVI interfaces using DHCP or Static [P Port Profile Assignment
sw-edge2 assignment * Site, Template, or System Defined

S letters, numbers, _. or - [¥] Override SitefTemplate Settings Port Configuration Add Port Configuration
Role IP Address

<7 Location edge () DHCP @) static ge-0/0/2 juniper-ap
letters, numbers, _or - 1Pv4 Address [T

oall Anaytics juniper-ap »
MNotes 10.1.3.10

5L site Add Notes ge-0/0/4 restricted >

IPv4 Subnet Mask [Z03
@ Organization restricted

IP CONFIGURATION (QUT OF BAND)

255.255.255.0

Ipv4 Default Gateway [T

v

Uplink-to-cores

[v] Override Site/Template Settings 10131 Unassigned ports Default »
P Address ' Port Overrides | BETA
(O DHCP @ static
IPv6 Address [T
1P Address [T
10.251.1.10
IPv6 Subnet Mask 753
Subnet Mask [Z73 '
550552551
. o . . *
Click on local Port Profile Assignment ge-0/0/2 (without *).

Juniper Mi ' P67-T11 Change language (en) ¥ | THU1:24PM 2 Q 7
[ < Switches: SW_edgez utilities v m o
) w

INFO IP CONFIGURATION (INBAND MANAGEMENT) PORT
2« Name Configure IRB/SVI interfaces using DHCP or Static IP Port Profile Assignment
sw-edge2 assignment * Site, Template, or System Defined

[ Access points

letters, numbers, _. or -
Role

edge

letters, numbers, _or -

Notes

Add Notes

</ Location

onl] Analytics

E\DD 5i IP CONFIGURATION (QUT OF BAND)
[ Override Site/Template Settings
@ organiaaton

IP Address

() DHCP__ @) Static

[ Override Site/Template Settings Part Configuration

IP Address
() DHCP (@) Static
IPvd Address [T
# ga-0/0/2
10.1.3.10
ge-0/0/4
IPv4 Subnet Mask 753
* ge-0/0/4
# 255.255.255.0
* ge-0/0/10-11

Ipv4 Default Gateway {703
Unassigned ports
10.1.31

W Port Qverrides

Add Port Configuration

juniper-ap >

v

juniper-ap

v

restricted

restricted

v

v

uplink-to-cores.

v

Default

BETA
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Juniper Mist @ rom

< switches: sw-edge2
Device

INFO.

Name

sw-adge2
letters, number
Role

edge
letters, numbers, _o
Notes

Add Notes

IP CONFIGURATION {OUT OF BAND)

¥] Override Site/Template Settings

IP C ON (INBAND

/| Override Site/Template Settings

1P Address
DHCP @ Static
1Pva Address [[ZT)

10,1310

IPv4 Subnet Mask [I0)

255.255.255.0

Ipv4 Default Gateway [

10131

Change languagefen) ~| THU

s 0 D

PORT

Port Profile Assignment

* Site, Template, or System Defined

E' Edit Port Configuration v
Port IDs
ge-0/0/2 B
(ge-0/0/1, ge-0/0/4, ge-0/1/1-23, etc
Interface
® L2 interface L3 interface L3 sub-interfaces
Configuration Profile
juniper-ap managem... ({{vian_mgmt}), trunk v
[ Enable Dynamic Part Configuration

Delete local Port Profile Assignment ge-0/0/4 (without *) and check that all Port Profile Assignments

are now inherited from your site.

Juniper Mist ' P67TI1

@ wonie < switches: sw-edge2

INFO
Name
o
2, clients
Y sw-edge2
[ A
Role
edge
(&) wan edg:
e Notes

© st s
</ Location

ool Anetics
1P CONFIGURATION (OUT OF BAND)

/| Override Site/Template Settings
1P Address

DHCP @ static
1Pv4 Address [T

10.1.3.10

1Pv4 Subnet Mask 23

255.255.255.0

Ipva Default Gateway E7T3

Changelanguage(en) w | THU127P

PORT

Port Profile Assignment

* Site

emplate, or

4 Modified by a Port Operator

Port Configuration Add Port Configuration
* ge-0/012 juniper-ap >
* ge-0/0/4 restricted >
* ge-0/0/10-11 Uplink-to-cores >
Unassigned ports Default >

W Port Overrides | BETA

NOTE: You can override inherited configuration with a local Port Profile Assignment, or
you can use Port Overrides to append parameters to existing local or inherited port

configuration.

Click Save and then click Save again to confirm changes.

Confirm Changes

ooy aves () ) GRS

v Port Config
v ge-0/0/4

Port Range: ge-8/@/4
Configuration Profile: restricted
Dynamic Port Configuration: Yes
Enable Up/Down Port Alert Type: No
Local Qverwrite: No
8/0/2
Port Range: ge-8/8/2

Configuration Profile: juniper-ap

Description: Juniper AP
Dynamic Port Configuration: Mo
Enable Up/Down Port Alert Type: No

Local Overwrite: No

Cancel
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Wait a couple of minutes and refresh the page, then confirm that you have 100% Config Success and
correct profiles applied to ports 2 (juniper-ap) and 4 (contractor).

Juniper Mist ' PE7-T11

@) wonitor < Switches: SW—edgez

. e Front Panel  Port|
o 2e-0/0/4 <> wired Client
n Clients EX4100-F-12T
Speed
E] Accmss Boints & PoE Admin Status
2 POE Operation Status
Switches °‘
Power Draw
Duplex
(&) wan Edges
o/ 4 STP
METRICS BPS
S5 wist Edges -
- 3 I Profile Dynamic I GHTS Switch Insigh:
Switch-AP Affinit -
- Port Mode
4 Location TION not on floorpl
l =l Version Com Untagged VLAN

Radius Assigned JRESS 20:93:39:01:2)

CEID 20933901 20!

Dynamic Filter

o site

Dynamic Port ODEL EX4100-F-121]

Navigate in Mist Al to Organization > Wired > Switch Templates and select your template. Scroll to
Select Switches Configuration, click on Edge-switches rule, select tab Port Config and click Add Port

Juniper Mist ' P&7-T11 Change language (en) ~ | THU1:57PM 2
@) monitor
Select Switches Configuration Add Rule
Marvis™
Edge-switches _ Info IP Config | IP Config (O0B) | PortMirroring | STP Bridge Priority | CLI Config o " o
2 clients rolezedge -
E] Access Points default o Apply port profiles to port ranges on matching switches
all remaining switches o
Switches ge-0/0/10-11 Uplink-to-cores.
(&) wan Edges Unassigned ports Default
5 Mist Edges
<7 Location
ooll Anaytics Add Port Configuration

o site

s [ —

Type ge-0/0/2 in Port IDs field, select juniper-ap Configuration Profile and lick the check mark.
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Juniper Mist ’ PE7-TIN

@) monitor
[®) Marvis™

Select Switches Configuration

Edge-switches

o
4 Clients oleedge

<cess Points
2] Access poin: datault

(&) wan edges

2 et

<7 Location
anl] Anaiytics

o site

nto [EEERTERIEM P Config | 1P Config (OOB) | PortMirroring | STP Bridge Priority | CLIConfig

Apply port profiles to part ranges on matching switches

Mew Port Configuration

Port IDs

Configuration Profile

management({{vian_mgmt}), trunk v
Enable Dynamic Part Configuration

Description

Up / Down Port Alerts €@
Enabled @ Disable

Manage Alert Types i

Port Aggregation
Enabled (@) Disabled

Allow switch pert operator to modify port profile

Yes @ No

Change language (en) ~

THU 1:58 PM

Click Add Port Configuration, type ge-0/0/4 in Port IDs field, select restricted Configuration Profile,
enable Dynamic Port Configuration and click the check mark.

Juniper Mist ’ -
@) Monitor
Select Switches Configuration
@) marvis~
Edge-switches
rolezedge
Bii= default

e
(&) wan Edges
Sy

<7 Location

Ao

Organization

info [SLICLEEM 1P Config | IP Config (00B) | PortMirroring | STP Bridge Priorty | CLI Config

Apply port profiles to port ranges on matching switches

‘ New Port Configuration

Port IDs

Configuration Profile

efa 55V
Enable Dynamic Port Configuration
Description
Add Description
Y

Up / Down Port Alens @
Enabled  (® Disabled

Manage Alert Types in Alerts Page

Port Aggregation
Enabled @ Disabled

Allow switch port operator to modify port profile

Yes (@ No

Change language (en) v

Confirm that you have three Port Configurations and click the check mark to update the rule.
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‘ Juniper Mist

@) Monitor
) marvis~

2 ciients

] Access points

Switches
(@) wan eqges
S mist Edges
<7 Location
al] Analytics
& site

ﬂ P67-T11 Change language (en) v | THUZO0OPM 2

Select Switches Configuration

Edge-switches Info [SUICHIEE 1P Config | IP Config (O0B) | PortMirroring | STP Bridge Priority | CLI Config el .

role:edge

default Apply port profiles to port ranges on matching switches

all remaining switches

ge-0/0/2 juniper-ap >
ge-0/0/4 restricted >
ge-0/0/10-11 Uplink-to-cores >
Unassigned ports Default »

Add Port Configuration

Scroll up to the top of the page and click Save then click Save again to confirm changes.

In Mist Al navigate to Site > Wired > Switch Configuration and select your site. Then click 4100-

Confirm Changes

APPLIES TO SITES

1. [
[ T—

Rggregated: Mo

switches rule and change the switch model to EX4100-48* which will not match your table switch

model (EX4100-F-12T). Click the check mark to save new rule settings.
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Juniper Mist “ P67-T11 Changelanguaga(en) + | THUZOsPM 2 Q (@

@) Monitor
Select Switches Configuration Add Rule
Override Template Settings -l Port Config | IPConfig | IP Config(OOB) | Port Mirroring | STP Bridge Priority | CLI Config n

4100-switches

=) marvis

2, Clients

model:EX4100%
[ Access points Name
‘ 4100-switches
Edge-switches =
rolezedge [ Applies to switch name Offset
WAN Edges
default —
% Mist Edges all remaining switches -

<7 Location

[ Applies to switch role [+/] Applies to switch model

Select or create a role v ‘
ooll Analytics

letters, numbers, _or -

(=]
o) site

@ orgeraton |

Scroll up the page to the top and click Save, then click Save again to confirm changes.

Confirm Changes

Show only diferences e

¥ Switch Rules

¥ Rules
v 4100-switches
Rule Name: 4100-switches

v Match

[N Ex4100 f EX4106-48

@ ol

Navigate in Mist Al to Switches > sw-edge2, wait a couple of minutes and refresh the page. Confirm
that you have 100% Config Success.
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Juniper Mist

@ Monitar
Marvis™

2 ciients

) et

E\T,] ‘WAN Edges

% Mist Edges

<7 Location

o0l Analytics
&2, site

@ Organization

n P67-T11

< Switc|

/N Please select Enable Dynamic Configuration on a L2 interface for DPC rules to take effect

nes: sw-edge?

Front Panel  PortList

EX4100-F-12T

y .
w € =
¢ E =
=
2 : :
= & £
METRICS

Switch-AP Affinity PoE Compliance VLANs

m Version Compliance I m Switch Uptime I

:

PROPERTIES

INSIGHTS

LOCATION

MAC ADDRESS

DEVICE ID

MODEL

Scroll down the page to Port Profile Assignment and confirm that ge-0/0/2 and ge-0/0/4 disappeared.

Juniper Mist

@) Monitor
Marvis™

2, Clients

[*] Access Points

(&) wan Edges
S mist Edges

<7 Location

| U

' P67-T11

< Switches: gwfedge2

INFO

MName

sw-edge?
letters, numbers, _. or
Role

edge
letters, numbers, _or -
Notes

Add Notes

|P CONFIGURATION (INBAND MANAGEMENT)
Configure IRB/SVI interfaces using DHCP or Static IP
assignment

| Override Site/Template Settings

IP Address
DHCP (@ Static
1Pv4 Address [T

10.1.3.10

1Pvé Subnet Mask [753

255.255.255.0

o @

Changelanguage(en) ~ | THUZI4PM 2 Q

—----K

PORT

Port Profile Assignment
* Site, Template, or System Defined

Port Configuration Add Port Configuration
* ge-0/0/10-11 uplink-to-cores
Unassigned ports Default

Navigate in Mist Al to Site > Wired > Switch Configuration and select your Site. Scroll down the page
to Select Switches Configuration and lick on Edge-switches Rule, then switch to Port config tab. As
you can see, your latest changes in Select Switches Configuration from Organization template
were not applied to Site Overrides.

Juniper Mist
69 Monitor
Marvis™
2, Clients
[ Access points
Switches

(&) wan Edges

3 mist Edges

<7 Location
ool] Anaytics

oL site

' PE7-T11

Select Switches Configuration

| Override Template Settings

4100-switches

model:EX41

-48%

Edge-switches

role:edge

default

all remaining switches

&

Changelanguage(en) ~| THUZIGPM 2 Q

info [NEYLER 1P Config | IP Config(0OB) | Port Mirroring | STP Bridge Priority | CLI Config o » .

Apply port profiles to port ranges on matching switches

ge-0/0/10-11 Uplink-to-cores

Unassigned ports Default

Add Port Configuration
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Juniper Mist
69 monitor
) marvis™
2, clients

[*] Access Points

Switches

(&) wan edges
S s =
3 wist Edges
4 Location

onl] Analytics

Uncheck Override Template Settings.

' P67-T11

Change language (en)

THUZ18PM 2

‘ Select Switches Configuration

err\de Template settings

Edge-switches
role:edge

default
all remaining switches

.

o

Scroll the page up to the top and click Save, then click Save again to confirm changes.

Confirm Changes

Show only differences * Template or System inherited

v Switch Rules

overrsce: (3 )

Navigate in Mist Al Switches > sw-edge2, wait a couple of minutes and refresh the page. Confirm
that you can see 100% Config Success.

‘ Juniper Mist
@ Monitor
(=) Man
jo}}

2, Clients

[ Access points

(&) wan Edges

() P =
& Mist Edges

<7 Location
ool] Anaiytics
oL site

e Y —
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’ P67-T11

Front Panel  PortList

EX4100-F-12T

R}45 1GE

METRICS

Switch-AP Affinity

< Switches: gwfedge2

&
SFP+ Uplink
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Scroll down the page to Port Profile Assignment section and confirm that you have three inherited
Port Profile Assignments.

[ < Switches: SW_edgez utilities v m o

Juniper ' P67-T11 Changelanguageen) ~ | THUZ2iPM 2 Q

) marvis~

Configuration is Managed by Mist

Device
INFO IP CONFIGURATION (INBAND MANAGEMENT) PORT
Name Configure IRB/SVI interfaces using DHCP or Static IP Port Profile Assignment
ssi * Si a E
sw-edige2 assignment Site, Template, or System Defined
letters, numbers, _. or - [w] Override Site/Template Settings Port Configuration Add Port Configuration
Role IP Address
<7 Location edge (O DHCP @ static * ge-0/0/2 juniper-ap >
letters, numbers, _or - 1Pv4 Address [Z0J
oal] Anaiytics * ge-0/0/4 restrictad >
Notes 10.1.3.10
L site Add Notes * ge-0/0/10-11 uplink-to-cores >
IPv4 Subnet Mask 753
@ organization y Unassigned ports Default >

255.255.255.0

W Port Overrides | BETA

1P CONFIGURATION (QUT OF BAND)
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Task 5-4: Use bulk upload of switch configuration

Objectives
Review Bulk Upload Configuration CSV sample.
Customize Bulk Upload Configuration CSV file.

Update your switch configuration with Bulk Upload Configuration.

If you don't want to manually configure the switch-specific settings on each switch, you can configure
the settings by uploading them through a CSV file. You can upload the settings for one or more switches
at once. You can upload the following settings: MAC address, serial number, switch name, switch role,
router-1D, IP configuration (OOB), Primary IP (In-Band), and Default Gateway (In-Band).

If you want any networks or L3 interfaces/sub Interfaces configuration to be present in the sample CSV
downloaded, specify those on the Bulk Upload Configurations window before downloading the file.
The downloaded sample file includes fields to configure settings for the specified networks and
interfaces. The network selection allows you to configure additional IP addresses on individual devices
as IRB interfaces.

Steps

In this Lab you will change switch In-Band and OOB IP settings to use Site variables and you will update
it with Bulk Upload Configuration. Start with defining Site variables. In Mist Al navigate to
Organization > Admin > Site Configuration and select your site.

' PET-T11 Change language (en) v | THUZA43PM

Sites Create Site
Q  Fileer
1-20f 2
Name A Country RF Template Time Zone Address Site Groups Notes Insights
United States = America/Detroit 259299 Franklin Rd, Southfield, Ml 48034, USA Site Insights

Switches Primary Site United States - America/Los_Angeles Site Insights

() wan Edges

S5 mist Edges
<7 Location
ooll Anaiytics
& site

@ organization

In Site Variables, click Add Variable, type {{OOB}} in Variable field and “10.251.1” in Valued field then
click Save.
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Add Variables

Variable

[ ooy

Value

10.251.1

Click Add Variable to add Variable {{InBand}} with value “10.1.3”. Click Save.

Add Variables b 4
Variable
{InBand}}
Value
| 10.1.3 4|
Cancel

Confirm that new variables are added correctly. Check dots and register.

Site Variables Add Variable | | Import Variables
Q. Search 10 Variables
1-10 of 10
Variables A Values
{{dns}} 10.254.1.21
{InBand}} 10.1.3
{{ntp} 10.254.1.21
{O0B})} 10.251.1
{{radius}} 10.254.1.23
{{vlan_cont}}: 12
{H{vlan_emp}} 1
{H{vlan_guest}} 15
{{vlan_iot}}: 13
{Hvlan_mgmt}} 3
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Click Save in the top-right corner.

Site Variables

q

Variables
{dns}}
HInBand}}
{ntp}}

{{00B}

Change language (en) =

Add Variable

A Values

10.254.1

10.1.3

10.254.1

10.251.1

21

21

= -

Import Variables
10 Variables

1-10 of 10

)

In Mist Al navigate to Switches, select sw-edge2 and click Bulk Upload Configuration.

Juniper

@) monitor
Marvis™

' P&67-T11
Switches

List

Location

pe7t11-site ~ Topology

2, Clients

2:57:25PM

Changelanguage(en) ~| THUZS7TPM 2 Q (7

¢ ro ) Lt P .

Switch-AP Affinity PoE Compliance

VLANS m Version Compliance

m Switchport Usage I m Potential Anomalies

[ Access points

5] switcnes @ Fler

1-10f1
(&) wan Edges
Status Name a IP Address Model Mist APs Wireless Clients Wired Clients Version Uptime Last Config Insights
S mistEdges Connactad sw-edgez  10.1.3.10 EX4100-F-12T O 0 4 2248325 7d2h2m  May 14, 2026 2 switch Insights
<7 Location
x

Bulk Upload Configurations

Networks +

L2 Interfaces/Sub Interfaces

The CsV file should have the following format:

o

Drag and Drop or Click to Upload CSV File

The recommended approach is to disable configuration management for devices befare as it may overwrite the existing Ul configuration and then enable after verifying the configurations

Header Row: MAC, Serial, Name, Role, Router-Id, IP configuration (OOB), Primary IP (In-Band), Default Gateway (In-Band), Notes

Cancel

Lab 5: Configuration Scalability

221




Open downloaded “switch_configurations.csv” file. This file contains a sample switch and your selected
switch. MAC, Serial, Name, Role, Router-ID, IP config (OOB), Primary IP (In-Band), Default Gateway
(In-Band) and Notes.

A B z D E F G H I
1 |MAC Serial Name Role Router-1d IP configuration (OOB) Primary IP {In-Band) Default Gateway (In-Band) Notes
2 Doooooooocos serial001 sample_hostname sample_role xxxx xoxxoly or {{siteVarlhxx/{{siteVarMask}} or dhep  x.xxxly or {{siteVar}lx/f{siteVarMask}} or dhey xeeconooonos or {{siteVar)}ooox: the switch notes
3 20933901200 FK3124AV0065 sw-edge? edge 10.251.1.10/255.255.255.0 10.1.3.10/255.255.255.0;management 10.1.3.1
4

Replace IP config (OOB) 10.251.1.10/255.255.255.0 with {{O0B}}.10/24, replace Primary IP (In-Band)
10.1.3.10/255.255.255.0 with {{InBand}}.10/24 and replace Default Gateway (In-Band) 10.1.3.1 with
{{InBand}}.1. Save youir file.

A B z D E F G H | a
1 [MAC Serial Name Role Router-Id P configuration (O0B) Primary IP {In-Band) Default Gateway (In-Band) Notes
2 ecoosccccon: serial001 sample_hostname sample_role xxoux x.xxfy or f{siteVarlhxx{{siteVarMask}} or dhep  xxxody or {{siteVarl}xx/{{siteVarMask}} or dhey xousee oo e or {{siteVarfloeex the switch notes
3 20933901200 FK3124AV0065 sw-edge? edge ((OOBJ1.10724 W ({InBand]}.L
4

Drag and drop your switch_configurations.csv file to the Bulk Upload Configurations window. You can
adjust some settings in this window and click Save.

Bulk Upload Configurations x

MAC Serial Router-Id IP configuration (OOB) Primary IP (In-Band) Default Gateway (In-Band

xaxnoexexx  serial001

20:93:39:01:2R.00 FK3124AV0065 | sw-edge2 {{00B}.10/24 {{lnBand}}.10/24;manager | | {{inBand}}.1

In case of Success, you should see a message with successfully updated devices. Click Close.

Bulk Upload Configurations

1 devices have been successfully updated.

Click on your switch name, wait a couple of minutes and refresh the page. Confirm that you have 100%
Config Success.
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Juniper
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=) marvis~
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@ WAN Edges

S wist Edges

{f Location
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n P&7-T11

< Swit

ches: Sw-edge?2

FrontPanel  Port List

EX4100-F-12T

Y £
s £
g ]
= g
METRICS
Switch-AP Affinity PoE Compliance VLANs

'l:::::l Version Compliance I 100%

m Config Success m Potential Anomalies

RJ45 Uplink

PROPERTIY

M4

Confirm that OOB and In-Band IP addresses and Default Gateway displayed with configured variables.

sw-edge?2
Device
2, cients
INFO
] Access paints
Mame
sw-edge2

letters, numbers, _. or -
(&) wan Edges

Role
S mist Edges edge
letters, numbers, _or -
4 Location
Notes
Add Notes

oall Anaiytics

&0 site

@ organization

IP CONFIGURATION (OUT OF BAND)
[w| Override Site/Template Settings

IP Address
DHCP (@ Static

1P Address [70)

10.251.1.10

Subnet Mask [753
124

IP CONFIGURATION (INBAND MANAGEMENT)

Configure IRB/SVI interfaces using DHCP or Static [P
assignment

/| Override Site/Template Settings

IP Address
DHCP (@) Static

1Pv4 Address [T

{{InBand}}.

10.1.3.10

A 1Pv4 Subnet Mask [T
124

Ipv4 Default Gateway [0}

10.1.3.1

1Pv6 Address [T

1Pv6 Subnet Mask )

Change language (en) ~| THU3d4PM 2 Q  (Z

PORT

Port Profile Assignment
* Site, Template, or System Defined

Port Configuration Add Port Configuration
* ge-0/0/2 juniper-ap
* ge-0/0/4 restricted
* ge-0/0/10-11 Uplink-to-cores

Unassigned ports Default

W Port Overrides | BETA

You have completed this lab!
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