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Abstract

Enterprise security management faces increasing challenges due to the growing complexity of corporate networks and the
sophistication of cyberattacks. Traditional intrusion detection systems, while effective at identifying known threats, often
struggle with novel attacks and lack interpretability, resulting in alert fatigue and delayed responses. In this study, 1
propose a hybrid framework that combines ensemble-based machine learning intrusion detection with large language
model—assisted contextual reasoning to enhance both detection accuracy and explain ability. Using the CICIDS2017
dataset, I evaluate baseline classifiers including logistic regression, support vector machines, random forest, and gradient
boosting, and compare them with the proposed hybrid architecture. Experimental results demonstrate that the hybrid model
outperforms traditional approaches, achieving the highest accuracy, precision, recall, F1-score, and area under the ROC
curve. Beyond quantitative improvements, the large language model layer provides semantic explanations of detected
threats, reduces false positives, and supports decision-making in enterprise security operations. This approach is
particularly suitable for U.S. corporate environments, where real-time monitoring, interpretability, and compliance are
critical. The findings highlight the potential of integrating advanced machine learning with contextual intelligence to create
scalable, explainable, and operationally viable enterprise security solutions.

Keywords: Enterprise Security Management, Intrusion Detection, Large Language Models, Hybrid Machine Learning,
CICIDS2017, Explainable Al, Cybersecurity Analytics.
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Introduction

Enterprise security management has become a critical
challenge for organizations as digital transformation,
cloud adoption, and remote work continue to expand the
attack surface of corporate networks. Modern enterprises
generate massive volumes of heterogeneous network
traffic and security logs on a continuous basis, making
manual monitoring and rule-based security mechanisms
increasingly ineffective. At the same time, cyberattacks
have grown more sophisticated, adaptive, and stealthy,
often bypassing traditional perimeter defenses and
signature-based intrusion detection systems. These
trends demand intelligent, scalable, and explainable
security solutions that can operate effectively within
complex enterprise environments.

Machine learning—based intrusion detection systems
have emerged as a promising alternative to traditional
approaches by enabling automated analysis of network
traffic and behavioral patterns. Prior research has
demonstrated that supervised learning models,
particularly ensemble-based techniques, can achieve
high detection accuracy when trained on flow-level
network data. However, despite their strong
performance, these models often function as black boxes
and generate large numbers of alerts without sufficient
contextual explanation. In enterprise security operations
centers, this lack of interpretability contributes directly
to alert fatigue, delayed response times, and reduced
analyst trust in automated systems.

Recent advances in large language models offer new
opportunities to address these limitations. Large
language models are capable of contextual reasoning,
semantic interpretation, and natural language generation,
enabling them to explain complex patterns and
synthesize actionable insights from structured and
unstructured data. In the context of enterprise security
management, these capabilities can be leveraged to
augment traditional intrusion detection systems by
providing human-readable explanations, prioritizing
alerts, and supporting decision-making processes.
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Despite their potential, the integration of large language
models into enterprise-scale intrusion detection remains
underexplored, particularly in terms of empirical
evaluation using realistic network traffic datasets.

This article proposes a hybrid enterprise security
management framework that combines ensemble-based
machine learning intrusion detection with large language
model-assisted contextual reasoning. The proposed
approach is designed to preserve the efficiency and
scalability of conventional detection models while
enhancing interpretability and operational usability
through natural language analysis. By leveraging a
realistic enterprise intrusion detection dataset, this study
systematically  evaluates detection performance,
comparative effectiveness across models, and practical
applicability within U.S. corporate environments.

The primary contributions of this work are threefold.
First, I present a comprehensive evaluation of traditional
machine learning models for enterprise intrusion
detection using a large-scale, open-source dataset.
Second, I introduce a large language model-assisted
hybrid architecture that improves detection reliability
and explainability without disrupting existing enterprise
security infrastructures. Third, I demonstrate how the
proposed approach aligns with operational requirements
and regulatory expectations in U.S. corporate industries,
highlighting its potential for real-world deployment.

Through this research, I aim to bridge the gap between
high-performance intrusion detection and actionable
enterprise security management by integrating advanced
machine learning with contextual intelligence. The
findings provide both technical insights and practical
guidance for organizations seeking to enhance their
cybersecurity posture using large language models.

Literature Review

Enterprise  security management has evolved
significantly over the past two decades due to the
increasing complexity of corporate networks and the
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growing sophistication of cyber threats. Early research in
intrusion detection systems primarily relied on signature-
based and rule-based approaches, which were effective
against known attacks but struggled to detect zero-day
exploits and evolving threat patterns. As enterprise
infrastructures expanded and network traffic volumes
increased, researchers began exploring data-driven
approaches to improve detection accuracy and
adaptability.

Machine learning techniques have played a central role
in modern intrusion detection research. Several studies
demonstrated that supervised learning models such as
logistic regression, support vector machines, decision
trees, and ensemble methods can effectively identify
malicious network behavior when trained on flow-based
datasets. Research leveraging publicly available datasets
from repositories such as the UCI Machine Learning
Repository and the Kaggle has shown that ensemble
models, particularly random forest and gradient
boosting, consistently outperform linear classifiers in
detecting complex attack patterns. These approaches,
however, often suffer from limited interpretability,
making them difficult to operationalize in enterprise
environments that require transparency and auditability.

To address scalability and real-world applicability,
several researchers adopted deep learning architectures
such as convolutional neural networks and long short-
term memory networks. These models demonstrated
strong performance in capturing temporal and spatial
patterns in network traffic, particularly for distributed
denial-of-service and botnet detection. Despite their high
detection accuracy, deep learning models introduce
significant computational overhead and often function as
black boxes, limiting their acceptance in enterprise
security operations where explainability is critical.

More recent literature has highlighted the importance of
contextual reasoning and human-centric security
analytics. Studies have shown that security analysts face
alert fatigue due to high false-positive rates generated by
automated detection systems. This challenge has led to
growing interest in explainable artificial intelligence and
natural language—driven security analysis. Large
language models have emerged as promising tools for
enhancing cybersecurity workflows by enabling
semantic reasoning, alert summarization, and threat
explanation. Research has demonstrated that language
models can analyze structured security logs, generate
incident reports, and support decision-making in security
operations centers.
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Several studies have explored the integration of large
language models with traditional machine learning
pipelines. Rather than replacing numeric classifiers,
these hybrid approaches use language models as
reasoning layers that interpret detection outputs,
correlate events, and generate actionable insights. This
paradigm aligns closely with enterprise security
management frameworks promoted by organizations
such as the National Institute of Standards and
Technology, which emphasize automation,
interpretability, and risk-based decision-making.
However, existing literature remains limited in
systematically evaluating large language model—assisted
intrusion detection wusing realistic enterprise-scale
datasets.

This study builds upon prior work by combining
ensemble-based intrusion detection with large language
model-assisted contextual analysis. Unlike earlier
approaches that focus solely on detection accuracy, this
research emphasizes enterprise applicability,
interpretability, and operational value. By evaluating the
proposed framework on a realistic intrusion detection
dataset and analyzing both quantitative performance and
qualitative insights, this work contributes to the
emerging body of research on intelligent enterprise
security management.

Methodology
Data Collection

In this research, I adopted an open-source dataset to
ensure methodological transparency, reproducibility, and
relevance to real-world enterprise security environments.
The dataset selected for this study is the CICIDS2017
intrusion detection dataset, which is publicly available
through the Kaggle repository and was originally created
by the Canadian Institute for Cybersecurity. This dataset
was chosen because it closely simulates modern
enterprise network traffic, incorporating both benign user
activities and diverse cyberattack behaviors under
controlled yet realistic conditions.

The CICIDS2017 dataset was generated within a
simulated enterprise network environment that includes
firewalls, routers, servers, and multiple client machines.
Network traffic was captured using flow-based
monitoring tools, enabling the extraction of fine-grained
statistical features from packet-level communications.
The dataset spans multiple days of activity, each day
corresponding to distinct attack scenarios such as denial-

172



The American Journal of Engineering and Technology

ISSN 2689-0984

of-service attacks, brute-force authentication attempts,
web-based exploits, botnet activity, and port scanning.
This temporal diversity makes the dataset particularly
suitable for evaluating enterprise-scale security
management solutions powered by large language

models.

To construct a unified dataset, I merged all daily traffic
files into a single corpus while preserving attack labels
and timestamps. This consolidation allowed the model to
learn both short-term anomalies and long-term
behavioral patterns that are critical in enterprise security
operations.

Volume 08 - 2026

Dataset Description

The CICIDS2017 dataset contains extensive metadata
and feature representations that reflect enterprise
network behavior at scale. The dataset includes flow-
based attributes derived from bidirectional network
sessions, enabling the modeling of traffic dynamics
rather than isolated packets. These characteristics make
the dataset well aligned with enterprise intrusion
detection systems and security information and event
management platforms.

The detailed characteristics of the dataset used in this study are presented in the following table 1.

Attribute Category

Description

Dataset Name

CICIDS2017 Intrusion Detection Dataset

Repository Source

Kaggle (Open Source)

Original Publisher

Canadian Institute for Cybersecurity

Data Collection Environment

Simulated enterprise network with real user behavior

Network Scope Internal en

terprise traffic and external internet communication

Data Representation

Bidirectional network flow records

Total Instances

Approximately 2,830,000 network flows

Total Features

78 numerical traffic features

Feature Types

Time-based, volume-based, statistical, and protocol-specific

Traffic Classes

Benign and malicious

Attack Categories

DoS, DDosS, PortScan, Botnet, Brute Force (FTP/SSH), Web Attacks, Infiltration

Target Label Format

Binary and multiclass labels

File Format Csv
Temporal Coverage Five distinct traffic capture days
Realism Level High, includes legitimate user behavior and background noise
Intended Use Intrusion detection and network security research
Licensing Publicly available for academic and research use

Data Preprocessing

To prepare the dataset for large language model-assisted
enterprise  security  analysis, |
comprehensive preprocessing pipeline.

conducted a
Initially, 1
removed duplicate flow records that arose from repeated
traffic captures across multiple files. I then addressed
missing, infinite, and undefined values that resulted from
packet timing inconsistencies and flow calculation
errors. Features with excessive invalid values were
excluded, while remaining missing values were replaced
using median-based imputation to preserve distributional
characteristics.

All numerical features were normalized using min-max
scaling to ensure uniform value ranges and prevent
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model bias toward high-magnitude attributes. Given the
highly imbalanced nature of real-world enterprise traffic,
where benign flows significantly outnumber malicious
ones, I applied stratified sampling
representative class distributions. This approach ensured
that attack patterns remained sufficiently visible during
model training without artificially inflating attack
prevalence.

to maintain

To support different enterprise security use cases, |
transformed the original labels into both binary
classifications for general threat detection and multiclass
classifications for detailed attack attribution.

Feature Extraction
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Feature extraction in this study focused on capturing
behavioral indicators that are critical for enterprise
security monitoring. I retained flow-level features related
to duration, packet size distribution, inter-arrival times,
byte transfer rates, and TCP flag statistics. These
attributes are commonly used by enterprise intrusion
detection systems to identify abnormal communication
patterns such as traffic floods, scanning behavior, or
lateral movement.

In addition to numerical feature extraction, I generated
structured textual summaries from selected feature
groups. These summaries describe traffic behavior in a
semantic form, enabling large language models to
interpret network activity contextually. By bridging
quantitative  traffic =~ metrics  with  descriptive
representations, I enabled the model to reason about
security events rather than merely classify them.

Feature Engineering

Feature engineering was performed to enhance detection
sensitivity and improve interpretability within an
enterprise security management context. I derived
higher-level features such as inbound-to-outbound traffic
ratios, packet burst intensity, session entropy, and
protocol deviation scores. These engineered features
capture  deviations  from  normal  enterprise
communication patterns that are often associated with
advanced persistent threats and stealthy attacks.

To reduce redundancy and computational overhead, I
applied correlation analysis and variance-based filtering
to eliminate overlapping features. Furthermore, selected
engineered features were transformed into semantic
descriptors that could be consumed by the large language
model as contextual input. This transformation allowed
the model to infer intent, severity, and potential impact
of detected anomalies.

Model Development

For model development, I adopted a hybrid enterprise
security architecture that combines conventional
machine learning with large language model-based
reasoning. Initially, I trained baseline classifiers using
structured numerical features to establish reliable
detection performance. These classifiers served as the
primary detection layer responsible for identifying
suspicious traffic patterns at scale.

Subsequently, I integrated a large language model as an
intelligent analysis layer. Instead of directly replacing
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traditional classifiers, the language model was used to
interpret high-risk alerts, analyze contextual feature
summaries, and generate human-readable security
insights. This design reflects real enterprise security
management workflows, where automated detection
systems are complemented by intelligent reasoning and
explanation capabilities.

Model Evaluation

Model evaluation was conducted using multiple
performance metrics relevant to enterprise security
operations. I measured accuracy, precision, recall, F1-
score, and area under the receiver operating
characteristic curve to assess detection reliability across
both binary and multiclass scenarios. Cross-validation
was applied to ensure robustness and reduce overfitting
across diverse traffic conditions.

Beyond quantitative evaluation, I assessed the qualitative
performance of the large language model by examining
its ability to generate coherent threat explanations, attack
narratives, and recommended response actions. This
evaluation demonstrated that large language models
significantly enhance enterprise security management by
improving interpretability, situational awareness, and
decision support.

\Results and Discussion

In this study, I evaluated the performance of multiple
machine learning models and a large language model—
assisted hybrid framework to assess their effectiveness in
enterprise security management. All models were trained
and tested on the CICIDS2017 dataset under identical
preprocessing and feature engineering conditions to
ensure a fair comparison. The evaluation focused on both
binary intrusion detection and multiclass attack
classification, reflecting real-world enterprise security
requirements.

The primary objective of the experimental evaluation
was to identify which model provides the optimal
balance between detection accuracy, false positive
reduction, interpretability, and scalability for enterprise
deployment. Traditional machine learning models were
used as baselines, while the proposed large language
model-assisted approach was evaluated for its ability to
enhance contextual understanding and decision support.

Quantitative Performance Results

The quantitative performance of each model was
measured using accuracy, precision, recall, F1-score, and
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area under the ROC curve. These metrics are particularly
relevant in enterprise environments, where high recall is

critical to minimize missed attacks, and high precision is
necessary to reduce alert fatigue among security teams.

The following table 2 summarizes the comparative performance of all evaluated models in the binary intrusion
detection scenario.

Model Accuracy (%) | Precision (%) | Recall (%) | F1-Score (%) | AUC

Logistic Regression 94.6 92.8 90.4 91.6 0.94
Support Vector Machine 96.1 94.5 93.2 93.8 0.96
Random Forest 98.3 97.6 97.1 97.3 0.99
Gradient Boosting 98.7 98.1 97.8 97.9 0.99
LLM-Assisted Hybrid Model 99.1 98.9 98.6 98.7 0.995

MODEL PERFOMANCE

B Accuracy (%) H Precision (%)

W Recall (%) ™F1-Score (%) ®AUC

© i M O «d m N = 0 o ; o o N
) 0 N 0 0 I~ ~ 0 00 ~ N 0 o0 o0
3 g it : & S o pd E55 5 [ I RN =N [ BC R N
n
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)} <) o) o)} a
LOGISTIC SUPPORT VECTOR RANDOM FOREST GRADIENT LLM-ASSISTED
REGRESSION MACHINE BOOSTING HYBRID MODEL

Chart 1: Model Evaluation of Different LLM

The results demonstrate that ensemble-based models
outperform linear and margin-based classifiers due to
their ability to capture complex nonlinear traffic patterns.
The large language model-assisted hybrid approach
achieved the highest overall performance across all
metrics, particularly excelling in recall and precision,
which are critical for enterprise intrusion detection
systems.

Comparative Analysis and Model Superiority

A comparative analysis reveals that while traditional
machine learning models such as random forest and
gradient boosting deliver strong detection accuracy, they
operate primarily as black-box classifiers. Although
effective, they lack the capability to explain why a
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particular traffic flow is flagged as malicious. This
limitation poses challenges in enterprise environments
where compliance, auditability, and analyst trust are
essential.

The large language model-assisted hybrid approach
outperforms standalone models not only in numerical
performance but also in operational effectiveness. By
incorporating contextual reasoning over engineered
feature summaries, the language model enhances alert
validation, reduces false positives, and provides semantic
explanations of detected threats. This dual-layer design
allows the system to maintain high-speed automated
detection while adding an intelligent reasoning
component that aligns with enterprise security
workflows.
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In multiclass classification experiments, the hybrid
model demonstrated superior discrimination among
attack types such as DDoS, PortScan, and web-based
attacks, achieving an average F1-score improvement of
approximately two to three percent over the best-
performing traditional model. This improvement is
particularly valuable in enterprise incident response,
where accurate attack categorization directly impacts
containment and remediation strategies.

Enterprise Applicability in the U.S. Corporate
Industry

The experimental results indicate that the proposed
model is highly suitable for deployment in U.S. corporate
environments, particularly within large enterprises that
manage complex and distributed networks. The hybrid
architecture aligns well with existing security
information and event management platforms and can be
integrated as an intelligent analytics layer without
replacing current detection infrastructure.

In practical deployment, traditional machine learning
components can operate continuously to monitor high-
volume network traffic in real time, while the large
language model can be selectively invoked for high-risk
alerts. This design ensures scalability, cost efficiency,
and compliance with enterprise  performance
requirements. Furthermore, the language model’s ability
to generate human-readable explanations supports
regulatory and audit requirements common in U.S.
industries such as finance, healthcare, and critical
infrastructure.

From an operational perspective, the model can assist
security analysts by prioritizing alerts, explaining attack
intent, and recommending response actions. This
capability significantly reduces investigation time and
mitigates alert fatigue, which remains a major challenge
in corporate security operations centers. The strong
performance, combined with enhanced interpretability
and decision support, demonstrates that the proposed
approach is not only technically superior but also
practically viable for enterprise security management in
the U.S. corporate sector.

Conclusion

In this study, I investigated the integration of large
language models with traditional machine learning—
based intrusion detection systems for enterprise security
management. By leveraging the CICIDS2017 dataset, I
systematically evaluated both baseline models and a
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hybrid architecture that combines ensemble-based
detection with large language model—assisted contextual
reasoning. The experimental results demonstrate that the
proposed hybrid model outperforms conventional
approaches in terms of accuracy, precision, recall, F1-
score, and interpretability, providing both quantitative
improvements and qualitative benefits for operational
security.

The comparative analysis highlights that while ensemble
models such as random forest and gradient boosting
deliver strong detection performance, they lack the
ability to provide contextual explanations of threats. The
inclusion of a large language model enables semantic
understanding of network behaviors, reduces false
positives, and supports decision-making by generating
human-readable threat descriptions. These capabilities
are particularly valuable in enterprise environments,
where alert prioritization, regulatory compliance, and
analyst trust are essential for -effective security
operations.

The study further illustrates the practical applicability of
this hybrid approach in U.S. corporate networks. By
integrating traditional detection mechanisms with an
intelligent reasoning layer, organizations can maintain
real-time monitoring while benefiting from enhanced
situational awareness, threat interpretation, and
actionable insights. This framework aligns with
enterprise security management best practices and
regulatory expectations, offering a scalable, explainable,
and operationally viable solution for modern
cybersecurity challenges.

In conclusion, this research bridges the gap between
high-performance intrusion detection and intelligent
enterprise security management by combining numerical
detection accuracy with contextual reasoning. Future
work will focus on extending this framework to real-time
streaming environments, incorporating adaptive learning
to handle emerging threats, and exploring integration
with other enterprise security systems such as Security
Information and Event Management (SIEM) platforms.
These extensions have the potential to further enhance
the resilience, efficiency, and interpretability of
enterprise cybersecurity operations.
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