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Abstract

Courier-related phishing and impersonation scams have become a persistent threat, exploiting user trust in logistics
providers and the rapid growth of e-commerce. This article presents a detailed case study of a delivery scam that
impersonated the international courier company CDEK. The investigation reconstructs the full attack chain, beginning
with initial social engineering via telephone contact and continuing through the use of a fraudulent web domain designed
to harvest sensitive information. Technical artifacts including domain registration details, TLS certificate misuse, web
content structure, and interaction flow are analyzed to illustrate how attackers combine psychological manipulation with
low-cost technical infrastructure. The study highlights common weaknesses in user awareness, brand protection, and
domain abuse monitoring that enable such scams to succeed. Based on the findings, practical detection indicators and
mitigation recommendations are proposed for security teams, domain registrars, and end users. The case demonstrates
how real-world incident investigations can contribute actionable insights into modern phishing operations and complement
existing academic research on social engineering and online fraud (Cloudflare, 2025, Let’s Encrypt, 2021).
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From a psychological standpoint, these scams typically
combine authority, urgency, and scarcity cues to drive
compliance, often overriding technical warning signs
(Cialdini, 2006; Hadnagy, 2018; Mitnick & Simon,
2002). Phishing research also shows that brand
impersonation and payment-flow mimicry remain
durable patterns over time (Jakobsson & Myers, 2006).

1. Introduction

Social engineering remains one of the most effective
techniques used by cybercriminals, particularly when
combined with brand impersonation and time-sensitive
narratives. Courier and delivery services are frequently
abused in such campaigns, as users are conditioned to
expect shipment notifications and to act quickly to avoid

perceived losses or delays. While large-scale phishing
campaigns have been widely studied, smaller, targeted
scams often receive less attention despite their
effectiveness (Verizon, 2025; Anti-Phishing Working
Group, 2025).
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This article documents and analyzes a real-world scam
impersonating the courier company CDEK. Unlike
purely theoretical analyses, the investigation is based on
direct interaction with the scam infrastructure and
focuses on practical indicators observable by defenders.
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The goal is to contribute practitioner-driven insights into
how such scams are constructed, how victims are guided
through the deception process, and how similar attacks
may be detected or disrupted earlier.

2. Materials and Methods

The investigation followed a qualitative case study
methodology based on direct observation and technical
analysis. No automated exploitation or unauthorized
access was performed.

The following methods were applied:

e+ Manual interaction with the scam workflow as
a potential victim.

e+ Open-source intelligence (OSINT) analysis of
the fraudulent domain, including WHOIS data
and DNS records (Daigle, 2004; Internet
Corporation for Assigned Names and Numbers,
n.d.).

e« Inspection of TLS certificate metadata and
hosting characteristics (Cloudflare, 2025; Let’s
Encrypt, 2021).
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e« Visual and structural analysis of the scam
website to assess impersonation techniques.

e « Review of publicly available information
regarding the legitimate CDEK service for
comparison.

* No personal data belonging to third parties was
collected or retained during the investigation. The
analysis is limited to artifacts voluntarily exposed by the
attackers during the scam process.

3. Results
3.1. Initial Social Engineering Phase

The scam began with a phone call claiming to represent
a delivery issue requiring immediate user action. The
attacker leveraged urgency and authority, instructing the
victim to visit a provided website to resolve the problem.
This approach reduced skepticism and shifted the
interaction from voice to web-based deception.

The fraudulent page presented to the victim is shown in Figure 1.

CO=K
OcpopmneHue W NonyYeHue cpeacTs

40 BYN

¥ =
o CTyn, cron (gencod)

#3754

40 BYN

R :

Figure 1. Fraudulent courier delivery page impersonating the CDEK service and prompting the user to proceed with
payment confirmation.
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3.2. Fraudulent Domain and Infrastructure courier-related keywords to enhance credibility while

The provided website closely resembled legitimate avoiding direct trademark duplication.

courier tracking pages. Domain analysis revealed Despite the use of HTTPS and a padlock icon (Figure 2),
recently registered infrastructure with no historical the domain was unrelated to the legitimate CDEK
reputation, a common characteristic of short-lived infrastructure (Let’s Encrypt, 2021).

phishing campaigns. The domain name incorporated
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Figure 2. Browser view of the fraudulent domain using HTTPS, visually mimicking a legitimate courier service
website.

TLS certificates were valid and issued by a trusted certificate authority, demonstrating how attackers exploit automated
certificate issuance to increase perceived legitimacy (Cloudflare, 2025; Let’s Encrypt, 2021).

Certificate inspection revealed differences between the legitimate service and the fraudulent site, as illustrated in Figure 3
and Figure 4

The Am. J. Eng. Technol. 2026 73



The American Journal of Engineering and Technology

ISSN 2689-0984

Volume 08 - 2026

& cdekby

# | Certificate x
General Detdils  Certification Path
Show | <All> ot
Field Value ~
“IWersion V3
_|Serial number 03e21642053be45ce1bed...
_-Slgnal;ure algorithm sha2S6RSA
] orithin _cha?56
I Issuer R3, Let's Encrypt, US
alid from onday, March 15, 2021 ...
_lvalid to Sunday, June 13, 2021 0...
W
[N = cdel.by

Edit Properties..

Copy to File...

o ]

L
cdek by

s Certificate

General Details Certification Path

R Certificate Information

B
®

This certificate is intended for the following purpose(s):
= Proves your identity to a remote computer
= Ensures the identity of a remote computer
*2.23.140.1.2.1
* L3.6.1.4.1.44547.1.1.1

o P

= Refer to the certification authority's statement for details.

Issued to:  cdekby

Issued by: R3

vald from 15-Mar-21 to 13-Jun-21

. O

| Issuer Statement

Figure 3. TLS certificate details of the legitimate CDEK domain compared with the fraudulent domain.
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Figure 4. TLS certificate issued via Cloudflare SSL for the fraudulent domain, illustrating third-party certificate
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3.3. Website Structure and User Flow

The fraudulent site guided users through a minimal interaction flow, requesting confirmation of delivery details. Visual
elements, logos, and language were consistent with logistics branding, reinforcing trust. The absence of advanced backend
functionality suggested that the primary objective was credential or data harvesting rather than service simulation. As
shown in Figure 5, the fraudulent form requests sensitive card information, including the card verification code (CVC),
which is unnecessary for receiving a payment.
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Figure 5. Fraudulent payment form requesting full card details, including the CVC code, under the pretext of
receiving funds.

3.4. Indicators of Malicious Activity
Several red flags were identified during the investigation:
e ¢ Recently registered domain with privacy-protected ownership
e -« Generic hosting infrastructure inconsistent with enterprise courier platforms
e -« Simplified web logic lacking integration with real shipment systems
e« Pressure-driven messaging emphasizing urgency

These indicators are consistent with patterns observed in other delivery-related phishing campaigns. At this stage, the
attackers attempt to determine the card balance in order to maximize the amount withdrawn (Figure 6).
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Figure 6. Fraudulent page requesting the victim’s card balance under the pretext of a security verification step.
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The final stage of the scam attempts to bypass two-factor authentication through a fake 3-D Secure page (Figure 7)
(EMVCo, n.d.).
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Figure 7. Fake 3-D Secure authentication page designed to capture one-time SMS verification codes.
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4. Discussion

The case highlights how effective social engineering
does not require advanced technical sophistication. By
combining minimal infrastructure costs with carefully
crafted psychological pressure, attackers can achieve
high success rates. The use of valid TLS certificates and
visually convincing branding continues to undermine
user trust in traditional security indicators such as
HTTPS (Cloudflare, 2025; Let’s Encrypt, 2021).

From a defensive perspective, this investigation
underscores the importance of brand monitoring, rapid
domain takedown processes, and user education focused
on behavioral cues rather than technical symbols alone.
Security teams should consider integrating domain age,
hosting reputation, and contextual analysis into phishing
detection workflows.

5. Conclusions

This article demonstrates that small-scale, targeted
courier impersonation scams remain a significant threat
vector. Through a step-by-step investigation of a CDEK-
themed scam, the study provides practical insights into
attacker methodology and observable indicators.
Practitioner-led case studies such as this can complement
academic research by grounding theoretical models in
real-world attacker behavior.

Future work may involve comparative analysis across
multiple courier scams or quantitative assessment of
detection effectiveness based on the identified indicators.
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