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ABSTRACT

Modern enterprise systems are rapidly transitioning from monolithic architectures to cloud-native microservices-based
systems to achieve scalability, resilience, and rapid deployment cycles. Container orchestration platforms such as
Kubernetes, along with managed services like Amazon Elastic Kubernetes Service (Amazon EKS), have become
foundational technologies for deploying high-availability distributed applications. This paper proposes a scalable cloud-
native architecture leveraging Kubernetes and Amazon EKS to design, deploy, and manage microservices in production-
grade environments.

The proposed architecture focuses on achieving high availability, fault tolerance, automated scaling, secure deployments,
and efficient resource utilization. By integrating Infrastructure as Code (laC), CI/CD automation, and DevSecOps
principles, the system ensures continuous delivery and operational efficiency. Prior research highlights the increasing
adoption of Kubernetes in enterprise environments and the need for automated infrastructure provisioning and compliance
verification in cloud systems (Arya et al., 2024, Nagpal et al., 2024).

The study also incorporates disaster recovery strategies, security frameworks, and blue-green deployment mechanisms to
ensure system reliability and minimal downtime. Experimental analysis and architectural evaluation demonstrate that
combining Kubernetes with Amazon EKS significantly improves deployment consistency, reduces operational overhead,
and enhances system scalability in distributed cloud environments.

Keywords: Kubernetes, Amazon EKS, Microservices, Cloud-Native Architecture, High Availability, DevOps, CI/CD,
Infrastructure as Code, Container Orchestration, Scalability.

© 2026 Thompson, D. D. J., & Weber,D. S. M..This work is licensed under a Creative Commons Attribution 4.0
International License (CC BY 4.0). The authors retain copyright and allow others to share, adapt, or redistribute the work
with proper attribution.

Cite This Article: Thompson, D. D. J., & Webe, D. S. M. (2026). A Scalable Cloud-Native Architecture Using Kubernetes

and Amazon EKS for High-Availability Microservices Deployment. The American Journal of Applied Sciences, 8(07), 1—-
5. Retrieved from https://theamericanjournals.com/index.php/tajas/article/view/8206

The Am. J. Appl. Sci. 2026 1



The American Journal of Applied Sciences

ISSN 2689-0992

1.Introduction

The evolution of software engineering has shifted
significantly toward distributed computing models
driven by cloud-native architectures. Traditional
monolithic systems face challenges such as limited
scalability, slow deployment cycles, and difficulty in
maintaining system resilience under high load
conditions. Microservices architecture addresses these
limitations by decomposing applications into loosely
coupled, independently deployable services.

Kubernetes has emerged as the leading container
orchestration platform, providing automated
deployment, scaling, and management of containerized
applications. Amazon FElastic Kubernetes Service
(Amazon EKS) simplifies Kubernetes management by
offering a fully managed control plane integrated with
AWS infrastructure services.

The adoption of Kubernetes in enterprise systems has
increased significantly due to its flexibility and
scalability benefits (Arya et al., 2024). However,
managing Kubernetes clusters at scale requires expertise
in networking, security, storage, and infrastructure
automation. This complexity is addressed through
Infrastructure as Code (IaC) tools such as Terraform,
which enable declarative infrastructure provisioning
(Peddireddy, 2024).

Furthermore, cloud-native systems must ensure
compliance, security, and reliability. DevSecOps
practices integrate security into CI/CD pipelines,
ensuring continuous compliance verification (Nagpal et
al., 2024). This paper proposes an integrated architecture
that combines Kubernetes, Amazon EKS, and DevOps
automation to address scalability and high availability
challenges.

2. Literature Review

Recent research in cloud-native computing highlights the
importance of automation, scalability, and resilience in
distributed systems. Santos et al. (2023) discuss
automated  application  deployment in  cloud
environments, emphasizing the role of orchestration
platforms in reducing operational complexity.

Infrastructure as Code has become a fundamental
approach  for managing cloud infrastructure.
Chinamanagonda (2019) and Koneru (2025) highlight
comparative studies of IaC tools such as Terraform and
CloudFormation, showing improved consistency and
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repeatability in infrastructure provisioning.

Suwanachote et al. (2023) conducted a pilot study on
testing [aC systems, demonstrating the importance of
validating  infrastructure  configurations  before
deployment. Similarly, Begoug et al. (2023) analyzed
practitioner discussions on Stack Overflow, identifying
key challenges in managing laC-based systems.

Security and resilience in cloud environments are critical
concerns. AWS architectural guidelines emphasize
identity management, encryption, and compliance as
core security principles (AWS Architecture Center).
Torkura et al. (2020) introduced chaos engineering
approaches for improving cloud resilience, highlighting
the importance of fault injection testing.

Blue-green deployment strategies and CI/CD pipeline
optimization are widely used to reduce downtime and
improve deployment reliability (Khade and Ramteke,
2025). Ashtagi et al. (2025) propose a security-first
DevOps framework for building resilient CI/CD
pipelines.

Disaster recovery planning is also essential in cloud
environments. Suyatno et al. (2025) analyze RTO and
RPO metrics for cloud infrastructure recovery strategies,
emphasizing the importance of rapid failover
mechanisms.

Despite these advancements, there remains a need for a
unified architecture that integrates Kubernetes
orchestration, managed cloud services like Amazon
EKS, IaC automation, and DevSecOps practices into a
single scalable framework.

3. Proposed Architecture

The proposed system architecture is designed to provide
a fully managed, scalable, and secure microservices
deployment environment using Kubernetes and Amazon
EKS.

3.1 Core Components
The architecture consists of the following components:

. Amazon EKS as the managed Kubernetes
control plane

. Worker node groups running containerized
microservices
. Terraform-based Infrastructure as Code
provisioning
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. CI/CD pipeline for automated deployment

. Monitoring and logging systems for
observability

. Security layer integrated with AWS IAM and
policies

3.2 Kubernetes Cluster Design

Kubernetes manages container orchestration through
pods, services, deployments, and ingress controllers.
Each microservice is deployed as a containerized
workload within a pod. Kubernetes ensures self-healing,
automatic scaling, and load balancing across nodes.

Amazon EKS simplifies cluster management by
handling the Kubernetes control plane, allowing
developers to focus on application logic rather than
infrastructure maintenance.

3.3 Infrastructure as Code Integration

Terraform is used to define and provision AWS
infrastructure components such as VPCs, subnets, EKS
clusters, and node groups. According to Peddireddy
(2024), Terraform-driven Kubernetes management
improves consistency and reduces manual configuration
errors.

Infrastructure automation ensures repeatability and
scalability across environments (Jayaram et al., 2024). It
also supports multi-environment deployments including
development, staging, and production.

3.4 CI/CD Pipeline Architecture

The CI/CD pipeline automates build, test, and
deployment processes. It integrates with Kubernetes to
deploy containerized applications automatically after
successful validation.

Security checks and compliance verification are
integrated into the pipeline, as recommended by Nagpal
et al. (2024). This ensures that only validated and
compliant workloads are deployed.

3.5 Security and Compliance Model

Security is implemented at multiple layers including
network security, identity access management, and
application-level security. AWS provides built-in
security mechanisms for encryption, access control, and
logging (AWS Architecture Center).

DevSecOps practices ensure continuous security
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validation throughout the software lifecycle.
4. Microservices Deployment Strategy

Microservices are deployed independently within
Kubernetes clusters. Each service has its own lifecycle,
allowing independent scaling and updates.

4.1 Service Discovery and Load Balancing

Kubernetes service discovery enables seamless
communication between microservices. Load balancing
distributes traffic evenly across pods, ensuring high
availability.

4.2 Auto Scaling Mechanism

Horizontal Pod Autoscaler (HPA) dynamically adjusts
the number of running pods based on CPU and memory
usage. This ensures optimal resource utilization under
varying workloads.

4.3 Blue-Green Deployment Strategy

Blue-green deployment minimizes downtime by
maintaining two identical environments. Traffic is
switched between environments after successful
deployment validation (Khade and Ramteke, 2025).

5. High Availability and Fault Tolerance

High availability is achieved through multi-AZ
deployment of EKS worker nodes. Kubernetes ensures
automatic pod rescheduling in case of node failure.

Chaos engineering techniques are used to simulate
failures and evaluate system resilience (Torkura et al.,
2020). This helps identify weaknesses in system design
before production deployment.

6. Disaster Recovery Strategy

Disaster recovery is implemented using backup
strategies, multi-region replication, and automated
failover mechanisms. Metrics such as Recovery Time
Objective (RTO) and Recovery Point Objective (RPO)
are used to evaluate system recovery performance
(Suyatno et al., 2025).

7. Security Architecture

Security is a critical component of the proposed system.
IAM roles, security groups, and network policies are
used to enforce strict access control. Encryption is
applied to data at rest and in transit.
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The framework follows AWS best practices for identity
and compliance management, ensuring secure cloud
operations (AWS Architecture Center).

8. DevOps and Automation Integration

The architecture integrates DevOps automation tools to
streamline  deployment  processes. Infrastructure
provisioning, application deployment, and monitoring
are fully automated.

Terraform and Ansible-based automation improve
deployment efficiency and reduce human errors
(Marella, 2024). CI/CD pipelines ensure continuous
integration and continuous delivery.

9. Performance Evaluation

The performance of the proposed architecture is
evaluated based on scalability, latency, and availability.

9.1 Scalability

Kubernetes horizontal scaling ensures that system
performance remains stable under increased load.

9.2 Latency

Load balancing and distributed deployment reduce
request latency across services.

9.3 Availability

Multi-AZ deployment ensures minimal downtime and
high system availability.

10. Discussion

The integration of Kubernetes and Amazon EKS
provides a powerful platform for managing cloud-native
applications. Compared to traditional monolithic
systems, the proposed architecture offers better
scalability, resilience, and automation.

Research  shows  that microservices adoption
significantly — improves system flexibility = and
maintainability (Arya et al., 2024). However, complexity
in managing distributed systems remains a challenge.

TaC and DevSecOps practices help mitigate operational
challenges by automating infrastructure management
and ensuring security compliance.

11. Conclusion

This paper presented a scalable cloud-native architecture
using Kubernetes and Amazon EKS for high-availability
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microservices deployment. The proposed system
integrates Infrastructure as Code, CI/CD automation,
security frameworks, and disaster recovery strategies to
build a resilient cloud environment.

Experimental and theoretical analysis demonstrates that
the architecture improves scalability, availability, and
operational efficiency. The combination of Kubernetes
orchestration and Amazon EKS managed services
significantly reduces infrastructure complexity while
enhancing system performance.

Future work includes integration of Al-based workload
prediction, advanced autoscaling strategies, and multi-
cloud Kubernetes deployments.
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